
AIRASHI Botnet Attacks 
  

Cambium Networks is aware of reports of the AIRASHI botnet targeting cnPilot products. We are 
currently investigating this issue. 

  

Our preliminary analysis indicates that cnPilot R series routers with weak or default passwords are 
the target. We strongly recommend that customers 

• Update device firmware to the latest recommended version available in cnMaestro or here 

• Change default or weak passwords for all three user accounts (admin, normal and basic) 

• Disable remote web and remote ssh access, and disable telnet if enabled 

  

The passwords and remote web access setting can be changed in cnMaestro under AP Group -> 
Management. Remote ssh and telnet are disabled in cnMaestro, and these settings cannot be 
directly changed by the user. If necessary, these two settings can be disabled by adding the 
following user defined overrides as described here. 

DBID_LAN_LOGIN_ONLY=1 

SSH_SERVER_REMOTE_ENABLE=0 

  

Instructions on changing these settings from the device web UI are available here. 

  

We have no evidence of cnPilot E series or any other Cambium products being affected. Further 
updates will be provided as our investigation progresses. 

 

https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.cambiumnetworks.com%2Ffiles&data=05%7C02%7Ckurt.garrison%40cambiumnetworks.com%7C6f56a7303c51467a5bbc08dd3be98026%7C0e263e36340946228ac818d993e76eb6%7C0%7C0%7C638732596257160817%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=QQ2q7u8KPyMCSdreq8ZUy%2FWgegwBiJ1duQKDKc%2Fyk7g%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.cambiumnetworks.com%2Ft%2Fcnpilot-r-series-home-routers-important-configuration-parameters%2F57343&data=05%7C02%7Ckurt.garrison%40cambiumnetworks.com%7C6f56a7303c51467a5bbc08dd3be98026%7C0e263e36340946228ac818d993e76eb6%7C0%7C0%7C638732596257191792%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=065OHUZzdXMjvus2Xx5MSXSVTDOvbn0g3tF7umikiDg%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.cambiumnetworks.com%2Ft%2Fbest-practices-for-securing-your-r-series-wifi-routers%2F53500&data=05%7C02%7Ckurt.garrison%40cambiumnetworks.com%7C6f56a7303c51467a5bbc08dd3be98026%7C0e263e36340946228ac818d993e76eb6%7C0%7C0%7C638732596257211824%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=oGx234ehvjcTHpR0nG2a8uWGVq%2FoKvWyt896Cv3nKXU%3D&reserved=0

