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Chapter 1: About This User Guide

This chapter describes the following topics:

e Overview of Enterprise Wi-Fi AP products

¢ Intended audience

e« Purpose
e Related documents

« Hardware platforms

¢ Premium Feature List

Overview of Enterprise Wi-Fi AP products

This User Guide describes the features supported by Enterprise Wi-Fi Access Point (AP) and provides
detailed instructions for setting up and configuring Enterprise Wi-Fi AP.

Intended audience

This guide is intended for use by the system designer, system installer, and system administrator.

Purpose

Cambium Network’s Enterprise Wi-Fi AP documents are intended to instruct and assist personnel in the
operation, installation, and maintenance of the Cambium’s equipment and ancillary devices. It is
recommended that all personnel engaged in such activities be properly trained.

Cambium disclaims all liability whatsoever, implied or expressed, for any risk of damage, loss or reduction
in system performance arising directly or indirectly out of the failure of the customer, or anyone acting on
the customer’s behalf, to abide by the instructions, system parameters, or recommendations made in this
document.

Related documents

Table 1 provides details on Enterprise Wi-Fi AP’s support information.

Table 1: Related documents

Enterprise Wi-Fi AP product details https://www.cambiumnetworks.com/products/wifi/

Enterprise Wi-Fi AP User Guide (This https://support.cambiumnetworks.com/files

document)

Enterprise Wi-Fi AP Release Notes https://support.cambiumnetworks.com/files

Software Resources https://support.cambiumnetworks.com/files

Community http://community.cambiumnetworks.com/

Support https://www.cambiumnetworks.com/support/contact-
support/
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Warranty https://www.cambiumnetworks.com/support/warranty/

Feedback For feedback, e-mail to support@cambiumnetworks.com/

New hardware platforms

System Release 6.4 includes the following new hardware platforms:

Table 2: New hardware platforms

Hardware Description

Platfrom

XE3-4 4x4:4; 2x2:2; 2x2:2 802.1a/b/g/n/ac wave 2/ax Tri-Radio Indoor Wi-Fi 6e Access
Point

Existing hardware platforms

System Release 6.4 includes the following existing hardware platforms:

Table 3: Existing hardware platforms

Hardware Description

Platfrom

XV3-8 8x8:8, 4x4:4 802.11a/b/g/n/ac wave 2/ax Tri-Radio indoor Access Point

XV2-2 2x2:2, 2x2:2 802.11a/b/g/n/ac wave 2/ax Dual-Radio indoor Access Point

XV2-2T 2x2:2, 2x2:2 802.11a/b/g/n/ac wave 2/ax Dual-Radio Outdoor Access Point, Omni,
PoE out

e410 2x2:2,802.11a/b/g/n/ac wave 2 indoor Access Point

e510 2x2:2,802.11a/b/g/n/ac wave 2 outdoor Access Point

e430 2x2:2,802.11a/b/g/n/ac wave 2 indoor Access Point

e600 2x2:2 for 2.4 GHz and 4x4:4 for 5 GHz, 802.11a/b/g/n/ac wave 2 indoor Access
Point

e700 2x2:2 for 2.4 GHz and 4x4:4 for 5 GHz, 802.11a/b/g/n/ac wave 2 indoor Access
Point

Premium feature list

Premium feature notice

System Release 6.0 and later releases of Enterprise Wi-Fi Access Point firmware support certain
advanced features which are available only through a paid subscription to cnMaestro X or XMS-Cloud
management. These features will be identified with the label Premium feature in the applicable
documentation. With the current System Release 6.3, end users can access these features without a
management subscription; however, access to these features is currently on a free trial basis, and only for
a limited time. As Cambium Networks releases new versions, we will begin enforcing restrictions on the
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use of these premium features only in conjunction with a current cnMaestro X or XMS-Cloud subscription,
and at that time, the APs will stop enabling configurations including these premium features if the user
does not have a current subscription.

Table 4: Premium feature list

Feature Name First Release

ePSK scale (more than 300 keys) System Release 6.3
Stanley AeroScout Location Engine System Release 6.3
User Groups System Release 6.2
Advanced Filters System Release 6.0
Application Control System Release 6.0

Chapter 1: About This User Guide n



Chapter 2: Quick Start - Device Access

This chapter describes the following topics:

e Powering up the device

« DC power supply

e« Accessing the device
o LED status

Powering up the device

This section includes the following topics:

o POE switches (802.3af/802.3at/802.3bt)
« POE adapter
« DC power supply

Enterprise Wi-Fi AP product family can be powered using an Ethernet PoE Switch or a POE midspan
injector. Note that some APs can be powered by 802.3af, while others may require 802.3at or 802.3bt.
Additionally, some APs can be powered with an external power supply. Refer the product datasheet to
determine the options available.

PoE switches (802.3af/802.3at/802.3bt)

Enterprise Wi-Fi APs negotiate the power via LLDP mechanism. Please refer below sample connection.
AP Eth1 port connecting to Switch PoE PSE Port.

Table 5 provides detailed information on the modules that are enabled based on power negotiated via
LLDP.

Chapter 2: Quick Start - Device Access 12



Table 5: Power management policy

Serial PSE Power LLDP Power Modules
Number detection Available for AP Negotiation
mode
1 802.3af Critical Yes « Wireless modules:
Enabled
e USB port: Disabled
« BT module: Disabled
2 802.3at Limited Yes « Wireless modules:
Enabled
« USB port: Disabled
« BT module: Disabled
3 802.3bt Critical Yes « Wireless modules:
Class- Enabled
0/1/2/3 e« USB port: Disabled
« BT module: Disabled
4 802.3bt Limited Yes « Wireless modules:
Class-4 Enabled
« USB port: Disabled
« BT module: Disabled
5 802.3bt Sufficient No « Wireless modules:
Class-5 Enabled
e USB port: Enabled
« BT module: Enabled
PoE adapter

Follow the below procedure to power up the device using PoE adapter (Chapter 2):

1.

Connect the Ethernet cable from Eth1/PoE-IN of the device to the PoE port of 5 Gigabit Data +

Power.

Connect an Ethernet cable from your LAN or Computer to the 5 Gigabit Data port of the PoE

adapter.

Figure 1: Installation of Enterprise Wi-Fi AP to PoE adapter
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3. Connect the power cord to the adapter, and then plug the power cord into a power outlet as
shown in below figure. Once powered ON, the Power LED should illuminate continuously on the
PoE Adapter.

Figure 2: Installation of adapter to power outlet

~
."

DC power supply

The Enterprise Wi-Fi AP XV3-8 has an option to power via a DC power adapter through the barrel
connector. If both the dc power adapter and PoE are connected, the dc power adapter takes precedence.

Accessing the device

This section includes the following topics:
« Device access using default/fallback IP
e« Device access using zeroconf IP
e Device access using DHCP IP address

Once the device is powered up ensure the device is up and running before you try to access it based on
LED status. Power LED on the Enterprise Wi-Fi AP device should turn Green which indicates that the
device is ready for access.

Chapter 2: Quick Start - Device Access 14



Device access using default/fallback IP

1. Select properties for the Ethernet port:

a. For Windows 7: Control Panel > Network and Internet > Network Connections > Local Area

Connection
b. For Windows 10: Control Panel > Network and Internet > Network and Sharing Center >
Local Area
U Local Area Connection Properties ﬁ

Networking | Authentication | Sharing |

Connect using:
l_:lf' Intel{R) Bthemet Connection 1217-LM

This connection uses the following items:

x4 Cliert for Microsoft Networks

=1 jiniper Network Service

=1 105 Packet Scheduler

.gl File and Printer Sharing for Microsoft Networks

i Intemet Protocol Version & (TCP/IPvE)

i Intemet Protocol Version 4 (TCPAIPv4)

i Link-Layer Topology Discovery Mapper [0 Driver
<& link-Layer Topology Discovery Responder

[ Install. .. ] [ Ininstall ] Properties

Clescription

Allows your computer to access resources on a Microsoft
nistwork.

2. |IP Address Configuration:

The Enterprise Wi-Fi AP obtains its IP address from a DHCP server. A default IP address of
192.168.0.1/24 will be used if an IP address is not obtained from the DHCP server.

Chapter 2: Quick Start - Device Access 15



Internet Protocol Version 4 (TCP/1Pv4) Properties x
Generd

You can get [P settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Use the following IP address:
IP address: | 192.168 . 0 . 100
Subnet mask: [255.255.255. 0 |
Default gateway: [

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: \

Alternate DNS server: [

[Jvalidate settings upon exit ...

o[ e

Open any browser on the PC and browse http://192.168.0.1 with the default credentials as below:

® Username: admin

® Password: admin

Device access using zeroconf IP

To access the device using zeroconf IP, follow the below steps:

For example:

1. Convert the last two bytes of ESN of the device to decimal. If ESN is 58:C1:CC:DD:AA:BB, last two
bytes of this ESN is AA:BB. Decimal equivalent of AA:BB is 170:187.

2. Zeroconf IP of device with ESN 58:C1:CC:DD:AA:BB is 169.254.170.187.

3. Configure Management PC with 169.254.100.100/16 as below:

Chapter 2: Quick Start - Device Access 16
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Internet Protocol Version 4 (TCP/IPv4) Properties bt

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O) Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 169 . 254 . 100 . 100
Subnet mask: [255.255. o] . 0O
Default gateway: I

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: I

Alternate DNS server: I

[[Jvalidate settings upon exit Adyanced...

o[ e

4. Access the device Ul using http://169.254.170.187 with default credentials as below:

¢ Username: admin

e« Password: admin

Device access using DHCP IP address
1. Plugin the device to the network.
2. Get the IP address of the device from the System administrator.

3. Access device Ul using http://<IP address> with default credentials as below:

¢ Username: admin

e« Password: admin

LED status

The Enterprise Wi-Fi AP has single color LED. The power LED will glow Amber as the AP boots up and
turn Green once it has booted up successfully. The network/status LED will glow Green if the connection
to XMS/cnMaestro controller/manager is down and turns Blue once the AP is connected successfully to

XMS/cnMaestro.

Chapter 2: Quick Start - Device Access 17
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Table 6: Enterprise Wi-Fi AP LED status

LED Color

Status Indication

e Deviceis booting up.

Note:

o)
w If these LEDs remain Amber for more than 5 minutes, indicates that

the device failed to boot.

e Device is successfully up and accessible.

o Wi-Fi services are up if configured.

i

« XMS/cnMaestro connection is successful.
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Chapter 3: Onboarding the Device

This chapter describes the following topics:
« Overview

« Device Onboarding and Provisioning

o cnMaestro
o XMS-Cloud
o Swift

Overview

By default, all devices contact https://cloud.cambiumnetworks.com, no user action is required to direct
devices to contact either cnMaestro Cloud or XMS-Cloud. You can onboard and provision devices
without any additional setup.

If you are using cnMaestro On-Premises you must direct devices to correct cnMaestro server using DHCP
options or static URL configuration. For more information go to

https://support.cambiumnetworks.com/files/cnmaestro/ and download cnMaestro On-Premises 2.4.1
User Guide.

Device Onboarding and Provisioning

Enterprise Wi-Fi APs support the following Onboarding Methods:

cnMaestro cloud

cnMaestro is a simple, yet sophisticated cloud-first next-generation network management system for
Cambium Networks wireless and wired and solutions.

For onboarding devices to cnMaestro cloud, refer cnMaestro Onboarding Devices.

XMS-Cloud

Overview

XMS-Cloud makes it easy to manage your networks from a single, powerful dashboard. Zero-touch
provisioning and centralized, multi-tenant network orchestration simplify network management
functions. XMS-Cloud manages Cambium Enterprise Wi-Fi devices.

Device Onboarding

For onboarding devices to XMS-Cloud, refer https://www.youtube.com/watch?v=gD-nPsdRc4Y

Swift

The Swift app gives you cloud-based management of your Enterprise networks right from your phone. It
is targeted towards smaller enterprises and does not require extensive networking expertise to deploy
and use. You can configure your networks in a few taps and get the most relevant statistics at your
fingertips.
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The Cambium Networks Swift App is available for Android
(https://play.google.com/store/apps/details?id=com.cambiumnetworks.swift) and iOS
(https://apps.apple.com/in/app/cambium-networks-swift/id1503771752).

T
S

# Download on the

@& App Store

GET ITON
» Google Play
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Chapter 4: Ul Navigation

You can manage Enterprise Wi-Fi AP device using the on-device User Interface (Ul) which is accessible
from any network devices such as computer, mobile, tabs, etc. Enterprise Wi-Fi AP device accessibility is

explained in Chapter 3.
This chapter describes the following topics:

e Login screen
¢ Home page (dashboard)

Login screen

User can select the Management options as XMS-Cloud or cnMaestro to manage the device as shown in

the below Figure 1.

Figure 3: Management option page

Choose your Management option

cnMaestro

cnMaestro is a Freemium, Cloud

or On-premises, powerful

management sysiem for

Enterprise, MSP & WISP.
Leamn More

Manage with XMS-Cloud [

Skip to Device Login >

If the user needs to login to the device login page, click Skip to Device Login and a Sign In tab appears as

show in the below figure.

Chapter 4: Ul Navigation
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Figure 4: Device Ul login page

| & . |
Choose your Management option
cnMaestro
Sign In
cnMaestro is a Freemium, Cloud
or On-premises, powerful
management sysiem for
Enterprise, MSP & WISP.
Learn More
Manage with XMS-Cloud ('
User Name
Password
< Hide Device Login

To login to the device Ul, enter the following credentials:
e User Name: admin

e« Password: admin

Home page (dashboard)

On logging into the Enterprise Wi-Fi AP login page, the Ul Home page is displayed. Figure 5 represents
the parameters that are displayed in Enterprise Wi-Fi AP Home page.
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Figure 5: Enterprise Wi-Fi AP Ul Home page
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Table 7: Enterprise Wi-Fi AP web interface elements

Number Element Description

1 Menu This section contains multiple tabs that helps the user to configure, monitor
and troubleshoot Enterprise Wi-Fi AP device. Menu consists of the following:
e Dashboard
e Monitor
e Configure
e Operations
e« Troubleshoot

2 Reboot
Global button to reboot the Enterprise Wi-Fi AP device ( ).

3 Logout .
Global button to logout user from the Enterprise Wi-Fi AP device ( ).

4 Content Information in the area of web interface varies based on the tab selected in
Menu section. Usually, this area contains details of configuration or statistics
or provision to configure Enterprise Wi-Fi AP device.

5 Ul path Provides Ul navigation path information to the user.

6 Ul refresh | Provision to reload updated statistics at regular intervals.

interval
7 Model Provides information related to the Enterprise Wi-Fi AP model number and
number configured hostname.
Monitor

The Monitor section provides information such as current configuration, traffic statistics across all
interfaces configured the device and the details about that device. Based on the information provided in
this section, it is categorized and displayed under following categories:

« System: Provides information related to Enterprise Wi-Fi AP device such as Software Image, host
name, Country code etc.

« Radio: Provides information such as RF Statistics, Neighbour list and current radio configuration of
device.

¢ WLAN: Provides information on WLANS.

« Network: Provides information related to interfaces such as, default route, interface statistics, etc.

« Services: Provides information related to entities that support Bonjour.

Configure

This section allows user to configure Enterprise Wi-Fi AP device based on deployment requirement. This
tab has multiple sections as follows:

Chapter 4: Ul Navigation
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« System: Provision to configure System Ul parameter.
« Radio: Provision to configure Radio settings (2.4 GHz/5 GHZz).

« WLAN: Provision to configure WLAN parameters as per the end user requirement and type of
wireless station.

« Network: Provides information related to VLAN, Routes, Ethernet ports etc.

o Services: Provides information related to Network and Bonjour Gateway.

Operations
This section allows user to perform maintenance of device such as:
« Firmware update: Provision to upgrade Enterprise Wi-Fi AP devices.
o System: Provides different methods of debugging field issues and recovering device.

« Configuration: Provision to modify configuration of device.

Troubleshoot

The section provides users to debug and troubleshoot remotely. This tab has multiple sections and are as
follows:

« Wi-Fi Analyzer: When this is initialized, device provides information related to air quality.
o Connectivity: Provides different modes network reachability of Enterprise Wi-Fi AP device.
o Packet Capture: Provides feasibility for the user to capture packets on operational interfaces.

« Logs: Feasibility to check logs of different modules of Enterprise Wi-Fi AP devices helps support
and the customer to debug an issue.
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Chapter 5: Configuration - System

This chapter describes the following topics:

¢ System

¢ Management
¢ Time settings
« Event Logging

System

Table 8 lists configurable parameters that are available under Configuration > System Ul tab:

Table 8: Configuration: System parameters

Parameter Description Range Default
Name Hostname of the device. Configurable maximum length of - Enterprise
hostname is 64 characters. Wi-Fi AP
Model
Number-
Last 3
Bytes of
ESN
Location The location where the device is placed. The maximum length of | - -
location is 64 characters.
Contact Contact information for the device. - -
Country- To be set by the administrator to the country-of-operation of - -
Code the device. The allowed operating channels and the transmit
power levels on those channels depends on the country of
operation. Radios remain disabled unless this is set. The list of
countries supported depends on the SKU of the device (FCC,
ROW etc.).
Placement Enterprise Wi-Fi AP device supports both Indoor and Outdoor - Indoor
deployments. Based on deployment user can configure it as
follows:
¢ Indoor: When selected, only Indoor channels for country
code configured will be available and operational.
e Outdoor: When selected, only outdoor channels for country
code configured will be available and operational.
Dual 5 GHz Provision to enable Dual 5 GHz radio. This provides the flexibility | - Disabled
radio of splitting 8x8 5 GHz radio into two 4x4 5 GHz radios.
LED Select the LED checkbox for the device LEDs to be ON during - Enabled
operation.
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Parameter Description Range | Default

LLDP Provision to advertise device capabilities and information in the | - Enabled
L2 network.

Default Provision to configure current power policy. - Sufficient

Power Policy

Power Force | Provision to configure power force type. - None

Type

To configure the above parameters, navigate to the Configuration > System tab and provide the details
as given below:

AwN o

© o0 N O u

10.
1.

Enter the hostname of the device in the Name textbox.
Enter the location where this device is placed in the Location textbox.
Enter the contact details of the device is placed in the Contact textbox.

Select the appropriate country code for the regulatory configuration from the Country-Code drop-
down list.

Select Placement checkbox parameter Indoor or Outdoor to configure the AP placement details.
Enable Dual 5 GHz radio checkbox.

Enable LED checkbox.

Enable LLDP checkbox.

Select Default Power Policy from the drop-down list.

Select Power Force Type from the drop-down list.

Click Save.

Figure 6: Configuration: System page

System

Name ¥V3-8-ECTT08 Hostname of the device (max 64 characters)
Location
Contact Contact information for the device (max 64 characters)
Country-Code India v For appropriate regulatory configuration
Placement  ®indoor O OQutdoor Configure the AP placement details
Dual 5GHz radio [ Splits 8x8 5 GHz radio to two 4x4 5 GHz radios
LED Whether the device LEDs should be ON during operation

LLDP Whether the AP should transmit LL DP packets

Default Power Policy Sufficient v Configure default pawer poficy

Power Force Type None v Configure pawer force tyr
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PoE out

Provision to power on standard 802.3af/at devices or Cambium devices. By default, this feature is
disabled.

CLI configuration

To Enable:

To Disable:

PoE out is supported in the following platform:

o XV2-2T

Link Layer Discovery Protocol (LLDP)

LLDP is a Layer 2 network protocol used to share information (such as the device manufacturer and
model, network capabilities, and IP address) with other directly connected network devices. APs can
both advertise their presence by sending LLDP announcements and gather and display information sent
by neighbors.

When LLDP settings are applied, power negotiation is also enabled by default. LLDP negotiates with
Power over Ethernet (PoE) powered devices to allocate power.

This window allows you to establish your LLDP settings. When finished, use the Save button if you wish
to make your changes permanent.

CLI configuration

To Enable:
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Request power

To enable/disable power negotiation via LLDP.

Transmit hold

It is used to compute the time to live (TTL) value. This is the time for which the receiving device maintains
information before expiring it.

Transmit interval

It is the time interval between two regular LLDP packets transmissions. The AP sends out LLDP
announcements advertising its presence at this interval. The default value is 120 seconds.
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Power negotiation

LLDP discovers a device port that supplies power to this AP (on a powered switch, for example), the AP
checks that the port is able to supply the peak power that is required by this AP model. AP sends the
required peak power (in watts) via LLDP packet to the PoE source, and it expects the PoE source to reply
with the amount of power allocated. If the AP does not receive a response confirming that the power
allocated by the PoE source is equal to or greater than the power requested, then the AP issues a Syslog
message and keeps the radios down for five minutes and restarts it after that.

This provides a more graceful way of handling an underpowered situation on a Wi-Fi device. When the
radios are turned off, XMS can notify you so that you don’t have to hunt down an intermittent problem.

Management

Table 9 lists configurable fields that are displayed in the Configuration > System > Management tab:

Table 9: Configuration: System > Management parameters

Parameter Description Range | Default
Admin Password for authentication of Ul and CLI sessions. - admin
Password

Telnet Enables Telnet access to the device CLI. - Disabled
SSH Enables SSH access to the device CLI. - Enabled
SSH Key Provision to login to device using SSH Keys. User needs to add | - Disabled

Public Key in this section. If configured, user has to login to AP
using Private Keys. This is applicable for both CLI and GUI.

HTTP Enables HTTP access to the device UL. - Enabled
HTTP Port Provision to configure HTTP port number to access device Ul. | 1-65535 | 80
HTTPS Enables HTTPS access to the device Ul. - Enabled
HTTPS Port Provision to configure HTTPS port number to access device | 1-65535 | 443

ul.
RADIUS Mgmt User has provision to control login to AP using RADIUS - Disabled

Chapter 5: Configuration - System 30




Parameter

Description

Range

Default

Auth

authentication. If enabled, every credential that are provided
by user undergo RADIUS authentication. If success, allowed to
login to Ul of AP. This is applicable for both CLI and GUI.

RADIUS Server

Provision to configure RADIUS IPv4 server for Management
Authentication.

RADIUS Secret

Provision to configure RADIUS shared secret for Management
authentication.

cnMaestro

Cambium Enables support for Cambium Remote Management of this - Enabled

Remote Mgmt. device.

Validate Server | This allows HTTPs connection between cnMaestro and - Enabled

Certificate Enterprise Wi-Fi AP device.

cnMaestro URL | Static provision to onboard devices either using IPv4 URL. - -

Cambium ID Cambium ID used for provisioning cnMaestro (Cambium - -
Remote Management) of this device.

Onboarding Key | Password used for onboarding the device to cnMaestro. - -

SNMP

Enable Provision to enable SNMPv2 or SNMPv3 support on device - -

SNMPv2c RO SNMP v2c read-only community string. - public

community

SNMPv2c RW SNMP v2c read-write community string. - private

community

Trap Receiver IP | Provision to configure SNMP trap receiver IPv4 server. - -

SNMPv3 Enter username for SNMPv3. - -

Username

SNMPvV3 Enter password for SNMPv3. - -

Password

Authentication choose Authentication type as MD5 or SHA. - MD5

Access Choose Access type as RO or RW. - RO

Encryption Choose ON or OFF. - ON

To configure the above parameters, navigate to the Configuration > System tab and provide the details

as given below:

1. Enter the admin password of the device in the Admin Password textbox.

2. Enable the Telnet checkbox to enable telnet access to the device CLI.

3. Enable the SSH checkbox to enable SSH access to the device CLI.
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a. If certificate-based login is required, enter SSH Key in the textbox else select

4. Enable the HTTP checkbox to enable HTTP access to the device Ul.

5. If custom port other than default is required, enter HTTP port number value for HTTP access in the
textbox.

6. Enable the HTTPS checkbox to enable HTTPS access to the device Ul.

7. If custom port other than default is required, enter HTTP port number value for HTTP access in the
textbox.

8. If RADIUS based login is required, enable RADIUS Mgmt Auth checkbox and enter the details of
RADIUS server as follows:

a. Enter RADIUS Server parameter in the textbox.
b. Enter RADIUS Secret parameter in the textbox.

To configure cnMaestro:

1. Enable Remote Management checkbox to support for Cambium Remote Management of this
device.

2. Enable Validate Server Certificate checkbox to support HTTPS connection between cnMaestro
and Enterprise Wi-Fi AP.

3. Enter the URL for cnMaestro in the cnMaestro URL textbox.
4. Enter the Cambium ID of the user in the Cambium ID textbox.
5. Enter the onboarding Key in the Onboarding Key textbox.

To configure SNMP:

1. Select Enable checkbox to enable SNMP functionality.
2. Enter the SNMP v2c read-only community string in the SNMPv2¢c RO community textbox.
3. Enter the SNMP v2c read-write community string in the SNMPv2¢c RW community textbox.

4. Enter the Trap Receiver IPv4 (Currently Cambium support SNMP only vl and v2c¢ Traps) in the
textbox.

5. Enter the SNMP V3 username in the SNMPv3 Username textbox.
6. Enter the SNMP V3 password in the SNMPv3 Password textbox.
7. Select MD5 or SHA from the Authentication drop-down list.

8. Select RO or RW from the Access drop-down list.

9. Select ON or OFF from the Encryption drop-down list.

10. Click Save.
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Figure 7: Configuration: Management page

Management
Admin Password  -ecee Gonfigure password for authentication of GUI and Gl | sessions
Telnet O Enable Telnet a fo the dewvice CLI
ssH Enable SSH access to the device CLI
SSH Key Use SSH keys insteud of password for autherlicatiorn
HTTP Enable HTTP access lo the device GUI
HTTP Port 80 Port No for HTTP acces
HTTPS Lnsble 111 115 access to the device GLIl
HTTPS Port 443 Port No for HTTIPS access to the deviee GUI(1-65535)
RADIUS Mgmt Auth O Lnable IRALIUS authentication of GLIVGLI sessions
RADIUS Server RADIUS server 1P/
RADIUS Secret RADIUS server sk
cnMaestro
Remote Management
Validate Server Certificate

cnMaestro URL
Cambium ID

Onboarding Key

SNMP

Enable Enabic/isabie SNC

SNMPv2c RO community

SNMP v2e read only ity string (max 64 ch, s,
SNMPv2e RW community
SN \Ze read-wite commurnity strng (max G4 characters)
Trap Receiver IP
SNMP trap scrver ip address
SNMPv3 Username
SNMPV3 user name (max 32 characters)
SNMPv3 Password
SNIPVE prassword (8 fo 37 eharchers)
Authentication MDD ~

Access Read-Only ~

Encryption

HTTPs Proxy server configuration

The proxy management service is established in the AP to proxy management traffic for remote
management services originating from the AP.

For zero touch configuration, please refer DHCP Option 43 - Zero touch onboarding.

CLI configuration:

Time settings

User can configure up to two NTP servers. These are used by the AP to set its internal clock to respective
time zones configured on the device. While powering ON the AP, the clock will reset to default and
resyncs the time as the Enterprise Wi-Fi AP does not have battery backup. The servers can be specified

Chapter 5: Configuration - System 33



as an IPv4 addresses or as a hostname (Eg: pool.ntp.org). If NTP is not configured on device, device
synchronizes time with cnMaestro if onboarded.

Table 10 lists the fields that are displayed in the Configuration > System > Time Settings section.

Table 10: Configuration: System > Time Settings parameters

Parameter | Description Range | Default

NTP Server | Name or IPv4 address of a Network Time Protocol server 1. - -
1

NTP Server | Name or IPv4 address of a Network Time Protocol server 2. - -
2

Time zone @ Note - -

m Accurate time on the AP is critical for features such as
WLAN Scheduled Access, Syslogs etc.

Time zone can be set according to the location where the AP is
installed. By selecting the appropriate time zone from the drop-
down list, ensures that the device clock is synced with the wall clock
time.

To configure the above parameters, navigate to the Configuration > System tab and provide the details
as given below:

1. Enter the name or IPv4 address of the NTP server 1in the textbox.
2. Enter the name or IPv4 address of the NTP server 2 in the textbox.
3. Select the time zone settings for the AP from the Time Zone drop-down list.

4. Click Save.

Figure 8: Configuration: Time settings page

Time Settings
NTP Server 1 Name or IP address of a Nefwork Time Protocol server
NTP Server 2
Time Zone v Configure Timezone

Current System Time Tue 01 Sep 2015
00:01:05 UTC
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Event Logging

Enterprise Wi-Fi AP devices supports multiple troubleshooting methods. Event Logging or Syslog is one
of the standard troubleshooting processes. If you have Syslog server in your network, you can enable it
on Enterprise Wi-Fi AP device.

Table 11 lists the fields that are displayed in the Configuration > System > Event Logging section.

Table 11: Configuration: System > Event Logging parameters

Parameter Description Range Default
Syslog Hostname or IPv4 address of the Syslog server and respective port - 514
Server 1 number.

Syslog Hostname or IPv4 address of the Syslog server and respective port - 514
Server 2 number.

Syslog Provision to configure severity of Logs that must be forwarded to - Debug
Severity the server. The Log levels supported are as per RFC.

To configure the above parameters, navigate to the Configuration > System tab and provide the details
as given below:

1. Enter the FQDN or IPv4 address of the Syslog Server 1 along with customized port number in the
textbox. If the port number is not entered, AP will take default value as 514.

2. Enter the FQDN or IPv4 address of the Syslog Server 2 along with customized port number in the
textbox. If the port number is not entered, AP will take default value as 514.

3. Select the Syslog Severity from the drop-down list.

4. Click Save.
Figure 9: Configuration: Event Logging page

Event Logging

Syslog Server 1 10.110.211.97 Port 514 Name or IPv4/IPv6 address of syslog server
Syslog Server 2 10.110.219.10 Port 1234
Syslog Severity Debug (level i Specify severity of events forwarded to Syslog servers

Cancel

Maximum of two Syslog servers can be configured on Enterprise Wi-Fi AP device. Events are sent to both
configured Syslog servers if they are up and running.
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Chapter 6: Configuration - Radio

This chapter describes the following topics:

« Overview

« Configuring Radio parameters

« BSS coloring

e Target Wake Time (TWT)

« Receive sensitivity configuration

« Multicast-snooping and Multicast-to-Unicast conversion

Overview

Enterprise Wi-Fi AP devices support numerous configurable radio parameters to enhance the quality of
service as per the deployment.

Configuring Radio parameters

The XV3-8 Tri-Band Indoor Wi-Fi 6 AP can operate in either Dual Band Simultaneous (DBS) or Single
Band Simultaneous (SBS). This feature provides the flexibility of splitting 5 GHz radio into two
independently configurable and operational radios. In DBS mode, 5GHz radio operates as single radio
with 8 x 8 configuration. In SBS mode, 5 GHz Radio operates as split radio with each 4 x 4 configuration.
Configurable parameters under Radio profile are listed below:

* Basic
¢ Enhanced Roaming

Basic
Below table lists configurable fields that are displayed in the Configuration > Radio > Basic tab:

Table 12: Configure Radio parameters

Parameter Description Range Default
Radio

Enable Enables operation of radio. - Enabled
Band If any radio supports multiple bands then user can select - -

one of the band.

Channel User can select the channel from the drop-down list. 24 GHz:1-14 Auto
Channels in drop-down list is populated based on Country
selected in Configuration > System UlI. 5GHz:36-173
Channel User can select operating width of the channel. - 20 MHz
Width . for2.4
e For 2.4 GHz: GHz and
Only 20MHz channel width is supported. 5 GHz

e For5GHz:

Chapter 6: Configuration - Radio 36



#Enhanced

Parameter

Description

Range

Default

20 MHz, 40 MHz, 80OMHz and 160 MHz channel
width is supported.

Transmit
Power

User can configure transmit power of each radio based on
coverage and SLA. Unit of transmit power is in dBm and
its range is from 4 to 30. Maximum transmit power of
Enterprise Wi-Fi AP devices varies based on model
number. More details of transmit power supported by
each Enterprise Wi-Fi AP device is available at
https://www.cambiumnetworks.com/products/wifi/.
Transmit power drop-down box varies as per the country
selected in Configuration > System Ul. Default value is
AUTO, which means radio transmit power is configured to
maximum as per the county configured selected in
Configuration > System UI.

2.4 GHz: 4 - 30
5GHz: 4 - 30

Auto

Beacon
Interval

User can configure time durations between two
consecutive Beacon’s. It is termed as Beacon interval.

50ms - 3400ms.

100

Minimum
Unicast rate

Provision to adjust the coverage area of Enterprise Wi-Fi
AP device. Higher the rate selected, lesser the range. User
can configure this value based on SLA in deployment.
Drop-down list contains all values that are advertised by
Enterprise Wi-Fi AP device which includes legacy, HT and
VHT rates.

Standard 802.11b
and 802.11g data
rates

TMbps

Candidate
Channels

Enterprise Wi-Fi AP provides user to configure selective
channels based on their requirement. Options vary based
on band of operation and is as follows:

e For 2.4 GHz:
o All
e Specific
e For5GHz:
o All
e Specific
e Prefer Non-DFS

e Prefer DFS

2.4 GHz:1-14
5GHz: 36 -173

All

Mode

All Enterprise Wi-Fi AP devices are either 802.11ax,
802.1Mac Wave 1or 802.11ac Wave 2 supported. There are
few legacy clients which might not work as expected,
hence this parameter can be tuned to backward
compatibility based on wireless clients.

a) 2.4 GHz:
b/g/n/ax.

b) 5 GHz:
a/n/ac/ ax.

All mode

Short Guard

Standard 802.11 parameter to increase the throughput of

Enabled
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https://www.cambiumnetworks.com/products/wifi/

Parameter Description Range Default

Interval Enterprise Wi-Fi AP device.

Off Channel Scan (OCS)**

Enable Provision to enable OCS on device to capture neighbour - -
clients and APs.

Dwell-time [ Configure the time period to spend scanning of Wi-Fi 50-300 50ms
devices on a channel.

Auto-RF

Dynamic Provision to enable dynamic power management. - -

Power

Mode Select the required dynamic power modes. Two modes - By-
are supported: channel

1. By-channel
2. By-band

Minimum The minimum transmit power that the AP can assign to a 5-15 dBm 8 dBm

Transmit radio when adjusting automatic cell sizes

Power

Minimum The minimum number of neighbors to consider for power | 1-10 2

Neighbour reduction by autocell logic.

Threshold

Cellsize Cell overlap that will be allowed when the AP is 0-100% 50%

Overlap determining automatic cell sizes.

Threshold

To configure the above parameters, navigate to the Configure > Radio tab and select Radio 1(2.4GHz) or
Radio 2 (5GHZz) tab and provide the details as given below:

1. Select the Enable checkbox to enable the operations of this radio.

2. Select the primary operating channel from the Channel drop-down list.

8.

9.

Select the operating width (20 MHz, 40 MHz, 80 MHz or 160 MHZz) of the channel from the Channel
Width drop-down list for 5 GHz only. Enterprise Wi-Fi AP do not support 40 MHz, 80 MHz, and 160
MHz in 2.4 GHz.

Select radio transmit power from the Transmit Power drop-down list.

Enter the beacon interval in the Beacon Interval textbox.

Select the preferred Candidate Channels from the drop-down list.

Select Mode details from the drop-down list.

Enable Short Guard Interval checkbox.

Click Save.

To configure Off Channel Scan:
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1. Select Enable checkbox to enable the operations of this radio.
2. Enter Dwell-Time in milliseconds in the textbox.

3. Click Save.

To configure Auto-RF:

a AN -

Click Save.

Figure 10: Configure: Radio parameters

Select Dynamic Power checkbox to enable the operations of this radio.
Select the required dynamic power Mode as By-channel or By-hand.
Enter the Minimum Transmit Power in the textbox.

Enter Minimum Neighbour Threshold parameter in the textbox.

Enhanced Roaming

Radio

Enable

Band

Channel

Channel Width
Transmit Power
Beacon Interval
Minimum Unicast rate
Multicast data rate
Airtime Fairness
Candidate Channels
Mode

Short Guard Interval

Off Channel Scan

Enable

Dwell-time

Auto RF

Dynamic Power
Mode

Minimum Transmit Power

Minimum Neighbour Threshold

Cellsize Overlap Threshold

Enable operation of this radio
2.4GHz
Automatic
20MHz
Auto
100
default
default
[0 Enable Airtime Faimess
All
default

Enable short guard interval

O Enable 0CS

50

O Enable dynamic power management
® By-channel

8

50%

5 Configure the supported bands
v Primary operating channel
v Operal idth of the channel

v Radio fransmit power in dBm (4 to 30; Subject to regulatory limit)

Beacon interval in mSec (100 to 3500 in increments of 100)

- Configure the minimum unicast management rate (Mbps)
v Data-rate to use for transmission of multicast/broadcast packets
v Allow 802.11 b/g/n clients to connect

Configure Off-Channel-Scan dwelitime in milliseconds (50-300)

O By-band Set dynamic power mode by-channel/by-band

1 transmit power that the AP can assign to a radio when adjusting automatic cell sizes.
(5-15) dBm

The Mi m number of neighbors to consider for power reduction by autacell logic. (1-10)

Cell overlap that will be allowed when the AP is determining automatic cell sizes (0-100) %

Cancel
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Off Channel Scan (OCS)**

In the CLI, to configure Off Channel Scan:

Below table lists the fields that are required for configuring Off Channel Scan:

Table 13: Configuring Off Channel Scan

e active

AP radio transmits a probe request and listens for a
probe response from an AP.

e passive

AP radio listens on each channel for beacons sent periodically
by an neighbor APs.

Users are advised to use passive as scan type.

Parameter | Description Range | Default

dwell time Provison to configure Off Channel Scan dwell time. Needs to change | 50-300 | 50ms
100 or more than 100+ ms for supporting passive scan method.

interval AP Off Channel Scan interval time. - 6 sec

type Provision to configure Off Channel Scan types. - active

Enhanced Roaming

Below table lists configurable fields that are displayed in the Configuration > Radio > Enhanced Roaming

tab:

Table 14: Configure: Radio Enhanced Roaming parameters

Parameter | Description Range | Default
Enhanced Roaming
Enable Provision to enable enhanced roaming on device. - Disabled
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Parameter | Description Range | Default

Roam SNR | Enterprise Wi-Fi AP device triggers de-authentication of wireless 1-100 15dB
threshold station, when the wireless station is seen at configured SNR or
below.

To configure the above parameters, navigate to the Configuration > Radio > Enhanced Roaming tab and
provide the detailsas given below:

1. Select the Enable checkbox to enable the operations of this radio.
2. Enter Roam SNR threshold parameter in the textbox.
3. Click Save.

Figure 11: Configure: Radio > Enhanced Roaming parameters

Enable L} Enable active disconnection of clients with weak signal

Roam SNR threshold 1 SNR below which clients will be forced to roam (1-100 dB)

o

Cancel

BSS coloring

Multiple APs operate on a shared channel by mitigating co-channel interference. This is made possible by
a spatial reuse technique known as BSS Coloring, which enables devices in one BSS to ignore frames
from other BSSs on the same channel, which are typically some distance away.

Target Wake Time (TWT)

The target wake time (TWT) feature included in the IEEE 802.11ax amendment provides a mechanism to
schedule transmissions in a specific time or set of times for individual STAs to wake to exchange frames
with AP. Using TWT, each STA negotiates awake periods with the AP to transmit and receive data
packets and can go to doze mode to minimize energy consumption and reduce contention within the
basic service set (BSS).

@ Note
m By default, BSS coloring and TWT is enabled.

Receive sensitivity configuration

This feature enables users to configure the receiver sensitivity per radio. The configuration hooks are
exposed from both CLI and XMS-Cloud. The cnMaestro does not expose any hooks for configuring
receiver configuration. The receiver configuration is the signal power required at the receiver to achieve
the targeted or configured bit rate. Every RF receiver comes up with some default receiver sensitivity
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which may or may not be sufficient for achieving required RF performance in terms of meeting bit rate,
hence reconfiguration of receiver sensitivity is suggested.

Multicast-snooping and Multicast-to-Unicast conversion

Multicast-to-Unicast conversion heavily depends on multicast (IGMP) snooping. With IGMP snooping
enabled, the device monitors IGMP traffic on the network and forwards multicast traffic to only the
downstream interfaces that are connected to interested receivers. The device conserves bandwidth by
sending multicast traffic only to clients connected to devices that receive the traffic (instead of flooding
the traffic to all the downstream clients in a VLAN).

The functionality to preserve both multicast and unicast MAC addresses during multicast enhancement
implementation for packets in APs is introduced. The AP supports Directed Multicast Services (DMS) and
Multicast Enhancement (ME). ME is a feature provided in APs that allows multicast frames to be sent as
unicast frames to each individual member of the mentioned multicast group to improve the QoS of the
transmission between the STA and the AP. The multicast frame is received at the host WLAN driver as an
802.3 (Ethernet) frame. This frame header contains the destination and source address, which are the
multicast group address and client address, respectively. lteratively, the Ethernet header is replaced with
the unicast addresses of the clients present in the multicast group and sent out to the “air”. During this
process, the multicast group address is completely lost from the frame.

CLI configuration:

Chapter 6: Configuration - Radio 42



Chapter 6: Configuration - Radio

43



Chapter 7: Configuration - Wireless

LAN

This chapter describes the following topics:

¢ QOverview

« Configuring WLAN parameters

e« Link Aggregation Control Protocol (LACP)

« Radius attributes

¢ enhanced PSK (ePSK)

¢ RADIUS based ePSK

Overview

Enterprise Wi-Fi AP devices support up-to 16 unigue WLANSs. Each of these WLANSs can be configured as
per the customer requirement and type of wireless station.

Configuring WLAN parameters

Configurable parameters under WLAN profile are listed below:

« Basic

e Radius Server

¢ Guest Acess
o |Internal Access Point

o External Hotspot

o

o]

cnMaestro
XMS/EasyPass

¢ Usage Limits

« Scheduled Access

¢ Access

¢ Passpoint

Basic

Table 1lists configurable fields that are displayed in the Configuration > WLAN > Basic tab:

Table 15: Configure: WLAN > Basic parameters

Parameters | Description Range Default

WLAN > Basic

Enable Option to enable a WLAN profile. Once enabled, a Beacon is - -
broadcasted with SSID and respective configured parameters
in a WLAN profile.

Mesh This parameter is required when a WDS connection is - OFF
established with Enterprise Wi-Fi devices. Four options are (Access
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#Radius2
#Guest
#Externa
#XMS/Easy
#Usage

Parameters

Description

available under this parameter:

1.

Base

A WLAN profile configured with mesh-base will
operate like a normal AP. Its radio will beacon on
startup so its SSID can be seen by radios
configured as mesh-clients.

Client

A WLAN profile configured with mesh-client will
scan all available channels on startup, looking for
a mesh-based AP to connect.

Recovery

A WLAN profile configured as mesh-recovery will
broadcast pre-configured SSID upon detection of
mesh link failure after a successful connection.
This needs to be exclusively configured on mesh-
base device. Meshclient will auto scan for mesh-
recovery SSID upon failure of mesh link.

Off

Mesh support disable on WLAN profile.

Range

Default

Profile
Mode)

SSID

SSID is the unique network name that wireless stations scans
and associates.

VLAN

VLAN is configured to segregate wireless station traffic from
AP traffic in the network. Wireless stations obtain IP address
from the subnet configured in VLAN field of WLAN profile.

1-4094

Security

This parameter determines key values that is encrypted based
on selected algorithm. Following security methods are
supported by Enterprise Wi-Fi AP devices:

1.

Open

This method is preferred when Layer 2 authentication is
built in the network. With this configured on Enterprise
Wi-Fi AP device, any wireless station will be able to
connect.

Osen

This method is extensively used when Passpoint 2.0 is
enabled on Enterprise Wi-Fi AP devices. If Passpoint 2.0
is disabled, this security plays no role in wireless station
association.

WPA2-Pre-Shared Keys

This mode is supported with AES and TKIP encryption.
WPA-TKIP can be enabled from the CLI with the “allow-
tkip” CLI option.

Open
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Parameters

Description
4, WPA2 Enterprise

This security type uses 802.1x authentication to
associate wireless stations. This is a centralized system
of authentication method.

5. WPA2/WPA3 Pre-shared Keys

WPA2/WPA3 is a method of securing the network using
WPA2/WPA3 with the use of the optional Pre-shared
Key (PSK) authentication, that is designed for home
users without an enterprise authentication server. To
encrypt a network with WPA2/WPA3-PSK, the user to
provide the router not with an encryption key, but rather
with a plain-English passphrase between 8 and 63
characters long. (E.g: Welcome@123).

6. WPA3 Pre-shared Keys

WPAZ3 security protocol provides a much more secure
and reliable method replacing WPA2 and the older
security protocols. WPAZ3 has further security
improvements that make it harder to break into
networks by guessing passwords.

7. WPAZ3 Enterprise

WPAZ3 also introduces Enterprise AES CCMP encryption.
This level of security provides consistent cryptography
and eliminates mixing and matching of security
protocols that are defined in 802.11 standard.

8. WPA3 Enterprise CNSA

WPA3 also introduces a 192-bit cryptographic security
suite. This level of security provides consistent
cryptography and eliminates mixing and matching of
security protocols that are defined in 802.11 standard.
This security suite is aligned with the recommendations
from the Commercial National Security Algorithm
(CNSA) Suite, and commonly used in high-security Wi-
Fi networks in government, defence, Finance and
industrial verticals.

Range

Default

Passphrase

String that is a key value to generate keys based on security
method configured.

12345678

Radios

Each SSID can be configured to be transmitted as per the
deployment requirement. For a regular access profile, options
available to configure transmit mode of SSID:

e 24 GHz
« 5GHz

e 6GHz

all

VLAN
Pooling

This parameter is required when user requires to distribute
clients across multiple subnets. Different modes of VLAN

Disabled
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Parameters

Description

pooling is supported by Enterprise Wi-Fi AP devices, based on
infrastructure available at deployment site. Modes supported
are as follows:

1. Disabled
This feature is disabled for this WLAN.
2. Radius Based

User is expected to configure WPA2 Enterprise
for this mode to support. During association
phase, AP obtains pool name form RADIUS
transaction and based on present distribution of
wireless station across VLANSs, AP selects
appropriate VLAN and wireless station requests
an IP address from the VLAN selected by
Enterprise Wi-Fi AP device.

3. Static

For this mode to support, user requires to
configure VLAN Pool details available under
Configure > Network > VLAN pool. During
association phase, AP obtains pool and based on
present distribution of wireless station across
VLANSs, AP selects appropriate VLAN and
wireless station requests an IPv4 address from
the VLAN selected by Enterprise Wi-Fi AP device.

Range

Default

Max Clients

This specifies the maximum number of wireless stations that
can be associated to a WLAN profile. This varies based on
Enterprise Wi-Fi AP device model number. Refer Table 16 for
more details.

1-512
(Refer
Table 16)

256

Client
Isolation

This feature needs to be enabled when there is a need for
restriction of wireless station to station communication across
the network or on an AP. Four options are available to
configure based on requirement:

1. Disable

This option when selected disables client isolation
feature. i.e. any wireless stations can
communicate to

other wireless stations.
2. Local

This options when selected enables client
isolation feature. This option prevents wireless
station communications connected to same AP.

3. Network Wide
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associated to Enterprise Wi-Fi AP device. Once the timer
reaches the configured Inactivity timeout value, APs sends a
de-authentication to that wireless station. By default, it is
enabled.

Parameters | Description Range Default
This options when selected enables client
isolation feature. It prevents wireless stations
communications connected to different AP
deployed in same L2 network.
Note:
« Network wide mode is not supported
when Redundancy Gateway protocol is
used on deployment.
« |In Redundancy Gateway case, Network
wide static can be used providing list of
Gateway MAC addresses.
4. Network Wide Static
This option when configured enables client
isolation feature across network. Wireless
stations can communicate only to statically
added MAC list. Communication to rest other
MAC addresses are blocked.
Note: When Network Wide and Network Wide
Static selected, user has the provision to add the
whitelist MAC addresses to allow the
communication. A maximum 64 MAC addresses
can be added.
cnMaestro Provision to enable centralized management of roaming for - -
Managed wireless clients through cnMaestro.
Roaming
Hide SSID This is the basic security mode of a Wi-Fi device. This - Disabled
parameter when enabled, will not broadcast SSID.
Session This field is specific to non-guest wireless stations. When a 60- 28800
Timeout wireless station connects, a session timer is triggered. Once 604800
session time expires, wireless station must undergo either re-
authentication or re-association based on state of wireless
station. By default, it is enabled.
Inactivity Inactivity timer triggers whenever there is no communication 60- 1800
Timeout between Enterprise Wi-Fi AP device and wireless station 28800

To configure the above parameters, navigate to the Configure > WLAN > Basic tab and provide the
details as given below:

1. Select the Enable checkbox to enable a particular WLAN.

2. Enter the SSID name for this WLAN in the SSID textbox.
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3. Enter the default VLAN assigned to the clients on this WLAN in the VLAN textbox.
4. Select Security type from the drop-down list.
5. Enter WPA2 Pre-shared security passphrase or key in the Passphrase textbox.

6. Select the radio type (2.4 GHz, 5 GHz) on which the WLAN should be supported from the Radios
drop-down list.

7. Select the required VLAN Pooling parameters from the drop-down list.
8. Select Max Clients parameter value from the drop-down list.

9. Select the required Client Isolation parameter from the drop-down list.
10. Enable cnMaestro Managed Roaming checkbox.

11. Enable Hide SSID checkbox.

12. Enter the session timeout value in the Session Timeout textbox.
13. Enter the inactivity timeout value in the Inactivity timeout textbox.
14. Click Save.

Table 16: WLAN (Max clients) parameters

Number of clients 2.4 GHz 5 GHz 6 GHz Concurrent
XV3-8 512 512 NA 1024
XV2-2 512 512 NA 1024
XV2-2T 512 512 NA 1024
XE3-4 512 512 512 1536
e410/e430 and e510 256 256 NA 256

€600 and e700 512 512 NA 512
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Figure 12: Configure: WLAN > Basic parameter

Radius Server Guest Access Usage Limits Scheduled Access Access Passpoint Delete
Basic
Enable
Mesh Off ~ Mesh Base/Client/Recovery mode
VLAN 1 Default VLAN assigned to clients on this WLAN. (1-4094)
Radios all fypes (2.4GHz, 5GHz, 6GHz) on which this WLAN si
2.4GHz
5GHz
6GHz
SsID 1212
Security WPAZ Pre-shared Keys hd
Passphrase PR
VLAN Pooling Disable bl
Max Clients 256
Client Isolation Disable v
cnMaestro Managed Roaming for wireless cl
Hide SSID Do not broadcast S510 in bey
Session Timeout 28800 o time in second:
Inactivity Timeout 1800 inactivity time il onds (60 to 28800)
Drop Multicast Traffic Drop the send! lticast fraffic
Table 17: Configure: WLAN > Advanced parameters
Parameters Description Range Default
WLAN > Advanced
UAPSD When enabled, Enterprise Wi-Fi AP devices support WMM Power |- Disabled
Save / UAPSD. This is required where applications such as VOIP
Calls, Live Video streaming etc. is in use. This feature helps to
prioritize traffic. Below is the default traffic priority followed by
Enterprise Wi-Fi AP device.
Priority £02.1D Priority | 802.1D Designation | Access Category WMM Designation
=UP)
lowest : HE
2 - AC BK Background
0 BE
3 EE AC BE Best Effort
4 CL
5 VI AC VI Video
6 VO
Righest 7 NC AC VO Voice
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Parameters Description Range | Default
QBSS When enabled, appends QBSS IE in Management frames. This |E - Disabled
provides information of channel usage by AP, so that smart
wireless station can decide better AP for connectivity. Station
count, Channel utilization and Available admission capacity are
the information available in this IE.
DTIM interval | This parameter plays a key role when power save supported 1-255 1
mobile stations are part of infrastructure. This field when enabled
controls the transmission of Broadcast and Multicast frames.
Monitored Host
Host This feature is required where there is interrupted backbone - Disabled
network. Enterprise Wi-Fi AP device monitors the reachability of
hostname/IP configured in this parameter and modifies the state
of WLAN.
Interval The frequency of monitoring the network health based on the 60- 300
status of keep-alive mechanism w.r.t configured monitored host. 3600
sec
Attempts The number of packets in the keep-alive mechanism to determine | 1-20 1
the status.
DNS Logging | This feature is required when an Administrator requires to - Disabled
Host monitor the websites accessed by wireless stations connected to
WLAN profile.
Connection When enabled provides information of all TCP connections - Disabled
Logging accessed by a wireless station that is associated to WLAN.
Host
Band This feature when enabled, steers wireless stations to connectto |- Disabled
Steering' 5GHz. There are three modes supported by Enterprise Wi-Fi
device. The mode can be selected based on either deployment or
wireless station type. Below is the order of modes, which forces
wireless station to connect to 5GHz band.
o Low
e« Normal
o Aggressive
Proxy ARP Provision to avoid ARP flood in wireless network. When enabled, |- Enabled
AP responds to ARP requests for the wireless stations connected
to that AP. This is for IPv4 infrastructure.
Insert DHCP | When enabled, DHCP packets generated from wireless stations - Disabled
Option 82 that are associated to APs are appended with Option 82
parameters. Option 82 provides provision to append Circuit ID
and Remote ID. Following parameters can be selected in both
Circuit ID and Remote ID:
« Hostname
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Parameters Description Range | Default
« AP MAC
« BSSID
e SSID
¢« VLANID
e SITEID
¢ Custom
o« All
Tunnel Mode | This option is enabled when user traffic is tunneled to DMZ - Disabled
network either using L2TP or L2GRE.
Fast- One of the important aspects to support voice applications on - Disabled
Roaming Wi-Fi network (apart from QoS) is how quickly a client can move
Protocol its connection from one AP to another. This should be less than
150 msec to avoid any call drop. This is easily achievable when
WPA2-PSK security mechanism is in use. However, in enterprise
environments there is a need for more robust security (the one
provided by WPA2-Enterprise). With WPA2-Enterprise, the client
exchanges multiple frames with AAA server and hence
depending on the location of AAA server the roaming-time will
be above 700 msec.
Select any one of the following:
1. OKC
This roaming method is a proprietary solution to bring
scalability to the roaming problem. This method avoids the
need to authenticate with AAA server every time a client
moves to new AP.
2. 80211r
Fast transition (FT) is a IEEE standard to permit
continuous connectivity aboard wireless devices in motion,
with fast and secure client transitions from one Basic
Service Set (abbreviated BSS, and also known as a base
station or more colloquially, an access point) to another
performed in a nearly seamless manner. The terms handoff
and roaming are often used, although 802.11 transition is
not a true handoff/roaming process in the cellular sense,
where the process is coordinated by the base station and
is generally uninterrupted. Two modes of FT roaming are
supported:
¢ Over-the-Air
RRM AP sends the SSID name of the neighbor APs (SSID configured on | — Disabled
(802.11k)2 multiple APs) to 11k clients.
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Parameters Description Range Default

Following parameter needs to be enabled:

e« Enable RRM
802.11v3 Provision to enable 802.11v BSS Transition Management. - Disabled
PMF 802.1Mw, also termed as Protected Management Frames (PMF) - Optional
(802.11w) Service, defines encryption for management frames. Unencrypted

management frames makes wireless connection vulnerable to
DoS attacks as well as they cannot protect important information
exchanged using management frames from eavesdroppers.

SA Query The legitimate 802.11w client must respond with a Security 100- 100ms
Retry Time Association (SA) Query Response frame within a pre-defined 500

amount of time (milliseconds) called the SA Query Retry time.
Association This value is included in the Association Response as 1-20 1Sec
Comeback an Association Comeback Time information element. AP will deny
Time association for the configured interval.

To configure the above parameters, navigate to the Configure > WLAN > Basic tab and provide the
details as given below:

1. Select the UAPSD checkbox to enable UAPSD.

2. Select the QBSS checkbox to enable QBSS.

3. Enter the value in the DTIM interval textbox to configure DTIM interval.
4. Enter IP address or Hostname in Host textbox.

5. Enter Interval time duration in the textbox.

6. Select number of attempts to check the reachability of monitored host in the Attempts drop-down
list.

7. Enter the FQDN or IP address of the Server where all the client DNS requests will be logged in the
DNS Logging Host server along with customized port number in the textbox. If the port number is
not entered, AP will take default value as 514.

8. Enter the FQDN or IP address of the Server where all wireless client connectivity events/logs will
be displayed in the configured Connection Logging Host server along with customized port
number in the textbox. If the port number is not entered, AP will take default value as 514.

9. Select Band Steering parameter for 5GHz band from the drop-down list.

10. Enable Proxy ARP checkbox to avoid ARP flood in wireless network.

11. Enable Insert DHCP Option 82 checkbox.

12. Select Option 82 Circuit ID to enable DHCP Option-82 from the drop-down list.

13. Select Option 82 Remote ID to choose the MAC address of the AP from the drop-down list.

14. Select Tunnel Mode checkbox to enable tunnelling of WLAN traffic over configured tunnel.

Chapter 7: Configuration - Wireless LAN 53




15. Enable the required OKC or 802.11r configure roaming protocol in the Fast-Roaming Protocol
checkbox.

16. Enable RRM (802.11k) checkbox.
17. Enable 802.11v checkbox.

18. Select PMF (802.11w) parameter from the drop-down list.

a. Enter SQ Query Retry Time in the textbox.
b. Enter Association Comeback Time in the textbox.

19. Click Save.

Figure 13: Configure: WLAN > Advanced parameter
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Option 82 Remote ID
Tunnel Mode
Fast-Roaming Protocol
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802.11v

Monitored Host

Enable UAPSD
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1 Number of beacons (1-255)

IP Address or Hostname that should be reachable for this
WLAN to be active

300 Duration in seconds (60-3600)
5 Number of attempts to check the reachability of monitorad host
(1-20)
Port 514 Syslog server where all client DNS requests will be logged
Port 514 Syslog server where all client connection requests will be
logged
Disabled v Steer dual-band capable clients towards S5GHz radio
Respond to ARP requests sutomatically on behalf of clients
[ Respond to IPv6 ND requests automaticaily on behalf of clients
O Convert DHCP-OFFER and DHCP-ACK to unicast before forwarding to clients
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None ~

ling of WLAN traffic over configured tunnel
OKC 802 11r Configure roaming protocol

O Enable Radio Resource Measurements (802.11k)

O Enable 802.11v BSS Transitior

Management

| | Cancel

Note'!: Band steering also support client load balancing based on the below CLI configuration:
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802.11k/v
802.11k>

Radio Resource Measurement (RRM) defines and exposes radio and network information to facilitate the
management and maintenance of a wireless network. 802.11k is intended to improve the way traffic is
distributed within the network.

The client can request neighbor report from the AP using neighbor_report_regq management message.
The client may request neighbors with "matching” SSID or request for all neighbors in the vicinity. The AP
collects the neighbor information using proprietary methods and provide the list of neighbors to the
client in the neighbor_report_rsp message.

802.11v3

802.11v is deployed on the APs to govern the wireless networking transmission methods. It allows client
and APs to exchange information regarding the network topology, and RF environment. This facilitates
the wireless devices to be RF-aware for participating in network assisted power savings and network
assisted roaming methods.

The client may send solicited BSS Transition Management messages to AP before making roaming
decisions. The idea is to identify the best APs to roam. The AP, after receiving the message from client is
expected to respond back with the best APs in the vicinity to assist the client in roaming. The neighbor
information is collected using proprietary methods.

Radius server
Table 4 lists configurable fields that are displayed in the Configuration > WLAN > > Radius Server tab:

Table 18: Configure: WLAN > Radius Server parameters

Parameters Description Range Default
Authentication Provision to configure RADIUS Authentication server details | - Disabled
Server such as Hostname/IPv4, Shared Secret, Port Number and

Realm. Maximum of three RADIUS server can be configured.
Accounting Provision to configure Accounting server details such as - Disabled
Server Hostname/IPv4, Shared Secret, Port Number. Maximum of

three RADIUS server can be configured.
Timeout Wait time period for response from AAA server. 1-30 3
Attempts Parameter to configure number of attempts that a device 1-3 1

should send AAA request to server if no response is

received within configured timeout period.
Accounting This field is enabled based on customer requirement. - Disabled
Mode Accounting packet is transmitted based on mode selected.
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Parameters

Description

Range

Default

1. Start-Stop

Accounting packets are transmitted by AP to AAA
server when a wireless station is connected and then
disconnects.

2. Start-Interim-Stop

Accounting packets are transmitted by AP to AAA
server when a wireless station connects and then at
regular intervals of configured Interim Update
Interval and then when it disconnects.

3. None

Accounting mode will be disabled.

Accounting When enabled, Accounting-On is sent for every client when | - Disabled
Packet connected.
Server Pool User can configure multiple Authorization and Accounting - Failover
Mode servers. Based on number of wireless stations, user can
choose Failover mode.
1. Failover
AP selects the RADIUS server which is up and
running based on the order of configuration.
NAS Identifier This is configurable parameter and is appended in RADIUS - Hostname/
request packet.
System
Name
Dynamic This option is required, where there is a CoA requests from |- Disabled
Authorization AAA/RADIUS server.
Dynamic VLAN [ When enabled, AP honors the VLAN information provided - Enabled
in RADIUS transaction. Wireless station requests IP address
from the same VLAN learnt through RADIUS.
Called Station ID | Following information can be communicated to RADIUS - AP-MAC:
server: SSID

« AP-MAC

« AP-MAC: SITE-NAME

« AP-MAC:SSID

« AP-MAC: SSID-SITE-NAME
« AP-NAME

« AP-NAME: SITE-NAME

« AP-NAME: SSID

« SITE-NAME

« SSID
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Parameters Description Range Default

« CUSTOM

To configure the above parameters, navigate to the Configure > WLAN tab and select Radius Server tab
and provide the details as given below:

1. Enter the RADIUS Authentication server details such as Hostname/Shared Secret/Port Number/
Realm in the Authentication Server 1 textbox.

2. Enter the time in seconds of each request attempt in Timeout textbox.

3. Enter the number of attempts before a request is given up in the Attempts textbox.
4. Select the configuring Accounting Mode from the drop-down list.

5. Enable Accounting Packet checkbox.

6. Enable Failover in the Server Pool Mode checkbox.

7. Enter the NAS ldentifier parameter in the textbox.

8. Enter the Interim Update Interval parameter value in the textbox.
9. Enable Dynamic Authorization checkbox to configure dynamic authorization for wireless clients.
10. Enable Dynamic VLAN checkbox.

11. Enable Proxy through cnMaestro checkbox.
12. Select Called Station ID from the drop-down list.

13. Click Save.
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Figure 14: Configure: WLAN > Radius Server parameter

Basic Raius Server

Authentication Server 1

Timeout
Attempts

Accounting Server 1

Timeout

Attempts

Accounting Mode
Accounting Packet

Sync Accounting Records

Server Pool Mode

NAS Identifier

Interim Update Interval
Dynamic Authorization
Dynamic VLAN

Proxy through cnMaestro

Called Station 1D

Guest Access

Usage Limils

Host
10.110.211.50

Host

Host

3
1

None ~

Scheduled Access ACCess Passpoint

Secret Port
P — 1812
Secret Port
1812
Secret Port
1812

Timeout in seconds of each regquest affempd (1.30)

MNumber of sttampts before ghving up {1-3)

Secret Port
1813

Secret Port
1813

Secret Port
1813

Timeout v saconds of each reguest atfempt (1-30)

Number of atiempts before giving up (1-3)

Configure accounting mode

O Ensile Accounting-On messsges

O Configure accounting records io be synced across nelghboring AP's

® Load Balance Load balance requests squally among configursd Seners
O Failover Move down server list when earier servers are unreachabie

AP-HOSTNAME

1800

Realm

N Sddentifier aftibude for uee in Reguest packats. Defautts fo system name

Interval for RADUS Intenim-Acoounting updates (10465535 Seconds)

O Enatle RADIUS dynamic authonization (COA, DM messages)

B Ensbie RADIUS assigned VLANS

O Proxy RADIUS packats through enii8esing (on-premises) instead of dinsctly fo the RADIUS server from the AP

AP-MAC-SSID

" Configure AP-MAC 5510 sz Called-Station-id in the RADIUS packet

Cancel

Deiete

Chapter 7: Configuration - Wireless LAN

58



Guest Access

Internal Access Point

Below table lists configurable fields that are displayed in the Configuration > WLAN > Guest Access >
Internal Access Point tab:

Table 19: Configure: WLAN > Guest Access > Internal Access Point parameters

Parameters Description Range Default

WLAN > Guest Access > Internal Access Point

Enable Enables the Guest Access feature. - Disabled

Access Policy There are four types of access types provided for the Clickthrough

user:
1. Clickthrough

This mode allows the users to get
access data without any authentication
mechanism. User can access internet as
soon as he is connected and accepts
Terms and Conditions

2. RADIUS

This mode when selected, user has to
provide username and password, which
is then redirected to RADIUS server for
authentication. If successful, user is
provided with data access.

3. Local Guest Account

User must configure username and
password on device, which has to be
provided in the redirection page for
successful authentication and data
access.

Redirect Mode This option helps the user to configure the HTTP or - HTTP
HTTPS mode of redirection URL.

1. HTTP

AP sends a HTTP POSTURL to the associated
client, which will be http://<Pre-defined-
URL>.

2. HTTPS

AP sends HTTPS POSTURL to the successful
associated client, which will be https://<Pre-
defined-URL>.

Redirect User can configure a friendly hostname, which is - -
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Parameters Description Range Default

Hostname added in DNS server and is resolvable to Enterprise
Wi-Fi AP IP address. This parameter once configured
will be replaced with IP address in the redirection
URL provided to wireless stations.

Title User can configure a Title to the splash page. Up to 255 Welcome To
Configured text in this parameter will be displayed in | characters Cambium
the redirection page. This text is usually Bold. Powered

Hotspot

Contents User can configure the contents of Splash page using | Up to 255 Enter
this field. Displays the text configured under the Title | characters username and
section of redirection page. password to

get Web
Access

Terms Splash page displays the text configured when user Up to 255 -
accepts Terms and Agreement. characters

Logo Displays the logo image updated in URL http - -
(s)://<ipaddress>/logo.png. Either PNG or JPEG
format of logo are supported.

Background Displays the background image updated in URL http | - -

Image (s)://<ipaddress>/backgroundimage.png. Either
PNG or JPEG format of logo are supported.

Success Action Provision to configure redirection URL after - Internal

successful login to captive portal services. User can
configure three modes of redirection URL:

1. Internal Logout Page

After successful login, wireless client is
redirected to logout page hosted on AP.

2. Redirect user to External URL

Here users will be redirected to URL which is
configured on device in Redirection URL
configurable parameter.

3. Redirect user to Original URL

Here users will be redirected to URL that is
accessed by user before successful captive
portal authentication.

Logout page

Redirect user to

External URL

Provision to configure re-direction URL after
successful login and an additional information of AP
and wireless station information can be appended in
the URL.

e Prefix Query Strings in Redirect URL
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Parameters

Description

Range

Default

This option is selected by default. Following
information is appended in the redirection URL:

« SSID

« APMAC

« NASID

« APIP

o Client MAC

e Redirection URL

e User can provide either HTTP or HTTPS URL

Redirection user

to Original URL

Users will be redirected to URL that is accessed by
user before successful captive portal authentication.
There is additional parameter Prefix Query Strings in
Redirection URL that is enabled by default and
details given below:

e Prefix Query Strings in Redirect URL

This option is selected by default. Following
information is appended in the redirection URL:

» SSID

« APMAC
« NASID
« APIP

e Client MAC

Success
message

Provision to configure text to display upon
successful Guest Access authentication. This is
applicable only when Success Action mode is
Internal Logout Page.

Redirect

e |f enabled, only HTTP URLs will be redirected
to Guest Access login page.

o |f disabled, both HTTP and HTTPs URLs will be
redirected to Guest Access login page.

Enabled

Redirect User
Page

IPv4 address configured in this field is used as logout
URL for Guest Access sessions. IPv4 address
configured should be not reachable to internet.

1111

Proxy

Proxy port can be configured with which proxy

1-65535
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interface.

Parameters Description Range Default
Redirection Port | server is enabled. This allows URL’s accessed with
proxy port to be redirected to login page.
Session Timeout | This is the duration of time, client will be allowed to 60 - 28800
access internet if quota persists, after which AP 2592000
sends de-authentication. Wireless station has to
undergo Guest Access authentication after session
timeout.
Inactivity Provision to configure timeout period to disconnect |60 - 11800
Timeout wireless stations that are associated but no data 2592000
traffic. AP starts timer when there is no data received
from a wireless station and disconnects when timer
reaches O.
MAC It is a mechanism in which wireless stations will be - Disabled
Authentication redirected to Guest Access login page after any
Fallback supported type of MAC address authentication fails.
Extend Interface | Provision to support Guest Access on Ethernet - Disabled

Whitelist

Provision to configure either IPv4 or URLSs to bypass
traffic, therefor user can access those IPs or URLs
without Guest Access authentication.

Captive Portal
bypass User
Agent

Provision to limit the auto-popup to a certain
browser as configured based on User-agent of
browsers.

To configure the above parameters, navigate to the Configure > WLAN > Guest Access tab and provide
the details as given below:

1. Select Enable checkbox to enable the Guest Access feature.

2. Enable Internal Access Point checkbox.

3. Enable the required access types from the Access Policy checkbox.

4. Enable HTTP or HTTPS from the Redirect Mode checkbox.

5. Enter Redirect Hosthame in the textbox.

6. Enter the title to appear in the splash page in the Title textbox.

7. Enter the content to appear in the splash page in the Contents textbox.

8. Enter the terms and conditions to appear in the splash page in the Terms textbox.

9. Enter the logo to be displayed in the Logo textbox.

10. Select the Background Image to be displayed on the splash page in the textbox.

1. Enable configured modes of redirection URL in Success Action checkbox.

12. Enter Success message to appear in the textbox.
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13.

14.

15.

16.

17.

18.

19.

20.

Enable Redirect checkbox for HTTP packets.

Enter configuring IP address in the Redirect User Page textbox.

Enter Port number in the Proxy Redirection Port textbox.

Enter the session timeout in seconds in the Session Timeout textbox.
Enter the inactivity timeout in seconds in the Inactivity Timeout textbox.

Enable MAC Authentication Fallback checkbox if guest-access is used only as fallback for clients
failing MAC-authentication.

Enter the name of the interface that is extended for guest access in the Extend Interface textbox.

Click Save.

To configure Whitelist parameter:

1.

2.

Enter the IP address or the domain name of the permitted domain in the IP Address or Domain
Name textbox.

Click Save.

To configure the Captive Portal bypass User Agent parameter:

AN -

Select Index parameter value from the drop-down list.
Enter User Agent String parameter in the textbox.
Select Status Code from the drop-down list.

Enter HTML Response in the textbox.

Click Save.
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Figure 15: Configure: WLAN > Guest Access > Internal Access Point parameter
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External Hotspot

Below table lists configurable fields that are displayed in the Configuration > WLAN > Guest Access >
External Hotspot tab:

Table 20: Configure: WLAN > Guest Access > External Hotspot parameters

Parameters

Description

Range

Default

WLAN > Guest Access > External Hotspot

Access Policy

There are four types of access types provided for the

end user:

1.

Clickthrough

This mode allows users to get access data
without any authentication mechanism.
User can access internet as soon as he is

connected and accepts Terms and
Conditions.

RADIUS

User has to provide username and
password, which is then redirected to
RADIUS server for authentication. If
successful, user is provided with data
access.

Local Guest Account

User has to configure username and
password on device, which has to be
provided in the redirection page for
successful authentication and data
access.

Clickthrough

LDAP Server
baseDN

Provision to configure the point from where the server

will search for users.

LDAP Server
adminDN

Provision to configure the Admin Domain which binds
with LDAP server for successful search of LDAP/AD

server.

Redirect Mode

Provision to configure the HTTP or HTTPS mode of

redirection URL.

1.

HTTP

AP sends a HTTP POSTURL to the associated
client, which will be http://<Pre-defined-URL>.

HTTPS

AP sends HTTPS POSTURL to the successful
associated client, which will be https://<Pre-

defined-URL>.

HTTP
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Parameters Description Range Default
Redirect User can configure a friendly hostname, which is added | - -
Hostname in DNS server and is resolvable to Enterprise Wi-Fi AP

IP address. This parameter once configured will be
replaced with IP address in the redirection URL
provided to wireless stations.

External Page
URL

User can configure landing/login page which is posted
to wireless stations that are not Guest Access
authenticated.

External Portal This is required when HTTPS is only supported by - Disabled
Post Through external guest access portal. This option when enabled
cnMaestro minimizes certification. Certificate is required to install
only in cnMaestro On-Premises.
External Portal Enterprise Wi-Fi AP products are supported by - Standard
Type standard mode configuration.
1. Standard

This mode is selected, for all third-party

vendors whose Guest Access services is

certified and integrated with Enterprise

Wi-Fi AP products.
Success Action | Provision to configure redirection URL after successful |- Internal

login to captive portal services. User can configure
three modes of redirection URL:

1. Internal Logout Page

After successful login, Wireless client is
redirected to logout page hosted on AP.

2. Redirect user to External URL

Here users will be redirected to URL which is
configured on device in Redirection URL
configurable parameter.

3. Redirect user to Original URL

Here users will be redirected to URL that is
accessed by user before successful captive
portal authentication.

Logout Page

Redirect user to
External URL

Provision to configure re-direction URL after successful
login and an additional information of AP and wireless
station information can be appended in the URL.

¢ Prefix Query Strings in Redirect URL

This option is selected by default. Following
information is appended in the redirection URL:

o SSID
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Parameters Description Range Default
o AP MAC
o NASID
o APIP
o Client MAC
e Redirection URL
User can provide either HTTP or HTTPS URL.
Redirection user | Users will be redirected to URL that is accessed by user | — -
to Original URL | before successful captive portal authentication. There
is additional parameter Prefix Query Strings in
Redirection URL that is enabled by default and details
given below:
o Prefix Query Strings in Redirect URL
This option is selected by default. Following
information is appended in the redirection URL:
o SSID
o AP MAC
o NASID
o APIP
o Client MAC
Success Provision to configure text to display upon successful - -
message Guest Access authentication. This is applicable only
when Success Action mode is Internal Logout Page.
Redirection URL | Following information is appended in the redirection - Disabled
Query String URL, if “Prefix Query Strings in Redirect URL” is
enabled.
e ClientIP
« RSSI
o AP Location
Redirect « If enabled, only HTTP URLs will be redirected to - Enabled

Guest Access login page.

o |f disabled, both HTTP and HTTPs URLs will be
redirected to Guest Access login page.

Redirect User
Page

IP address configured in this field is used as
logout/disconnect/redirect to captive portal URL for
Guest Access sessions. IP address configured should
not be reachable to internet.

1111
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Parameters Description Range

Default

Proxy

to be redirected to login page.

Proxy port can be configured with which proxy server 1-65535
Redirection Port | is enabled. This allows URL’s accessed with proxy port

Session Timeout | This is the duration of time, client will be allowed to 60 28800
access internet if quota persists, after which AP sends 2592000
de-authentication. Wireless station has to undergo
Guest Access authentication after session timeout.

Inactivity Provision to configure timeout period to disconnect 60 1800

Timeout wireless stations that are associated but no data traffic. | 2592000
AP starts timer when there is no data received from a
wireless station and disconnects when timer reaches O.

MAC It is a mechanism in which wireless stations will be - Disabled

Authentication redirected to Guest Access login page after any

Fallback supported type of MAC address authentication failures.

To configure the above parameters, navigate to the Configure > WLAN > Guest Access tab and provide
the details as given below:

© N O UhA NN

R
kW N =0

-
o

Enable the required access types from the Access Policy checkbox.
Enable HTTP or HTTPS from the Redirect Mode checkbox.

Enter Redirect Hostname in the textbox.

Enter External Page URL in the textbox.

Enable External Portal Post Through cnMaestro checkbox.

Select External Portal Type from the drop-down list.

Enable configured modes of redirection URL in Success Action checkbox.

Enter Success message to appear in the textbox.

Enable the required Redirection URL Query String checkbox.

Enable Redirect checkbox for HTTP packets.

Enter configuring IP address in the Redirect User Page textbox.

Enter Port number in the Proxy Redirection Port textbox.

Enter the session timeout in seconds in the Session Timeout textbox.
Enter the inactivity timeout in seconds in the Inactivity Timeout textbox.

Select the MAC Authentication Fallback checkbox if guest-access is used only as fallback for

clients failing MAC-authentication.
Click Save.
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Figure 16: Configure: WLAN > Guest Access > External Hotspot (Standard) parameter
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cnMaestro

The following table lists configurable fields that are displayed in the Configuration > WLAN > Guest
Access > cnMaestro tab:

Table 21: Configure: WLAN > Guest Access > cnMaestro parameters

Parameters Description Range Default

WLAN > Guest Access > cnMaestro

Guest Portal | Provision to configure the name of the Guest Access profile - -
Name which is hosted on CnMaestro.

Redirect « If enabled, only HTTP URLs will be redirected to Guest - Enabled
Access login page.

o |f disabled, both HTTP and HTTPs URLs will be redirected to
Guest Access login page.

Redirect IP address configured in this field is used as logout URL for - 1.1.1.1
User Page Guest Access sessions. IP address configured should be not
reachable to internet.

Proxy Proxy port can be configured with which proxy server is 1- 65535 -
Redirection enabled. This allows URL’s accessed with proxy port to be

Port redirected to login page.

Inactivity Provision to configure timeout period to disconnect wireless 60 - 11800
Timeout stations that are associated but no data traffic. AP starts timer | 2592000

when there is no data received from a wireless station and
disconnects when timer reaches O.

Extend Provision to support Guest Access on Ethernet interface. - Disabled
Interface
Whitelist Provision to configure either IPs or URLs to bypass traffic, such | — -

that user can access those IPs or URLs without Guest Access
authentication.

Captive Provision to limit the auto-popup to a certain browser as - -
Portal configured based on User-agent of browsers.

bypass User

Agent

To configure the above parameters, navigate to the Configure > WLAN > cnMaestro tab and provide the

details as given below:
1. Enter Guest Portal Name which is hosted on cnMaestro in the textbox.
2. Enable Redirect checkbox for HTTP packets.
3. Enter configuring IP address in the Redirect User Page textbox.
4. Enter Port number in the Proxy Redirection Port textbox.

5. Enter the inactivity timeout in seconds in the Inactivity Timeout textbox.
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6. Enter the name of the interface that is extended for guest access in the Extend Interface textbox.

7. Click Save.

To configure the Whitelist parameter:

1. Enter the IP address or the domain name of the permitted domain in the IP Address or Domain
Name textbox.

2. Click Save.
To configure the Captive Portal bypass User Agent parameter:

1. Select Index parameter value from the drop-down list.
2. Enter User Agent String parameter in the textbox.

3. Select Status Code from the drop-down list.

4. Enter HTML Response in the textbox.

5. Click Save.
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Figure 17: Configure: WLAN > Guest Access > cnMaestro parameter

Basic Radius Server Usage Limits Scheduled Access Acoess Passpoint

Enable
Portal Mode

Guest Portal
MName

Redirect

Redirect User Page

Proxy Redirection Port
Inactivity Timeout

MAC Authentication
Fallback

Extend Interface

#
2 Internal Access Point ' External Hatspat ® cnMaestro ' XMS/Easypass

Eg: cnMaestro-guest-portal
Guest Portal Name which is hosted on cnllasstro

# HTTP-only Enable redirection for HTTP packsis anly

1.1.1.1
Configure IF sddress for redivecting user to guest portal splash page

Port number 1 to 65535)
1800 Tnactivity g in seconds (60 to 2502000)

O Use guest-accoss only as falback for chents faiing MAC-authentication

Configure the interface whuch /s extendsd for guesf access

-

Captive Portal Bypass User Agent

IF Address of Domain
Name

IF Address | Domain Name

-

] 4 1 (1 » (] 10 v |llems per page

Delete

Chapter 7: Configuration - Wireless LAN

72



XMS/EasyPass

Below table lists configurable fields that are displayed in the Configuration > WLAN > Guest Access >
XMS/EasyPass tab:

Table 22: Configure: WLAN > Guest Access > XMS/EasyPass parameters

Parameters

Description

Range

Default

External Page
URL

User can configure login page which is posted to wireless
stations that are not Guest Access authenticated.

Secret

Provision to configure the secret to be used during redirection.

Whitelist

Provision to configure either IPs or URLs to bypass traffic, such
that user can access those IPs or URLs without Guest Access
authentication.

Captive Portal
bypass User
Agent

Provision to limit the auto-popup to a certain browser as
configured based on User-agent of browsers.

To configure the above parameters, navigate to the Configure > WLAN > XMS/EasyPass tab and provide
the details as given below:

1. Enter External Page URL in the textbox.

2. Enter Secret to be used during redirection in the textbox.

3. Click Save.

To configure the Whitelist parameter:

1. Enter the IP address or the domain name of the permitted domain in the IP Address or Domain
Name textbox.

2. Click Save.

To configure the Captive Portal bypass User Agent parameter:

1. Select Index parameter value from the drop-down list.

2. Enter User Agent String parameter in the textbox.

3. Select Status Code from the drop-down list.

4. Enter HTML Response in the textbox.

5. Click Save.

Chapter 7: Configuration - Wireless LAN

73




Figure 18: Configure: WLAN > Guest Access > XMS/EasyPass
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Note

®

For more information about XMS-Cloud EasyPass settings and onboarding, refer
latest XMS-Cloud Help document.

Note

®

For more information about cnMaestro Guest Access Portal and onboarding, refer cnMaestro Guest
Access portal.
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Usage Limits

Below table lists configurable fields that are displayed in the Configuration > WLAN > Usage Limits tab:

Table 23: Configure: WLAN > Usage Limits parameters

Parameters Description Range

Default

Rate Limit Provision to limit throughput per client. Default allowed -
per Client throughput per client is unlimited. i.e., maximum allowed by
802.11 protocols. The traffic from/to each client on a SSID can
be rate-limited in either direction by configuring Client rate
limit available in usage-limits inside the WLAN Configuration.
This is useful in deployments like public hotspots where the
backhaul is limited and the network administrator would like to
ensure that one client does not monopolize all available
bandwidth.

0
[Unlimited]

Rate Limit Provision to limit throughout across WLAN irrespective of -
per WLAN number of associated wireless stations to WLAN. All
upstream/downstream traffic on an SSID (aggregated across
all wireless clients) can be rate-limited in either direction by
configuring usage-limits inside the WLAN Configuration
section of the GUI. This is useful in cases where multiple SSIDs
are being used and say one is for corporate use, and another
for guests. The network administrator can ensure that the
guest VLAN traffic is always throttled, so it will not affect the
corporate WLAN.

)
[Unlimited]

To configure the above parameters, navigate to the Configure > WLAN > Usage Limits tab and provide

the details as given below:
1. Enter Upstream and Downstream parameters in the Rate Limit per Client textbox.
2. Enter Upstream and Downstream parameters in the Rate Limit per WLAN textbox.

3. Click Save.

Figure 19: Configure: WLAN > Usage Limits parameters

Basic Radius Server Guest Access Scheduled Access Access Passpoint
Rate Limit per Client Upstream: Kbps v Downstream g Kbps v
Rate Limit per WLAN Upstream: 0 Kbps v Downstream 0 Kbps v

Cancel
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Scheduled Acess

Below table lists configurable fields that are displayed in the Configuration > WLAN >Scheduled Access
tab:

Table 24: Configure: WLAN > Scheduled Access parameters

Parameters | Description Range Default
Scheduled Provision to configure the availability of Wi-Fi services for a 00:00 Disabled
Access selected time duration. Enterprise Wi-Fi AP has capability of Hrs. -

configuring the availability of Wi-Fi services on all days or on 23:59 Hrs.
specific day (s) of a week. Time format is in Hours.

/g\ Note

ECI From System Release 6.3 onwards, user can
configure up to a maximum of twelve schedule
access rules per day on a particular WLAN
instead of 1rule per day.

To configure the above parameter, navigate to the Configure > WLAN > Scheduled Access tab and
provide the details as given below:

1. Enter the start and end time to enable the Wi-Fi access in the respective textboxes.
2. Click Save.

Figure 20: Configure: WLAN > Scheduled Access parameters

Basic Radius Server Guest Access Usage Limits Access Passpoint
Sunday Start Time End Time HH:MM farmat
Monday Start Time End Time HH:MM format
Tuesday Start Time End Time HH:MM format
Wednesday Start Time End Time HH:MM format
Thursday Start Time End Time HH:MM format
Friday Start Time End Time HH:MM format
Saturday Start Time End Time HH:MM format

Cancel
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CLI configuration:

Access

Below table lists configurable fields that are displayed in the Configuration > WLAN > Access tab:

Table 25: Configure: WLAN > Access parameters

Parameters Description Range Default
DNS-ACL
Precedence Provision to configure index of ACL rule. Packets are validated - 1

and processed based on Precedence value configured.

Action Provision to configure whether to allow or deny traffic. - Deny

Domain Provision to configure domain names and rules are applied - -
based on Action configured.

MAC Authentication

MAC Enterprise Wi-Fi AP supports multiple methods of MAC - Deny
Authentication authentication. Following are the details of each mode:

Policy

1. Permit

Wireless station MAC addresses listed will be
allowed to associate to AP.

2. Deny

When user configures a MAC address, those
wireless station shall be denied to associate and
the non-listed MAC address will be allowed.
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Parameters Description

Range

Default

3. Radius

For every wireless authentication, AP sends a
radius request and if radius accept is received,
then wireless station is allowed to associate.

cnMaestro

This option is preferable when administrator
prefers centralized MAC authentication policy. For
every wireless authentication, AP sends query to
cnMaestro if it allowed or disallowed to connect.
Based on the configuration, wireless stations are
either allowed or denied.

To configure the above parameter, navigate to the Configure > WLAN > Access tab and provide the

details as given below:

To configure DNS ACL.:

1. Select Precedence from the drop-down list.

2. Select type of action from Action drop-down list.
3. Enter domain name in the Domain textbox.
4.

Click Save.

To configure MAC Authentication:

AwN o

Click Save.

Select MAC Authentication Policy from the drop-down list.
Enter MAC in the textbox.
Enter Description in the textbox.
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Figure 21. Configure: WLAN > Access parameters
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Below table lists configurable fields that are displayed in the Configuration > WLAN > Passpoint tab:

Table 26: Configure: WLAN > Passpoint parameters

Parameters Description Range | Default

Configuration > Hotspot2.0 / Passpoint

Enable Passpoint (Release 2) enables a secure hotspot network access, - Disabled
online sign up and Policy Provisioning.

DGAF Downstream Group Addressed Forwarding, when enabled the - Disabled
WLAN doesn’t transmit any multicast and broadcast packets.
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Consortium

can be used to authenticate with the AP.

Parameters Description Range | Default
ANQP ANQP domain identifier included when the HS 2.0 indication O- 0
Domain ID element is in Beacon and Probe Response frames. 65535
Comeback Comeback Delay in milliseconds. 100- 0
Delay 2000
Access The configured Access Network Type is advertised to STAs. |- Private
Network Following are the different network types supported:
Type )

o Private

e Chargeable Public

« Emergency Services

e Free Public * Personal Device

e Private with Guest

e Test ¢« Wildcard
ASRA Indicates that the network requires a further step for access. - Disabled
Internet The network provides connectivity to the Internet if not specified. | — Disabled
HESSID Configures the desired specific HESSID network identifier or the - -

wildcard network identifier.

Venue Info Configure venue group and venue type. - -
Roaming The roaming consortium and/or SSP whose security credentials - -

ANQP
Elements

Select any one of the following:

o 3GPP Cellular Network Information
¢« Connection Capability

o« Domain Name List

e lcons

e |P Address Type information
o NAI Realm List

¢« Network Authentication Type
e Operating Class Indication

e Operator Friendly Names

e OSU Provider List

« Venue Name Information

« WAN Metrics

To configure the above parameter, navigate to the Configure > WLAN > Passpoint tab and provide the
details as given below:

ua A WN

Select Enable checkbox to enable passpoint functionality.
Select DGAF checkbox to enable Downstream Group Addressed Forwarding functionality.
Enter the domain identifier value in ANQP Domain ID textbox.
Enter Comeback Delay in milliseconds in the textbox.

Choose the Access Network Type value from the drop-down list.
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6. Enable ASRA checkbox if the network requires additional steps for access.
Enable Internet checkbox for the network to provide connectivity to the Internet.

8. Enter the HESSID to configure the desired specific HESSID network identifier or the wildcard
network identifier.

N

9. Select Venue Info from the drop-down list.

10. To add Roaming Consortium value, enter the value in the textbox and click Add. To delete a
Roaming Consortium value, select from the drop-down list and click Delete.

1. Click Save.

Figure 22: Configure: WLAN > Passpoint parameters

Basic Radius Server Guest Access Usage Limits Scheduled Access Access Delete

Configuration

Hotspot2.0 / Passpoint

nable 'asspoint (Release 2) enables s secure hotspof nefwork sccess, onfine sign up and Policy Provisioning
Enabl O 2 h Policy Py
DGAF O Downstream Group Addressed Forwarding, When enabled the WLAN dossn't transmit any multicast and brosdcas!

ANGP Domain ID 0

Comeback Delay 0
Access Network Type Private

ASRA [ Additions! Step Re:

Intemnet O The network provides
HESSID
Venue Info Please select

Roaming Consortium

ANQP Elements (Access Network Query Protocol)

ANQP Please Select v
Cancel
Summary
Hotspot2.0 / Passpoint

Status Disable DGAF Disable Domain ID 0
Access Network Private ASRA No Internet Not Available
Type
HESSID

Link Aggregation Control Protocol (LACP)

LACP provides ability to group multiple physical port as a logical port. The logical port is referred as port-
channel and is supported only on XV3-8 devices.

Configuration:

Adding ethernet to port channels:
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Radius attributes

The table below shows the attributes processed by the CaOS and describes their interpretation.

Table 27: Radius attributes parameters

Type Attribute Attribute Purpose
Name Number
Standard Acct-Interim- 85 Specifies interval between accounting interim updates
Interval
Standard Acct-Session- | 44 Session identification (RFC 5176)
Id
Standard Calling- 31 Session identification (RFC 5176)
Station-Id
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Type Attribute Attribute Purpose
Name Number
Standard Class 25 Accounting classification
Standard Event- 55 Replay protection (RFC 5176)
Timestamp
Standard Filter-1D N « Assign station to a user group
e« Re-assign station to a different user group (RFC
5176)
Standard Framed-IP- 8 Session identification (RFC 5176)
Address
Standard Idle-Timeout 28 Specifies the amount of time a station may remain idle
before its session is terminated
Standard NAS-IP- 4 NAS identification (RFC 5176)
Address
Standard NAS-Identifier | 32 NAS identification (RFC 5176)
Standard Session- 27 Specifies the interval at which session is terminated
Timeout
Standard Termination- 29 Specifies the action to take when session is terminated
Action
Standard Tunnel-Type 64 Dynamic VLAN assignment (1 of 3 required), should be
set to VLAN (Integer =13)
Standard Tunnel- 65 Dynamic VLAN assignment (2 of 3 required), should
Medium-Type be set to 802 (Integer = 6)
Standard Tunnel- 81 Dynamic VLAN assignment (3 of 3 required), should
Private-Group- be set to the VLAN ID or name
ID
Standard User-Name 1 « Station username update
¢ Session identification (RFC 5176)
Microsoft MS-MPPE- 16 Session key distribution
Vendor-Specific | Send-Key
Microsoft MS-MPPE- 17 Session key distribution
Vendor-Specific | Recv-Key
Cambium Cambium- 157 Radius based VLAN pool
Vendor-Specific | Vlan-Pool-Id
Nas Port ID NAS-Port-Id 87 NAS identification (RFC 5176)
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enhanced PSK (ePSK)

By using ePSK feature, user can configure and support individual PSK keys for different clients. This
feature can be configured under given WLAN configuration in cnMaestro Ul. For on devices, only CLI
support is available.

This feature also supports individual VLAN assignment for a given key which helps to put client traffic on
different VLAN for limiting broadcast traffic.

@ Note:

tg eSPK scale is a Premium feature where user can configure more than 300 ePSK (1024) per
WLAN and it is controlled by cnMaestro X.

RADIUS based ePSK

Cambium Networks ePSK feature is an extension of WPA2 PSK where multiple passphrases can be
assigned to a single SSID. The Wi-Fi clients can have unigue passphrases that can be used by each client
using this feature. The same feature has been now extended to RADIUS.

The RADIUS server can provide the matching PMK for a given client, and corresponding standard
RADIUS attributes can be enforced for client session. This requires custom development on the RADIUS
server.

Configuration CLI:
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Chapter 8: Configuration - Network

This chapter describes the following topics

« Overview
« Configuring Network parameters

Overview

This chapter gives an overview of Enterprise Wi-Fi AP configurable parameters related to LAN, VLAN,
Routes, DHCP server, ACL, and Firewall.

Configuring Network parameters

Enterprise Wi-Fi AP network configuration parameters are segregated into following sections:

« VLAN

« Routes

o Ethernet Ports
e Security

« DHCP

e Tunnel

« PPPoOE

« VLAN Pool

IPv4 network parameters

VLAN

Below table lists the fields that are displayed in Configure > Network > VLAN tab:

Table 28: Configure: Network > VLAN > IPv4 parameters

Parameters Description Range Default
VLAN > |IPv4
Edit Provision to select the VLAN interface that user is intended to - VLAN 1

view/update configuration.

Address Provision to configure mode of IPv4 address configuration foran |- DHCP
interface selected. Two modes are supported:

1. DHCP

This is the default mode in which Enterprise Wi-Fi AP
device tries to obtain IPv4 address from DHCP server.

2. StaticIP

User must explicitly configure IPv4 address and Netmask for a
VLAN selected.

NAT This option is preferable when you defined local DHCP servers. Disabled
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#Ethernet

e |Pv4 default gateway

« DHCP client options like Option 43 and Option 15
(Controller discovery like controller host name / IPv4 address)

¢ DNS Servers

¢ Domain Name

Parameters | Description Range | Default
This option when selected, traffic from wireless stations are
NAT’ed to the default gateway interface IP.
Zeroconf IP | Zeroconf IP is recommended to be enabled. This interface is - Enabled
available only on VLANT1 configuration section. If VLAN 1is not
allowed in Ethernet interfaces, this IP will not be accessible.
Request This configuration decides the interface on which Enterprise Wi-Fi | — Enabled
Option All AP will learn the following: on VLANT1

To configure the above parameter, navigate to the Configure > Network > VLAN tab and provide the
details as given below:

To configure VLAN IPv4:

1. Select Edit checkbox to enable VLANT functionality.

2. Enable DHCP or Static IP mode of IPv4 address configuration from the Address checkbox.

3. Enable NAT checkbox.

4. Enable Zeroconf IP checkbox.

5. Select DHCP Option 82 Circuit ID from the drop-down list.

6. Select DHCP Option 82 Remote ID from the drop-down list.

7. Enable Request Option All checkbox.

8. Click Save.

Figure 23: Configure: Network > VLAN > |IPv4 parameters
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VLAN

Edit VLAN 1 v

B IPv4
Address DHCP v
MAT When NAT is enabled, IP addresses under &
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DHCP Relay Agent E and & DHCP
DHCP Option 82 Circuit ID MNone L
DHCP Option 82 Remote 1D Mone v
Request Option All ™ Enable dhcp request option all an this inferface
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DHCP Client Options

Enterprise Wi-Fi AP devices learn multiple DHCP options for all VLAN interfaces configured on the
device. Based on configured criteria, values of these options are used by the system. Below table lists the
different DHCP options.

Table 29: DHCP Options

Options Description Usage Reference
CLI

Option1 The subnet mask option specifies the Based on state of “Request Option | show ip
client’s subnet mask as per RFC 950. All”, device chooses subnet mask | route

from respective VLAN interface.

Option 3 This option specifies a list of IP Based on state of “Request Option | show ip
addresses for routers on the client’s All”, device chooses route learnt route
subnet. from respective VLAN interface.

Only first route is honored

Option 6 The domain name server option Based on state of “Request Option | show ip
specifies a list of Domain Name System | All”, device chooses subnet mask | ame-
(STD 13, RFC 1035) name servers from respective VLAN interface. server
available to the client. Servers SHOULD | Top two DNS servers are honored
be listed in order of preference. by Enterprise Wi-Fi AP device.

Option 15 | This option specifies the domain name | More details are provided in show ip
that client should use when resolving Option 15. dhcp=
hostnames via the Domain Name irléint
System.
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Options Description Usage Reference
CLI

Option 26 | This option specifies MTU size in a More details are provided in|show ip

network. Configuration - Network. dhcp-
client
info

Option 28 | This option specifies the broadcast Broadcast address learnt for all show ip
address that client should use VLAN interfaces are used dhcp=

respectively as per standards client-
info

Option 43 | This option is used to help the AP in More details are provided in show ip
obtaining cnMaestro IP address from Option 43 (cnMaestro On- dh?p'
the DHCP server while DHCP request to | Premises 2.4.0 User Guide). client
get an IP address is sent to the DHCP info
server.

Option 51 | This option is used in a client request to | Enterprise Wi-Fi AP renew leases | show ip
allow the client to request a lease time | for all VLAN interfaces configured thP‘
for the IP address. In a server reply, a based on lease time that has been | S11ent
DHCP server uses this option to specify | learned from DHCP server. info
the lease time it is willing to offer.

Option 54 | DHCP clients use the contents of the Enterprise Wi-Fi AP learns DHCP show ip
'server identifier’ field as the server IP for all VLAN interfaces dhcp=
destination address for any DHCP configured. client
messages unicast to the DHCP server. info

Option 60 | This option is used by DHCP clients to For Enterprise Wi-Fi AP device, show ip
optionally identify the vendor type and | value is updated as Cambium-Wi- | dhcp=
configuration of a DHCP client. Fi-AP. ii]f_int

DHCP Option 43 - Zero touch onboarding

This option is used to help the AP in obtaining cnMaestro/XMS IP address from the DHCP server while
DHCP request to get an IP address is sent to the DHCP server.

With System Release 6.4, this option is used to learn HTTPs Proxy server address from the DHCP server

as well.

DHCP Option 43 format

From System Release 6.4 onwards, a new way of Option 43 format is supported. If HTTP proxy needs to

be configured then following format should be used:

The cnMaestro/XMS URL and HTTPS proxy URL can be packed into Option 43 payload in a key-value pair
separated by ‘,’ like <key=value,key=value>. Key and its value are separated by '=' character.

For example: 0O=CMBM;1=cloud.cambiumnetworks.com;2=http://user:userpass@IP/URL:port, where
identifiers are listed below:

e '0O'is for header "CMBM" - Mandatory

e '""is for the server’'s URL

e '2"isfor HTTP proxy URL
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@ Note

m If only cnMaestro/XMS URL configuration is needed then Option 43 payload can contain
only that too without key value format as described above.

Routing and DNS

Table 30: Configure: Network > VLAN > Routing & DNS > IPv4 parameters

Parameters | Description Range | Default
Default Provision to configure default gateway. If this is provided, - -
Gateway Enterprise Wi-Fi AP device installs this gateway as this is the

highest priority.

DNS Server Provision to configure Static DNS server on Enterprise Wi-Fi AP - -
device. Maximum of two DNS servers can be configured.

Domain Provision to configure Domain Name. If this is provided, - -
Name Enterprise Wi-Fi AP device installs this Domain Name as this is
highest priority.

DNS Proxy Enterprise Wi-Fi AP device can act as DNS proxy server when this | - Disabled
parameter is enabled.

To configure the above parameter, navigate to the Configure > Network > VLAN > Routing & DNS tab
and provide the details as given below:

1. Enter Default Gateway IPv4 address in the textbox.

2. Enter Domain Name in the textbox.

3. Enter primary domain server name in the DNS Server 1 textbox.

4. Enter secondary domain server name in the DNS Server 2 textbox.
5. Enable DNS Proxy checkbox.

6. Click Save.

Figure 24: Routing & DNS > IPv4 parameters
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Routing & DNS

& IPv4

Default Gateway

DNS Server 1 Primary Domain Name Server

DNS Server 2
Domain Name

DNS Proxy DNS Proxy

Secondary Domain Name Server

IPv6

Routes

Cancel

Below table lists the fields that are displayed in Configure > Network > Routes tab:

Table 31: Configure: Network > Routes> IPv4 parameters

Route Entries

required to configure static Routes are as follows:
e Destination IP
¢ Mask

¢ Gateway

Parameters Description Range Default
Gateway Provision to prioritize default gateway and DNS servers when - Static
Source Enterprise Wi-Fi AP device has learnt from multiple ways. Default

Precedence order is Static and DHCP.

Add Multiple | User has provision to configure static Routes. Parameters that are |- -

Port
Forwarding

This feature is required when wireless stations are behind NAT.
User can access the services hosted on wireless stations using this
feature. Following configurable parameters are required to gain
the access of services hosted on wireless stations which are
behind:

o Port
e |P Address

e Type

To configure the above parameter, navigate to the Configure > Network > Routes tab and provide the
details as given below:

To configure Gateway Source Precedence:
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1. Select STATIC or DHCPC from the Gateway Source Precedence checkbox.

2. Click Save.
To configure Add Multiple Route Entries:

1. Enter Destination IP address in the textbox.
2. Enter Mask IPv4 address in the textbox.

3. Enter Gateway IPv4 address in the textbox.
4. Click Save.

To configure Port Forwarding:

1. Enter Port in the textbox.
2. Enter IP Address in the textbox.
3. Select Type from the drop-down list.

4. Click Save.
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Figure 25: Routes > |IPv4 parameters
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IPv6 network parameters

VLAN

Table 32: Configure: Network > VLAN > IPv6 parameters

IPv6 default gateway

DHCP client options like Option 52 and Option 24
(Controller discovery like controller host name / IPv6
address)

DNS Servers

Domain Name

Parameters Description Range Default
Address Provision to configure mode of IPv6 address configuration for |- AutoConfig
an interface selected. Five modes are supported:

« Disabled

« AutoConfig

» Static

o Stateless DHCPv6

o Stateful DHCpv6
Request This configuration decides the interface on which AP - Enabled on
Option All will learn the following: VLANI1

To configure the above parameter, navigate to the Configure > Network > VLAN tab and provide the

details as given below:

To configure VLAN IPVG:

1. Select required IPv6 address configuration from the Address drop-down list.

2. Enable Request Option Allcheckbox.

3. Click Save.
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Figure 26: Configure: Network > VLAN > IPv6 parameters
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Table 33: Configure: Network > VLAN > Routing & DNS > |IPv6 parameters

Parameters Description Range Default
Default Provision to configure default gateway. If this is provided, - -
Gateway Enterprise Wi-Fi AP device installs this gateway as this is the
highest priority.
DNS Server Provision to configure Static DNS server on Enterprise Wi-Fi AP - -
device. Maximum of two DNS servers can be configured.
Domain Provision to configure Domain Name. If this is provided, - -
Name Enterprise Wi-Fi AP device installs this Domain Name as this is
highest priority.
IPv6 When enabled, IPv6 is preferred over IPv4 bases on DNS - Disabled
Preference response.

To configure the above parameter, navigate to the Configure > Network > Routing & DNS tab and
provide the details as given below:

1. Enter Default Gateway IPv6 address in the textbox.

2. Enter primary domain server name in the DNS Server 1 textbox.

3. Enter secondary domain server name in the DNS Server 2 textbox.

4. Enter Domain Namein the textbox.

5. Enable IPv6 Preference checkbox.

6. Click Save.
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Figure 27: Routing & DNS > IPv6 parameters
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Cancel

Routes

Table 34: Configure: Network > Routes > IPv6 parameters

Parameters Description Range | Default
Gateway Provision to prioritize default gateway and DNS servers when - Static
Source Enterprise Wi-Fi AP device has learnt from multiple ways. Default

Precendence order is Static and AUTO-CONFIG/DHCPC.

Add Multiple User has provision to configure static Routes. Parameters that are | - -
Route Entries | required to configure static Routes are as follows:

« Destination IP/prefix

« Gateway

To configure the above parameter, navigate to the Configure > Network > Routes tab and provide the
details as given below:

To configure Gateway Source Precedence:
1. Select STATIC or AUTO-CONFIG/DHCPC from the Gateway Source Precedence checkbox.
2. Click Save.

To configure Add Multiple Route Entries:

1. Enter Destination IP/prefix address in the textbox.
2. Enter Gateway IPv6 address in the textbox.

3. Click Save.
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Figure 28: Figure 39 Routes > IPv6 parameters
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General network parameters

Table 35: Configure: Network > VLAN > General parameters

e Block
¢ Allow from Wired

e Allow from both wired and wireless

Parameters Description Range | Default
Management Provision to restrict the access of device in all modes CLI - Allow from
Access (Telnet, SSH), GUI (HTTP, HTTPs) and SNMP. User can both Wired
configure restriction of device access as follows: and
Wireless

Select Management Access to configure restriction of device from the drop-down list.

Figure 29: Configure: Network > VLAN > General parameters

Routes Ethernet Ports Security DHCP Tunnel PPPoE VLAN Pool WWAN

VLAN
Edit VLAN 1 ~

IPv4

8 IPvE

8 General

Management Access Allow from both Wired & Wireless CLI/GUIY'SNMP access via this interface

Ethernet Ports

Below table lists the fields that are displayed in Configure > Network > Ethernet Ports tab:

Table 36: Configure: Network > Ethernet Ports parameters

Parameters Description Range

Default

Ethernet Enterprise Wi-Fi AP devices Ethernet port is provisioned to -
operate in following modes:

1. Access Single VLAN
Single VLAN traffic is allowed in this mode.

2. Trunk Multiple VLANSs
Multiple VLANS are supported in this mode.

Access Single
VLAN
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To configure the above parameter, navigate to the Configure > Network > Ethernet Ports tab and provide
the details as given below:

1. Select Access Single VLAN or Trunk Multiple VLANs from the ETH1 drop-down list.
2. Enter Access Mode in the textbox.

3. Click Save.

Figure 30: Configure: Network > Ethernet Ports parameters

ETH1 Access Single VLAN w

Access Mode  VLAN

Cancel

General network parameters
Below table lists the fields that are displayed in Configure >Network > VLAN > General parameters tab:

Table 37: Configure: Network > VLAN > General parameters

Parameters Description Range | Default
Management Provision to restrict the access of device in all modes CLI - Allow from
Access (Telnet, SSH), GUI (HTTP, HTTPs) and SNMP. User can both Wired
configure restriction of device access as follows: and
Wireless
e Block

¢« Allow from Wired

e Allow from both wired and wireless

Select Management Access to configure restriction of device from the drop-down list.

Figure 31: Configure: Network > VLAN > General parameters
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Routes Ethemet Ports Security DHCP Tunnel PPPoE VLAN Pool

VLAN
Edit  VLANT -
0 1Pvd
0 IPve
8 General
Management Access Allow from both Wired & Wireless M - B
Security

Below table lists the fields that are displayed in the Configuration > Network > Security tab:

Table 38: Configure: Network > Security parameters

Parameters | Description Range | Default
Rogue AP
Detection Enterprise Wi-Fi devices in association with cnMaestro has - Disabled

capability of detecting Rogue APs. On enabling this all neighbor
information is shared to cnMaestro and reports Rogue APs in the
networks.

To configure the above parameter, navigate to theConfiguration > Network > Security tab. Select
Detection checkbox to enable this functionality.

VLAN Routes Ethemet Ports = f DHCP Tunnel PPPoE VLAN Fool WIWAN

Rogue AP

Detection Ll Enable rogue AP detection

Cancel

DHCP

Below table lists the fields that are displayed in the Configuration > Network > DHCP tab:

Table 39: Configure: Network > DHCP parameters
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Parameters | Description Range | Default

Edit Provision to select DHCP Pool if multiple Pools are defined on - -
Enterprise Wi-Fi AP device.

Address User can configure start and end addresses for a DHCP Pool - -

Range selected from the drop-down box.

Default Provision to configure next hop for a DHCP pool selected from - -

Router drop-down box.

Domain Provision to configure domain name for a DHCP pool selected from | — -

Name drop-down box.

DNS Provision to configure DNS server for a DHCP pool selected from - -

Address drop-down box.

Network Provision to configure Network ID for a DHCP pool selected from - -
drop-down box.

Lease Provision to configure lease for a DHCP pool selected from drop- - -
down box.

Add Bind List

For every DHCP pool configured, user can bind MAC and IP from
the address pool defined, so that wireless station gets same IP
address every time they connect. Following parameters are
required to bind IP address:

« MAC Address

e |P Address

To configure the above parameter, navigate to the Configure > Network > DHCP tab and provide the
details as given below:

1. Select DHCP pool from the Edit drop-down list.

2. Enter start and end IP addresses for a DHCP Pool selected from the Address Range textbox.

3. Enter Default Router IP address in the textbox.

4. Enter Domain Name for a DHCP pool selected in the textbox.

5. Enter DNS Address for a DHCP pool selected in the textbox.

6. Enter Network ID for a DHCP pool selected in the textbox.

7. Enter Lease for a DHCP pool selected in the textbox.

8. Click Save.

To configure Add Bind List:

1. Enter MAC Address for a DHCP pool selected in the textbox.

2. Enter IP Address for a DHCP pool selected in the textbox.

3. Click Save.
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Figure 32: Configure: Network > DHCP parameters
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Tunnel

The following table lists the fields that are displayed in Configure > Network > Tunnel tab:

Table 40: Configure: Network > Tunnel parameters

Type

method. Following are the options available:

« DEFAULT

« CHAP

« MS-CHAP

¢ MS-CHAPvV2

. PAP

Parameters Description Range Default
Tunnel Provision to enable tunnel type. Following tunnel types - OFF
Encapsulation are supported by Enterprise Wi-Fi AP devices:
o L2TP
¢ L2GRE
« OFF
L2TP
Remote Host Configure L2TP end point. IPv4 address or Primary - -
hostname of endpoint is supported.
Authentication Provision to configure credentials required for L2TP - -
Info authentication.
Auth Type Provision to select the PPP authentication method. - DEFAULT
Following are the options available:
o« DEFAULT
« CHAP
¢ MS-CHAP
¢ MS-CHAPvV2
« PAP
Secondary Configure secondary L2TP end point.IPv4 address or - -
Remote Host Secondary hostname of endpoint is supported.
Secondary Provision to configure credentials required for - -
Authentication secondary L2TP authentication.
Info
Secondary Auth | Provision to select the secondary PPP authentication - DEFAULT
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Attempts

Parameters Description Range Default
TCP MSS Provision to configure TCP Maximum Segment Size. 422-1410 1400
PMTU Discovery | Provision to enable to discover PMTU in network. - Enabled
Disconnect Provision to disconnect Wireless Client when state of - Enabled
Wireless Clients | L2TP tunnel is down.
L2GRE
Primary Remote | Configure L2GRE end point. IPv4 address or Primary - -
Host hostname of endpoint is supported.
Secondary Configure L2GRE end point. IPv4 address or Secondary |- -
Remote Host hostname of endpoint is supported.
The tunnel operates in failover mode. After determining
the peer is down (no Rx packet received from PEER), AP
sends periodic ICMP packet to verify the reachability to
the peer before failing over to secondary peer. So
ensure ICMP reachability to the tunnel PEER.
DSCP User can configure priority of GRE packets. - 0
TCP MSS Provision to configure TCP MSS value. 472-1460 1402
PMTU Discovery | Provision to enable to discover PMTU in network. - -
MTU Maximum Transmission Unit. 850-1460 1460
GRE in UDP GRE protocol designed to establish tunnel between any |- Disabled
third-party vendor which complies RFC 8086.
Disconnect Provision to disconnect Wireless Client when state of - Enabled
Wireless Clients | L2TP tunnel is down.
Tunnel Periodic interval for verifying the RX packet from GRE 30-240 240
Reachability peer.
Tunnel Retry Number of retries before Fail-Over to secondary peer. 2-10 5

To configure the above parameter, navigate to the Configure > Network > Tunnel tab and provide the
details as given below:

1. Select Tunnel type from the Tunnel Encapsulation drop-down list.

To configure L2TP:

2. Enter IP address or domain name in the Remote Host textbox.

3. Enter credentials required for L2TP authentication in the Authentication Info textbox.

4. Select authentication type from the Auth Type drop-down list.

5. Enter IP address or domain name in the Secondary Remote Host textbox.
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6. Enter credentials required for secondary L2TP authentication in the Secondary Authentication Info
textbox.

7. Select authentication type from the Secondary Auth Type drop-down list.
8. Enter TCP Maximum Segment Size in the TCP MSS textbox.

9. Enable PMTU Discovery checkbox.
10. Enable Disconnect Wireless Clients checkbox.

11. Click Save.

To configure L2GRE:

12. Enter IP address or domain name in the Primary Remote Host/Secondary Remote Host textbox.
13. Enter DSCP in the textbox.

14. Enter TCP Maximum Segment Size in the TCP MSS textbox.

15. Enable PMTU Discovery checkbox.

16. Enter Maximum Transmission Unit in the MTU textbox.

17. Enable GRE in UDP in GRE checkbox.

18. Enable Disconnect Wireless Clients checkbox.

19. Enter periodic interval value in Tunnel Reachability textbox.

20. Enter number of retries in Tunnel Retry Attempts textbox.

21. Click Save.

Figure 33: Configure: N etwork > Tunnel parameters
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PPPOE

PPPoE provides ability to establish a connection to ISP with user authentication. Below table lists the
fields that are displayed in Configuration > Network > PPPoE tab:

Table 41: Configure: Network > PPPoE parameters

Parameters Description Range Default
Enable Provision to enable PPPOE client. - Disabled
VLAN User can configure VLAN ID where PPPoE client should - -
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Parameters Description Range Default
obtain IP address.

Service Name Configure PPPoOE service name - -

Authentication Provision to configure credentials required for PPPoE - -

Info authentication.

MTU Maximum Transmission Unit. 500-1492 1430

TCP-MSS Configure PPPoE end point. Either IP or hosthame of - Enabled

Clamping endpoint is supported.

Management If enabled, user can access device either using Ul or SSH - Disabled

Access with PPPoOE IP.

To configure the above parameter, navigate to the Configure > Network > PPPoOE tab and provide the
details as given below:

N O NN

Figure 34: Configure: Network > PPPoOE parameters
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The following table lists the fields that are displayed inConfigure > Network > VLAN Pool tab:

Table 42: Configure: Network > VLAN Pool Parameters

Chapter 8: Configuration - Network

Enter the username and password for the device in the Authentication Info textbox.
Enter the MTU value PPPoE connection in the MTU textbox.

Enable the TCP-MSS clamping for the PPPoE connection.

Enable Management Access.

Click Save.
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configure either single VLAN ID or multiple VLAN ID. Multiple
VLAN IDs can be configured either separated by comma or
hyphen.

Parameters | Description Range Default
VLAN Pool Provision to configure user friendly name to a list of VLANS. - -
Name

VLAN ID List | List of VLAN IDs for each VLAN Pool name. User can - -

To configure the above parameter, navigate to the Configure > Network > VLAN Pool tab and provide
the details as given below:

1. Enter the name of the VLAN pool in the VLAN Pool Name textbox.
2. Enter the VLAN ID in the VLAN ID List textbox.
3. Click Save.

Figure 35: Configure Network > VLAN Pool parameters
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Chapter 9: Filter Management

This chapter describes the following topics:

« Overview

o Filter list

o Filters

« Application control Premium feature

Overview

Filters are used to define the rules used for blocking or passing traffic and also to change QoS/DSCP and
rate limiting for selected traffic.

The Wireless AP’s integrated firewall uses stateful inspection to accelerate the decision of whether to
allow or deny traffic user connections managed by the firewall are maintained statefully. Once user flow
is established through the AP, it is recognized and passes through without application of all defined
filtering rules. Stateful inspection runs automatically on the AP.

Filter list

Filters are organized in groups, called filter lists. A filter list allows user to apply a uniform set of filters to
SSIDs. AP supports 16 filter list and each filter list supports 50 filter rules in precedence order.

Filters

These settings create and manage filters with precedence that belong to the current filter list, based on
the filter criteria you specify.

Filters can be configured in Layer 2 and Layer 3 or application/category control (Layer 7). Layer 2 rule
taking high precedence over Layer 3 application control and Layer 2 support MAC/IP/protocol-based
rules.

Filters are an especially powerful feature when combined with the intelligence provided by the
Application Control Windows.

Based on Application Control’s analysis of your wireless traffic, you can create filters to enhance wireless
usage for your business needs:

1. Usage of non-productive and risky applications like BitTorrent can be restricted.
2. Traffic for mission-critical applications like VolP and WebEx may be given higher priority (QoS).

3. Non- critical traffic from applications like YouTube may be given lower priority (QoS) or
bandwidth allowed may be capped per station or for all stations.

Configuring filter CLI

By configuring filter CLI, user can define ACL rules for blocking or passing traffic, DSCP/QoS rules for
modifying packet and rate limiting for selected traffic.
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1. Create filter list/filter profile using global filter command (Filter: configure filter parameters).

2. Global-filter is for global rules in AP. Global-filter include below options.

« Stateful filtering Premium feature . gt ateful operation of the integrated firewall can be Enabled or
Disabled. By default, it is enabled.

« Application Control Premium feature. 5haration of the Application Control feature may be
Enabled or Disabled.

« Disable: Disable or enable filter list.

3. Each filter list includes below options:

/‘(;\ Note

m Global-filter rules will take precedence over filter-list rules

o Global filter and filter-list can include 50 filter rules with precedence order.

XV3-8-E78A88 (config-filter-list-1)# filter precedence {1-50}
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4. Then create filter rule from precedence level (1to 50).

Note

o)
tg Filter type is either Layer 2 or Layer 3 or application control can be added in one
precedence level.

5. Layer 3 filter has the below provisions.

« QoS Premium feature: et packets QoS level (O to 3). Level O has the lowest priority; level 3
has the highest priority

« DSCP Premium feature: pifferentiated Services Code Point or DiffServ (DSCP). DSCP level (O
to 63. Level O has the lowest priority and level 63 has the highest priority.

« Rate limit Premium feature: Fjlters support rate limiting per station or all stations and support
Kbps/Mbps/pps.

« Schedule Premium feature. Fjjter support scheduling the activation of the layer3 /application
control rules based on the day and local time selected.

« Disable: Each filter and filter list can be turned on/off.
Note:

o)
m Stateful filtering, Application Control, QoS, DSCP, Schedule and Rate limit are Premium
features.

6. Each layer 3 rule category has below types
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7. For proto or port number-based rule, select proto.

Note

o)

m All fields are mandatory. If no parameter to configure, give ‘any’. Direction is
direction of rule. if it is ‘in’, rule applicable for traffic from wireless side. If it is
‘out’, rule applicable for traffic to wireless.

8. For non proto or port number-based rule, select IP.

10.

Layer 2 rule support IP, MAC, Port or Protocol-based rules.

1. XV3-8-E78A88 (config-list-1-filter-precedence-1) # layer2-filter permit mac

Example:

12. XV3-8-E78A88 (config-list-1-filter-precedence-1) # layer2-filter permit proto
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Example:

Sample configuration

13. In order to attach filter list into WLAN profile, filter-list < filter-list ID>.

Air Cleaner

The Air Cleaner feature offers a number of predetermined filter rules that eliminate a great deal of
unnecessary wireless traffic.

Configuration CLI:
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When we configure Air Cleaner rule, pre defined filter rules will get pupulated automatically as shown
below.

any FF:FF:

y any FF:FF:FF:FF:FF:FF

y mac any FF:FF:FF:FF:

‘fo“\ Note

w In Mesh link configuration, the Air Cleaner rules needs customisation like disabling
Precedence 2 and Precedence 3 (DHCP rules).
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Premium feature

Application control

The Application Control feature provides real-time visibility of application usage by users across the
wireless network. Network usage has changed enormously in the last few years, with the increase in
smartphone and tablet usage stressing networks. Increasing traffic from legitimate business needs such
as cloud- and web-based applications, streaming media, and VolP must be handled with an adequate
quality of experience. To achieve this purpose Application Control filters are used to define the rules used
for blocking or passing and change QoS/DSCP and rate-limiting for the specific Application or a specific
category of application. For more details, refer the Application Control Filters section in the user guide

Application Control can track application usage over time to monitor trends. Usage may be tracked by
AP, VLAN, or station. Many hundreds of applications are recognized and grouped into a number of
categories. The distributed architecture of Cambium Enterprise APs allows Application Control to scale
naturally as you grow the network.

Deep Packet Inspection (DPI)

The AP uses Deep Packet Inspection (DPI) to determine what applications are being used and by whom,
and how much bandwidth they are consuming. These applications are rated by their degree of risk and
productiveness. Filters can be used to implement per-application policies that keep network usage
focused on productive uses.

Application control policy

When you find risky or unproductive applications consuming bandwidth on the network, you can easily
create Filters to control them. You may use filters to:

« Block problematic traffic, such as BitTorrent or Y8.

e Prioritize mission critical traffic: By increasing the QoS assigned to the traffic, applications like
VolP and WebEx may be given higher priority (QoS).

« Lower the priority of less productive traffic: Use filters to decrease the QoS assigned to traffic for
applications like YouTube and Facebook.

« A nonproductive specific application can be rate limited to avoid impact on the productive

application. (E.g.: YouTube streaming can be rate limited to avoid impact on applications like
VolP)

Risk and Productivity

Application control ranks applications in terms of their levels of risk and productivity.

Productivity: Indicates how appropriate an application is useful for business purposes. The higher the
rating number, the more business-oriented an application is:

1. Primarily recreational

2. Mostly recreational

3. Combination of business and recreational purposes
4. Mainly used for business

5. Primarily used for business

Risk: indicates how likely an application is to pose a threat to the security of your network. The higher the
rating number, the more risky of an application is:
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1. No threat

2. Minimal threat

3. Some risk: maybe misused

4. High risk: maybe malware or allow data leaks

5. Very high risk: threat circumvents firewalls or avoids detection

Selection criteria
From AP CLI, below options are available to view the Application Statistics:

« By Application: This gives detailed information about the application seen from the wireless traffic.

« By Category: This gives the combined statistics of the application which belongs to a particular
category (E.g. Games, Network monitor etc.).

Chapter 9: Filter Management ns



e By SSID: This gives the application list seen on particular SSID. The SSID number is the BSS index
configured.

« Display for Station: This gives detailed information about a particular station. Provide the station MAC
address the user want to check for statistics.
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¢ Tx means downlink traffic with respect to AP and Rx means uplink traffic with respect to AP.

Below CLI command gives list of stations present along with station count per VLAN.
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o Display for VLAN: This gives information about the particular VLANSs.

« By Time frame: This gives information about the application seen in last the duration (E.g. 1 day).

¢ Forlow risk number the productivity is high and vice versa. (E.g. For GitHub (Shown in below
figure) the risk index number is 1and the productive index is 4, this means the application is low
risk and more productive).
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DPI CLI configuration
User can enable Application Control globally by using below commands:

Enable DPI support
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Global application policy

Per application policy
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Set per category policy
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Chapter 10: Configuration - Services

This chapter describes the following topics:

« Overview
« Configuring services

Overview

This chapter gives an overview of Enterprise Wi-Fi AP configurable parameters related to User Groups,
Location API, Speed Test, BT Location API, Bonjour Gateway, LACP, and RTLS.

Configuring services

This section provides information on how to configure the following services on Enterprise Wi-Fi AP.

o User Groups

e Location API

e Speed Test

« BT Location API

¢ Bonjour Gateway

e Link Aggregation Control Protocol (LACP)
¢ Real Time Location System (RTLS)

User GI’OUpS Premium feature

Some policies, like VLAN, require many RADIUS attributes to be sent by the RADIUS server and
processed by the AP. Some wireless network administrators do not have administrative access to the
RADIUS server, so making changes to wireless policies would require waiting for the RADIUS
administrator to make changes.

To simplify wireless administration and streamline changes, a feature called User Groups is provided that
allows the wireless administrator to apply a set of wireless policies to a user based on a single RADIUS
attribute. This eliminates the need for administrative rights on the RADIUS server and simplifies applying
complex policies to end-user stations.

A user group can also be assigned to a station based on the device type. This approach is dependent on
the accuracy and completeness of device identification functionality, which is not guaranteed to be
accurate or exhaustive.

The User Group feature is natively supported by XMS Cloud.

Figure 36: User Groups interaction
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User Groups Interaction
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Look up user group by radius-id

I
1
|
|
|
I
I
|
I
I
|
|
|
I

Allow access and apply policies

I |
I |

. '

CLI Configuration:
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User group properties and actions

A user group supports the following properties and actions:

Command Description

shutdown Disable this User Group

radius-id Radius Filter-ID (Attribute Type 11) mapped to this User Group
no shutdown Enable this User Group

no group <index> Delete User Group

User group policies

The policies available in a user group configuration are a subset of those for an SSID. The most commonly
used policies are filter-list and VLAN.

Policy Description

filter-list <index> Filter List setting for this User Group
vian VLAN associated with this User Group
Location API

Location APl is a method to send the discovered (Probed) clients list to a specified server address. The
reports are sent as HTTP Post to the HTTP server every interval. The discovered client entries are deleted
from the list if the entry is aged out. The client aging timeout is 2 times of location APl interval
configured. If there are no new probe requests from the client within 2 x location API interval time, then
the client entry will be removed from the list.

Below table lists the fields that are displayed in Configuration > Services > Location API tab:

Table 43: Configure: Services > Location API parameters

Parameters Description Range Default
Enable Provision to enable/disable Location API services. - -
Server Provision to configure HTTP/HTTPs server to send report | 0-65535 -

with the pot number.

Interval Provision to configure custom frequency of information 2-3600 -
to be shared to server.

MAC Avoid populating locally administrated MAC addresses in | - -
Anonymization Location API client list.

To configure the above parameter, navigate to the Configure > Services > Location API tab and provide
the details as given below:

1. Select the Enable checkbox to enable Location API.
2. Enter the HTTP/HTTPs server and port number in the Server textbox.
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3. Enter the interval for Location APl in the Interval textbox.
4. Enable MAC Anonymization checkbox.
5. Click Save.

Figure 37: Configure: Services > Location APl parameters

Location API
Enable
Carvar “onfigure HTTR/HTTPS server with the port number
Interval FE00
MAC Anonymization pore Andaymized MACS
@ Note
w For further details about this feature and sample reference output, go to

https://support.cambiumnetworks.com/files/cnpilot-tech-ref/ and download Wireless
client Presence and Locationing APl document.

Speed Test

Wifiperf is a speed test service available on Enterprise Wi-Fi AP devices. This tool is interoperable with
open source zapwireless tool (https://code.google.com/archive/p/zapwireless/)

The wifiperf speed test can be triggered by using zapwireless tool between two Enterprise Wi-Fi AP or
between Enterprise Wi-Fi AP and with other third-party devices (or PC) that is having zapwireless
endpoint running.

Refer https://code.google.com/archive/p/zapwireless/ to download the zapwireless tool to generate
zapwireless endpoint for third party device (or PC) and zap CLI to perform the test.

In this case, wifiperf endpoint should be enabled in cnPillot AP through Ul shown below.
Table 44 lists the fields that are displayed in the Configuration > Services > Speed Test tab:

Table 44: Configure: Services > Speed Test parameters

Parameters Description Range Default

wifiperf Provision to enable wifiperf functionality. | - Disabled

To configure the above parameter, navigate to the Configure > Services >Speed Test tab. Select Wifiperf
checkbox to enable this functionality.

Figure 38: Configure: Services > Speed Test parameters
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Speed Test

Wi-Fiperf Enable Wi-Fiperf Endpoint €

BT location API

XV3-8/XV2-2T APs with an integrated Bluetooth Low Energy (BLE) radio can detect and locate nearby
BLE devices. This data is then provided via API to third-party applications. Examples of such devices
include smartwatches, battery-based beacons, Apple iBeacons, fitness monitors, and remote sensors.

Organization can create use cases for indoor wayfinding and mapping, asset tracking, and more.

Below table lists the fields that are required for configuring BT Location API.

Table 45: BT Location API parameters

interval

information is updated to destined API server.

Parameters Description Range Default
Location-bt-api | Provision to configure details of destined API server. - -
server

Location-bt-api | Provision to configure the interval at which the BT 2-3600 2

lgnore-
anonymized-
bt-mac

Ignore client BT addresses that are anonymized.

Sending report

After enabling BLE Scanning on AP it will start processing:

1. Convert the scanned data to a JSON array
2. Send that data in one single HTTP/HTTPS POST

In the CLI

To configure the BT Location-API:

BT Location API data elements

Table 46: BT Location API data elements
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Parameters Description

apMac MAC address of the observing AP.

APl Version API| Version applied for particular data format.
AP Name Host name of the observing AP.

Timestamp Observation time in seconds seen by AP.

BT MAC BLE device MAC seen by AP.

UuIiD BLE device UUID seen by AP.

RSSI BLE device RSSI as seen by AP.

HTTP POST body format:

{
u’ap mac’:
‘version’:

‘ap name’ :

2.27,

‘E600-A55AEC’,

*00-04-56-A5-5A-EC’,

‘ble discoverd clients’:{Array of 0-250 devices}

}

Bluetooth API Data Format

{

bt rssi’: u’
bt mac’: 14-8F-21-FD-37-18",
‘bt _uuids’:

‘bt _timestamp’: u’

}

-80 dBm ‘',

Bonjour Gateway

1.8111277

u

Garmin International, Inc. (Oxfelf)\n’,

Bonjour enables automatic discovery of devices such as printers, file servers, and other clients and
services on a local network. Bonjour Gateway feature on Wi-Fi AP extend the scope of bonjour service
beyond the local network by forwarding bonjour Multicast DNS (mDNS) packet across different VLANS,

to make bonjour services/devices available between the different wireless/local networks.

Below table lists the fields that are displayed in Configuration > Services > Bonjour tab:

Table 47: Configure: Services > Bonjour Gateway parameters

Parameters Description Range Default
Enable Provision to enable/disable Bonjour Gateway services. - -

Service Name | Provision for user defined bonjour rule name - -

Proto Select the required mDNS protocol - -
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Parameters Description Range Default

From VLAN VLAN in which mDNS/Bonjour service is running

To VLAN VLAN in which clients are listening -

To configure the above parameter, navigate to the Configure > Services > Bonjour tab and provide the
details as given below:

Select the Enable checkbox to enable Bonjour Gateway.
Enter the Service Name in the textbox.

Select Proto type from the drop-down list.

Select From VLAN and To VLAN from the drop-down list.

Click Save.

ua A N

Figure 39: Configure: Services > Bonjour parameter

Enable

Service Name Prota From VLAN To VLAN

to configure in CLI:

1. Enable Bonjour Gateway on AP.

1. To configure Bonjour rule.
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2. To control mDNS repeated packet to WAN side.

/‘6\ Note
tg 1. By default, mDNS repeated will not send to WAN side .

2. WAN side indicates Eth 1interface, Mesh client interface in case of mesh client mode,
tunnel interfaces like L2GRE, L2TP etc.

Link Aggregation Control Protocol (LACP)

LACP provides ability to group multiple physical ports as a logical port. This logical port is referred as
port-channel and supported only on XV3-8 devices.. LACP is a dynamic protocol used to form and
maintain the Link aggregation between two LACP supported devices.

LACP provides the following benefits:

« |Increased Bandwidth: traffic may be balanced across the member ports to provide increased
aggregate throughput.
e Link redundancy: the LACP bundle can survive the loss of one or more member links.

Configuration:

To Add ethernet to port channels:

Port channel configuration:
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Real Time Location System (RTLS)

Stanley AeroScout Location Engine Premium feature

The Location Engine delivers an accurate and reliable location data for assets and customers with
STANLEY Healthcare Wi-Fi tags. It is an integral component of STANLEY Healthcare's AeroScout RTLS
solutions. The AeroScout Location Engine determines location using signal strength measurements
(RSSI) collected by the Cambium Wi-Fi Access Points, that can simultaneously serve location sensors and
provides network access. AeroScout utilizes a location engine to determine the position of Wi-Fi tags.

From System Release 6.4 onwards, Bluetooth (BLE) tags are supported on XV3-8 and XV2-2T devices.

CLI Configuration:
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Chapter 11: Operations

This chapter describes the following topics:

¢ QOverview
¢ Firmware upgrade

¢ System
« Configuration

Overview

This chapter gives an overview of Enterprise Wi-Fi AP administrative functionalities such as Firmware
update, System, and Configuration.

Firmware upgrade

The running software on the Cambium Enterprise Wi-Fi AP can be upgraded to newer firmware. When
upgrading from the Ul, the user can upload the firmware file from the browser. The same process can be
followed to downgrade the AP to a previous firmware version if required. Configuration is maintained
across the firmware upgrade process.

Note

Once a firmware upgrade has been initiated, the AP should not be rebooted or
power cycled until the process completes, as this might leave the AP inoperable.

@
Warning
x_" | E
= Platform: e410, €510, e430, e600 and €700

e Firmware upgrade should be in HTTTP mode.

e Path to upgrade above platforms to 6.4 Software version.

o Software version 4.2.2 > Software version 6.4

Table 48 lists the fields that are displayed in the Operations > Firmware update tab:

Table 48: Configure: Operations > Firmware update parameters

Parameters Description Range Default

Choose File Provisions to select upgrade file. - -

Upgrade Firmware | Provision to initiate upgrade once file is selected. | - -

To configure the above parameter, navigate to Operations > Firmware update tab and provide the details
as given below:

1. Click Choose File and select the downloaded image file to upgrade the firmware manually.

2. Click Upgrade Firmware and select the downloaded image file to upgrade the firmware
automatically.

You can view the status of upgrade in the Upgrade Status field.
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Figure 40: Configure: Operations > Firmware update parameters

Firmware update

Choose File |No file chosen

Upgrade Status :

System

This section provides multiple troubleshooting tools provided by Enterprise Wi-Fi AP.

Table 49 lists the fields that are displayed in the Operations > System tab:

Table 49: Configure: Operations > System parameters

Parameters Description Range Default
Reboot User will be prompted with Reboot pop-up requesting for reboot. If | — -
Yes, device will go for reboot.
Download User will be prompted with permission to download tech-support - -
Tech from AP. If yes, file will be saved in your default download path
Support configured on your system.
Disconnect All clients connected to both the radios will be terminated by - -
All Clients sending de-authentication packet to each client connected to
radios.
Flash LEDs LEDs on the device will toggle for configured time period. 1-120 10
Factory A pop-up window appears requesting confirmation for factory - -
Default defaults. If yes, device will delete all configuration to factory reset
and reboots.

To configure the above parameter, navigate to Operations > System tab and provide the details as given

below:

1. Click Reboot for rebooting the device.

2. Click Download Tech Support to generate a techsupport from the device and save it locally.

3. Click Disconnect All Clients to disconnect all wireless clients.

4. Select Flash LEDs value from the drop-down list to flash LEDs for the given duration of time.

5. Click Factory Default to delete all configuration on the device.

Figure 41: Configure: Operations > System parameters
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System

10 Flash LED (1-120) seconds

Configuration

The device configuration can either be exported from the device as a text file or imported into the device
from a previous backup. Ensure that when a configuration file is imported onto the device, a reboot is
necessary to activate that new configuration.

Below table lists the fields that are displayed in the Operations > Configuration tab:

Figure 42: Configure: Operations > Configuration parameters

Parameters | Description Range | Default
Export Provision to export configuration of device to default download - -

path configured on system.
Import Provision to import configuration of device. - -

To configure the above parameter, navigate to Operations > Configuration tab and provide the details as

given below:

1. Click Export to export device configuration and save locally to the device.

2. Click Import to import device configuration to the device.

Figure 43: Configure: Operations > Configuration parameters

Configuration
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Chapter 12: Troubleshoot

Overview

This chapter provides detailed information about troubleshooting methods supported by Enterprise Wi-
Fi APs. Troubleshooting methods supported by Enterprise Wi-Fi AP devices are categorized as below:

« Logging
o Debug Logs
o Events

e Rdio Frequency (RF)a
o Wi-Fi Analyzer

o Packet capture
o Performance
o Connectivity
o Speedtest on Access Point

e XIRCON tool support
o XIRCON tool support for Linux 1.0.0.40

Logging

Enterprise Wi-Fi AP devices supports multi-level logging, which will ease to debug issues.

Events

Enterprise Wi-Fi AP devices generates events that are necessary for troubleshooting across various
modules. Below is the list of modules, Enterprise Wi-Fi AP device generates events for troubleshoot.

o Wireless station
o Connectivity
o Configuration updates

« RADIUS
o Authentication

o Accounting
o CoA

¢ Roaming
o Enhanced roaming

« Auto-RF
o Channel change

¢ Reboot
¢ Guest Access

Events are available at Troubleshoot > Logs > Events.
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Figure 44: Troubleshoot > Logs > Events
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= Packet Capture

£5 Unconnected Clients

Debug Logs

Enterprise Wi-Fi AP provisions enhanced debugging of each module as events generated by system and
scope of debugging is limited. Debug logs can be triggered when user click Start Logs and can be
terminated when clicked on Stop Logs. By default, debug logs auto terminate after 1 minute when clicked
on Start Logs.

Debug logs are available at Troubleshoot > Logs > Debug Logs tab.

Figure 45: Troubleshoot > Logs > Debug Logs
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592", "PLoss"™

N

L Spectrum Analyzer

 Connectivity

Radio Frequency (RF)
Wi-Fi Analyzer

This tool provisions customer to scan the channels supported as per regulatory domain and provides
information related to AP’s presence in each channel. Wi-Fi analyzer graphs are available in two modes:

¢ Interference
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This tool shares more information of each channel as below:

o Noise
o Interference measured in RSSI
o List of top 64 neighbor APs

e Number of APs

This tool shares more information of each channel as below:

o Noise
o Number of neighbor APs
o List of top 64 neighbor APs

Channel analyzer is available at Troubleshoot > Wi-Fi Analyzer > Interference Mode.

Figure 46: Troubleshoot > Wi-Fi Analyzer > Interference Mode

(@ cambium Networks=  CnPlot E400 - E400-AFA308 OReboot & Logout
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& Connectivity Select chart display ® Interierence © Number of APs

= Packet Capture
Displaying top 64 APs by interference

Slogs
ssiD ~ | Mac Address ~ | Channel v | SNR(@B) ~ Manufacturer

S5 Unconnected Clients WiFiChoupal 00-04-56-91-5C-F2 % 0 Cambium
thigden] 00-04-56-91-5C-F0 % 39 Cambium
mesn 58-CITA-DI-E-FO % £ Cambium
11-nj-gambit-hotpsot 00-04-56-BF-6A-F0 % £ Cambium
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XWF-CAMBIUM 00-04-56-BD-7F-CO ) “ Cambium
XWF-LIGOWAVE 00-04-56-BD-7F-C1 ) 3 Cambium
XWF-FL-AP 00-04-56-BD-7F-C2 ) 3 Cambium
1@#mesim 00-04-56-91-32-10 Y ) Cambium
XWF-MESH-CLIENT-AP 00-04-56-85-90-31 ) £ Cambium

Channel analyzer is available at Troubleshoot > Wi-Fi Analyzer > Number of APs Mode:
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Figure 47: Troubleshoot > Wi-Fi Analyzer > Number of APs Mode

cnPilot E400 - E400-AFA:

(@ cambium Networks

L Dashboard

@ Moritor -

# Configure -

2« comy

&

= Pacet Capture:

Stoss

S5 Unconnected Clients

Packet capture

Allows the administrator to capture packets from the APs Ul, cnMaestro Ul, or XMS-Cloud. The
administrator can filter the packets being captured by specifying a particular MAC address, |IP address,
and port number. The user can trigger packet capture on one or more interfaces, simultaneously view the
progress of the capture. The user can also download the captured pcap file on completion.

Enterprise Wi-Fi AP device allows packet capture on following interfaces:

o Ethernet

« Radio

* Wireless LAN
« VLAN

e« SSID

« TUNNEL

« BRIDGE

Multiple options of filtering are provided and is available Troubleshoot > Packet Capture page:
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Figure 48: Troubleshoot > Packet Capture page
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Packet Capture Result

# Interface Status Count Duraticn Size Channel Filename Filter StartTime EndTime Action
1 | ethl -4 running 143 14/120 21KB/10MB NA XV3-8-ECTT08-eth1.pcap 27-08-2021 18:01:26 u

Speedtest on Access Point

Speedtest can be used to measure speed across the WAN to Cambium hosted servers. The CLI output
displays uplink and downlink speed in Mbps. You can also host your own server in your data center and
measure bandwidth to it using ETSI option and specifying the URL. The server software can be obtained
from the LibreSpeed project https://github.com/librespeed/speedtest.

Configuration:

Syntax:
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Connectivity

This tool helps to check the accessibility of remote hosts from Enterprise Wi-Fi AP device. Three types of
tools are supported under this category:

¢ Ping

¢ DNS Lookup
« Traceroute

Table 50: Troubleshoot: Connectivity

Parameters Description Range Default

Ping

IP Address or Provide IPv4 address or Hosthame to validate the reachability | - -

Hostname of the destined Host.

Number of Provide number of request packets that are required to be 1-10 3

Packets transmitted to validate the reachability of destined Host.

Buffer Size Configure ICMP packet size. 1-65507 | 56

Ping Result Displays the ICMP results. - -

DNS Lookup

Host Name Provide Hosthame whose IP must be resolved. - -

DNS Test Result | Displays the IP’s that are associated with configured - -
Hostname.

Traceroute

IP Address or Provide IPv4 address or Hosthame to validate the reachability | - -

Hostname of the destined Host.

Fragmentation Provision to allow or deny fragment packets. - Off

Trace Method Provision to configure payload mechanism to check the - ICMP
reachability of destined IPv4/Hostname. Echo

Display TTL Provision to customize TTL display. - On

Verbose Provision to display the output of traceroute. - On

Traceroute Displays the output of traceroute command. - -

Result

To configure the above parameter, navigate to the Troubleshoot > Connectivity tab and provide the
details as given below:

To configure Ping:

1. Select Test type from the drop-down list.

2. Enter IP address or Hostname in the textbox.

3. Enter the Number of Packets in the textbox.
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4.

5.

Select Buffer Size value from the drop-down list.

Click Start Ping.

To configure DNS Lookup:

1.

2.

Enter the Hostname in the textbox.

Click DNS Test.

To configure Traceroute:

1.

2.

5.

6.

Enter IP address or Hostname in the textbox.
Click Fragmentation to ON/Off.

Select Trace Method to either ICMP Echo/UDP.
Click Display TTL to ON/Off.

Click Verbose to ON/Off.

Click Start Traceroute.

Figure 49: Troubleshoot > Connectivity > Ping

Troubleshoot | Connectivity

Test Type : Ping

IP Address or Hostname : www.google.com
Number of Packets : 3

Buffer Size : 56

Ping Result

PING www.google.com (216.58.197.68): 56 data bytes

64 bytes from 216.58.197.68: seg=0 ttI=56 time=7.428 ms
64 byies from 216.58.197.68: seq=1 ttI=56 time=7.131 ms
64 bytes from 216.58.197.68: seq=2 ttI=56 time=7.359 ms

-— WWW.google.com ping statistics ---
J packets transmitted, 3 packets received, 0% packet loss
round-trip min/avgimax = 7.131/7.306/7.428 ms

Min = 1, Max = 10

Min = 1, Max = 65507
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Figure 50: Troubleshoot > Connectivity > DNS Lookup
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Figure 51: Troubleshoot: Connectivity > Traceroute
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XIRCON tool support

The Xirrus console (Xircon) is a necessary tool for daily management, troubleshooting, and testing. Xirrus
customers and field engineers used them for initial configuration, troubleshooting individual AP
problems, changing IP addresses, and recovering units that would not boot. Since Cambium Networks
acquired Xirrus and we expect the XV series APs to be deployed along with legacy Xirrus APs, limited
Xircon support is added to the XV series APs.

The name "Xircon" refers to the feature in general, including the AP functionality, the communication
protocol, and the client software used for discovering and controlling Xirrus APs.

Xircon detects APs by listening for Xircon beacon packets. These packets are sent via UDP to a
defined port and multicast address. This is the existing Multicast beacons sent by AOS.

Control is established over unicast UDP on a different port from discovery. Only one client device
can control an AP at any given time.

Individual packets are RC4 encrypted. The payload includes a hash to ensure that any tampering
or packet corruption is detected, and the packet discarded.

Starting with System release 6.2, Enterprise Wi-Fi APs can be detected by Xirrus AOS APs and the
Xircon client. It is not possible to establish a Xircon console connection to XV series APs - for that
identify the IP address from Xircon and use standard SSH to connect.

XIRCON tool support for Linux 1.0.0.40

XIRCON tool support for Linux 1.0.0.40 has been added which is used to discover APs in the network, If
IP address is not known.
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Chapter 13: Management Access

This chapter describes different methods of authenticating users to access device Ul. Following are the
authentication methods supported by Enterprise Wi-Fi AP devices:

e Local authentication

¢ SSH-Key authentication
« RADIUS authentication

Local authentication

This is the default authentication mode enabled on device. Only one username is supported which is
“admin”. Default password for “admin” username is “admin”. User has provision to configure/update
password.

Device configuration

Below figure shows how to configure/update default password of admin user.
1. Under Management, enter Admin Password.
2. Click Save.

Figure 52: Configure/update default password of admin user

i - - ®Reboot @ Logout
@ Cambium Networks®  CnPilot E400 - E400-AFA308
Configure / System
Ll Dashboard
System
@ Monitor ~
Name E400-AFA308 Hostname of the device (max 64 characters)

# Configure ~ Location Location where this device is placed (max 64 characters)

& System Contact Contact information for the device (max 64 characters)

Country-Code India v For appropriate regulatory configuration
¥ Radio
Placement  ©® Indoor © Outdoor Configure the AP placement details
= WLAN
LED @ Whether the device LEDs should be ON during operation
< Network LLDP Whether the AP should transmit LLDP packets
& Services
Management
3= Operations
AdMin Password  seeesesseses Configure password for authentication of GUI and CLI sessions
& Troubleshoot ~ Autopilot  Default + | Autopiot Management of APs
Telnet Enable Telnet access to the device CLI

SSH @ Enable SSH access to the device CLI

SSH Key Use SSH keys instead of password for authentication

HTTP @ Enable HTTP access to the device GUI

HTTP Port 80 Port No for HTTP access to the device GUI(1-65535)

SSH-Key authentication

SSH keys are also used to connect remote machines securely. They are based on the SSH cryptographic
network protocol, which is responsible for the encryption of the information stream between two
machines. Ultimately, using SSH keys user can connect to remote devices without even entering a
password and much more securely too. SSH works based on “public-key cryptography”. For simplicity,
let us consider that SSH keys come in pairs. There is a private key, that is safely stored to the home
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machine of the user and a public key, which is stored to any remote machine (AP) the user wants to
connect. So, whenever a user initiates an SSH connection with a remote machine, SSH first checks if the
user has a private key that matches any of the public keys in the remote machine and if not, it prompts
the user for password.

Device configuration

SSH Key based access method can be configured on device using standalone AP or from cnMaestro.
Navigate to System > Management and configure the following:

1. Enable SSH checkbox.
2. Provide Public key generated from steps described in SSH key generation section.

Figure 53: System > Management

@ Cambium Networks-  CNPilot E400 - E400-AFA308 ®Reboot @ Logout

Configure / System

Ll Dashboard

B System

& Monitor ~

Name  E400-AFA308 Hostname of the device (max 64 characters)
4% Configure ~ . "

Location Losation where this device is placed (max 64 characters)
[ System Contact fovice (max 64 characters)
¥ Radio Country-Code India v
Placement  ® Indoor © Outdoor C
= WLAN
LED @ Whether the device LEDs
e LLDP Whether the AP should trar ets
= services
Management
= Operations
AQRIN PASSWOD  wueseeaeenes Configure password for authentication of GUI and CLI sessions

# Troubleshoot ~ Autopilot  Default v|  Autopilot Management of APs

Telnet Enable Telnet access to the device CLI

SSH @ Enable SSH access (o the device CLI
SSHKey Use SSH keys instead of password for authentication
HTTP @ Enable HTTP acoess to the device GUI
HTTPPOlt 50 Port No for HTTP access to the device GUI(1-65535)

HTTPS @ Enable HTTPS access to the device GUI

HTTPSPort 443 Port No for HTTPS acsess to the device GUI(1-65535)

SSH key generation

Windows

PUTTY tool can be used to generate both Public and Private Key. Below is a sample demonstration of
configuring Enterprise Wi-Fi AP device and logging using SSH Key via Ul.

1. Generate a key pair in PUTTY Key Generator (Chapter 13) and save private and public key as
shown in Figure 55.

Figure 54: Generating public/private Key
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E® PUTTY Key Generator ? X B PUTTY Key Generator ? x
File Key Conversions Help Eile Key Conyersions Help
Key =
Please generate some randomness by moving the mouse over the blank area. N key
Actions Actions
Generate a public/private key pair Generate Generate a public/private key pair
Load an existing private key file Load Load an existing private key file Load
Save the generated key Save public key Save private key Save the generated key Save public key Save private key
Parameters Parameters
Type of key to generate: Type of key to generate:
RSA DSA ECDSA ED25519 SSH-1(RSA) @RSA (ODSA (O ECDSA (OED25519 () SSH-1(RSA)
Number of bits in a generated key: 2048 Number of bits in a generated key:

2. Save the Public key and Private key once key pair is generated as shown in Figure 55.

Figure 55: Public and Private Key

BE® PuTTY Key Generator ? X
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa A
AAAABINZaC 1lyc2EAAAABIQAAAQE AL Zym 83 TiwRgVGSVich TvpewFbv UZeL1D2cal
oVaxt AZJBdBADICFsi 7uMIid AyDZP FzLOCY ZatvlrM+e96XRh SPx 8eC

+gLG4C/N2P/G

+vSHsKYYEYpVK4wuhzSdILFhVJ/m1 TRnZr'VADVik VS 306 UI222uQUSBOsSRESVAM v
Key fingerprint: |sshsa 2048 02:9:02baf3:% 74b1:5d dc:93:c0.d2:d233: 00 |
Key comment: [rsakey-20170405 }
Keypassphvase: | |
Corfim passpivase: | |
Actions

Generate a public/private key pair
Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:
@®RSA O DSA (O ECDSA (OED25513 (O SSH-1(RSA)

Number of bits in a generated key:

3. Save the Public key generated in step above as described in Device configuration section.

4. Login to device using Private key generated above with username as “admin”.

Linux

If using a Linux PC and SSH from the Linux host, then you can generate the keys with the following steps:
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1. Generate key pair executing below command on Linux console as shown in Figure 56.

Figure 56: Public Key location path

2. The Public key is now located in PATH mentioned in Figure 56.
« PATH = “Enter the file to which to save the key”

3. The private key (identification) is now saved in PATH as mentioned in Figure 57.
o PATH = “Your identification has saved in <>”

Figure 57: Private Key saved path

4. Save the Public key generated in step above as described in Device configuration section.

5. Login to device using Private key generated above with username as “admin”.
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RADIUS authentication

Device management access using RADIUS authentication allows multiple users to access using unique
credentials and is secured.

Device configuration

Management access using RADIUS authentication method can be configured on device using standalone
AP or from cnMaestro. Navigate to System > Management and configure the following:

1. Enable RADIUS Mgmt Auth checkbox.

2. Configure RADIUS IPv4/Hostname and shared secret in RADIUS Server and RADIUS Secret
parameters respectively.

3. Click Save.

Figure 58: System > Management: RADIUS Server and RADIUS Secret parameters

(f. Cambium Networks: cnPilot E400 - E400-AFA308 OReboot @ Logout
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System
& Monitor ~
Name E400-AFA308
Configure ~
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= wLaN
1=
& Network LLop
= Sernvices
Management
3= Operations
Admin Password and GLi sessions
4 Troubleshoot ~ Autopilot Default v
Telnet
SSH

stead of password

SSHKey
HTTP @ Enable HTTP access to the device GUI

HTTPPort 80 Port No for HTTP access t the device GUI(1-65535)

HTTPS @ Enabie HTTPS access to the device GUI

HTTPSPort 443 Port No for HTTPS access to the device GUI(1-65535)

RADIUS Mgmt Auth Enable RADIUS authe

RADIUS Server

RADIUS Secret

4. Login to device using appropriate credentials as shown in below figure.

Figure 59: Ul Login page

Login
& bob
Q&  eeeed
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Chapter 14: Guest Access Portal-
INTERNAL

Introduction

Guest Access Portal services offers a simple way to provide secure access to internet for users and
devices using a standard web browser. Guest access portal allows enterprises to offer authenticated
access to the network by capturing and re-directing a web browsers session to a captive portal login
page where the user must enter valid credentials to be granted access to the network.

Modes of Captive Portal Services supported by Enterprise Wi-Fi AP devices:
« Internal Access: Captive Portal server is hosted on access point and is local to access point.

« External Access: Enterprise Wi-Fi AP is integrated with multiple third-party Captive Portal services
vendor. Based on the vendor, device needs to be configured. More details on this Guest Access Portal
method is described in Chapter 15.

e cnMaestro: Captive Portal services are hosted on cnMaestro where various features like Social login,
Voucher login, SMS login and Paid login is supported. More details on this Guest Access Portal method
is described in Chapter 16.

o EasyPass: EasyPass Access Services enable you to easily provide secure and controlled access to
users and visitors on your Wi-Fi network.

Here in this chapter we will brief about Internal Captive Portal services supported by Enterprise Wi-Fi
APs. The following figure displays the basic topology of testing Internal Captive Portal Service.

Chapter 14: Guest Access Portal- INTERNAL 148



Figure 60: Topology

Access RADIUS
- Paint Server
. 4

HTTP Request >

Login/Splash page

€
Login with credentials >
{Password, voucher etc)
RADIUS/LDAP
= Welcome page

Apply Policies:
Session-Timeout,

Rate-Limit etc

Configurable parameters

Below figure displays multiple configurable parameters supported for Internal Guest Access hosted on
AP. Access Policy - Clickthrough
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Figure 61: Configure: WLAN > Guest Access > Internal Access Point parameter

Enable
Portal Mode

Access Policy

Redirect Mode

Redirect Hostname

Title

Contents

Terms

Logo

Background Image

Success Action
Success message
Redirect

Redirect User Page

Proxy Redirection Port
Session Timeout

Inactivity Timeout

MAC Authentication Fallback

Extend Interface

Basic Radius Server Usage Limits Scheduled Access Access Passpoint

) External Hotspot O cnMaestro O XMS/Easypass

O] Clickthrough  Splash-page where users accept terms & conditions to get on the network
O Radius Splash-page with username & password, authenticated with a RADIUS server
O LDAP  Redirect users to a login page for authentication by a LDAP server

Local Guest Account  Redirect users to a login page for authentication by local guest user account

®HTTP  Use HTTP URLs for redirection
OHTTPS  Use HTTPS URLs for redirection

Redirect Hostname for the splash page (up to 255 chars)
Title text in splash page (up fo 255 chars)
Main contents of the splash page (up to 255 chars)

Terms & conditions displayed in the splash page (up to 255 chars)

Eg: http://domain.com/logo.png
Logo to be displayed on the splash page

Eg: http://domain.com/backgroundimage.jpg

Background image fo be displayed on the splash page

® Internal Logout Page O Redirect user to External URL O Redirect user to Original URL

HTTP-only Enable redirection for HTTP packets only

1.1.1.1

Configure IP address for redirecting user to guest portal splash page

Port number(1 to 65535)
28800 Session time in seconds (60 ta 2592000)
1800 Inactivity fime in seconds (60 fo 2592000)
[J Use guest-access only as fallback for clients failing MAC-authentication

Configure the inferface which is extended for guest access

Delete

Access policy

e Click through

When this policy is selected, user will get a login page to accept “Terms and Conditions” to get
access to network. No additional authentication is required.
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Splash page
Title

You can configure the contents of splash page using this field. Contents should not exceed more than
255 characters.

Contents

You can configure the contents of splash page using this field. Contents should not exceed more than
255 characters.

Terms and conditions

Terms and conditions to be displayed on the splash page can be configured using this field. Terms and
conditions should not exceed more than 255 characters.

Logo

Displays the logo image updated in URL http(s)://<ipaddress>/<logo.png>. Either PNG or JPEG format
of logo are supported.

Background image

Displays the background image updated in URL http(s)://<ipaddress>/background>/<image.png>.
Either PNG or JPEG format of logo are supported.

Redirect parameters

Redirect hostname

User can configure a friendly hostname, which is added in DNS server and is resolvable to Enterprise Wi-
Fi AP IP address. This parameter once configured will be replaced with IP address in the redirection URL
provided to wireless stations.

Success action

Provision to configure redirection URL after successful login to captive portal services. User can
configure three modes of redirection URL:

« Internal logout Page
After successful login, Wireless client is redirected to logout page hosted on AP.
« Redirect users to external URL
Here users will be redirected to URL which we configured on device as below:
e Redirect users to Original URL

Here users will be redirected to URL that is accessed by user before successful captive portal
authentication.

Figure 62: Success action
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Success Action ® Internal Logout Page ' Redirect user to External URL © Redirect user to Original URL

Redirect

By default, captive portal redirection is trigger when user access either HTTP or HTTPs WWW. If enabled,

redirection to Captive Portal Splash Page is triggered when a HTTP WWW is accessed by end user.

Figure 63: Redirect

Redirect ¢/ HTTP-only Enable redirection for HTTP packets only

Redirect Mode

There are two redirect modes available:

e HTTP Mode
When enabled, AP sends a HTTP POSTURL to the client.

e HTTP(s) Mode
When enabled, AP sends HTTPS POST URL to the client

Success message

This we can configure so that we can display success message on the splash page after successful
authentication

Figure 64: Success Message

Success message

Timeout

Session

This is the duration of time which wireless client will be allowed internet after guest access
authentication.

Figure 65: Configure: WLAN > Guest Access > Session timeout

Session Timeout 28800 Session time in seconds (60 to 2592000)

Inactivity

This is the duration of time after which wireless client will be requested for re-login.
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Figure 66: Configure: WLAN > Guest Access > Inactivity timeout

Inactivity Timeout 1800 Inactivity time in seconds (60 to 2592000)

Whitelist

Provision to configure either Ips or URLs to bypass traffic, therefor user can access those Ips or URLs
without Guest Access authentication.

Configuration examples

This section briefs about configuring different methods of Internal Guest Access captive portal services
hosted on AP.
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Access Policy - Clickthrough

Configuration
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O LDAP  Redirect users to a login page for authentication by a LDAP server

O Local Guest Account  Redirect users to a login page for authentication by local guest user account

@ HTTP  Use HTTP URLS for redirection
OHTTPS  Use HTTPS URLs for redirection

Redirect Hostname for the splash page (up to 255 chars)
Title text in splash page (up to 255 chars)
Main contents of the splash page (up to 255 chars)

Terms & conditions displayed in the splash page (up to 255 chars)

Eg: http://domain.com/logo.png
Logo to be displayed on the splash page

Eg: http://domain.com/backgroundimage.jpg
Background image to be displayed on the splash page

@® Internal Logout Page O Redirect user to External URL O Redirect user to Original URL

HTTP-only  Enabie redirection for HTTP packets only

1.1.1.1

Configure IP address for redirecting user to guest portal splash page

Peort number(1 to 65535)
28800 Session time in seconds (60 to 2592000)
1800 Inactivity time in seconds (60 to 2592000)
O use guest-access only as fallback for clients failing MAC-authentication

Configure the interface which is extended for guest access
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Authentication - redirected splash page

Cambium
@ Networks

Welcome to Cambium
Networks

Free Wi-Fi Hotspot Services
Terms and Agreement

You hereby expressly -
acknowledge and agree that

there are significant security,
privacy and confidentiality risks
inherent in accessing or
transmitting information through

the internet.

Successful login - redirected splash page

Cambium
((. Networks

Welcome to Cambium
Networks

Welcome to Cambium
Powered Hotspot

You are free to Use Wi-Fi services

Session time remaining: 07:59:54
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Chapter 15: Guest Access Portal-
EXTERNAL

Introduction

Guest access WLAN is designed specifically for BYOD (Bring your own device) setup, where large
organizations have both staff and guests running on same WLAN or similar WLANs. Cambium Networks
provides different options to the customers to achieve this based on where the captive portal page is
hosted and who will be validating and performing authentication process.

External Hotspot is a smart Guest Access provision supported by Enterprise Wi-Fi AP devices. This
method of Guest Access provides a flexibility of integrating an external 3rd party Web/Cloud hosted
captive portal, fully customized. More details on third party vendors who are integrated and certified with
Cambium are listed in the URL https://www.cambiumnetworks.com/wifi_partners/.

Configurable parameters

Figure 67 displays multiple configurable parameters supported for External Guest Access hosted on AP.
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Figure 67: Configure: WLAN > Guest Access > External Access Point parameter
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O LDAP  Redirect users to a login page for authentication by a LDAP server

O Local Guest Account  Redirect users to a login page for authentication by local guest user account

@ HTTP  Use HTTP URLs for redirection
OHTTPS  Use HTTPS URLS for redirection

Redirect Hostname for the splash page (up to 255 chars)

O

Eg: http://external.com/login.html
URL of external splash page

]

Standard “ External Portal Type Standard/XWF

® Internal Logout Page O Redirect user to External URL O Redirect user to Original URL

O Client IP  include IP of client in the redirection url query strings
O RSSI  Include rssivalue of client in the redirection url query strings
D AP Location Include AP Location in the redirection url query strings

HTTP-only Enable redirection for HTTP packets only

1.1.1.1

Configure IP address for redirecting user to guest portal splash page
Port number(1 to 65535)
28800 Session time in seconds (60 to 2592000)
1800 Inactivity time in seconds (60 to 2592000)
O Use guest-access only as fallback for clients failing MAC-authentication

Configure the interface which is extended for guest access

e -

White List Captive Portal Bypass User Agent

IP Address or Domain Name

v Action

4 < |1 G 10 v|items per page

Access policy

Click through:
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When this policy is selected, user will get a login page to accept “Terms and Conditions” to get access to
network. No additional authentication is required.

WISPr

WISPr clients external server login
Provision to enable re-direction of guest access portal URL obtained through WISPr.

External portal post through cnMaestro

This is required when HTTPS is only supported by external guest access portal. This option when enabled
minimizes certification. Certificate is required to install only in cnMaestro On-Premises.

@ Note
m This feature is supported only for cnMaetro On-Premises.

External portal type

Only standard mode configuration is supported by Enterprise Wi-Fi AP products.

Standard

This mode is selected, for all third-party vendors whose Guest Access services is certified and integrated
with Enterprise Wi-Fi AP products.

Redirect parameters

Success action

Provision to configure redirection URL after successful login to captive portal services. User can
configure three modes of redirection URL:

« Internal logout Page
After successful login, Wireless client is redirected to logout page hosted on AP.

e Redirect users to external URL

Here users will be redirected to URL which we configured on device as below:

e Redirect users to Original URL

Here users will be redirected to URL that is accessed by user before successful captive portal
authentication.

Figure 68: Success action

Success Action ® Internal Logout Page - Redirect user to External URL ‘- Redirect user to Original URL

Redirect

By default, captive portal redirection is trigger when user access either HTTP or HTTPs WWW. If enabled,
redirection to Captive Portal Splash Page is triggered when a HTTP WWW is accessed by end user.
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Figure 69: Redirect

Redirect @ HTTP-only Enable redirection for HTTP packets only

Redirect mode

There are two redirect modes available:
e HTTP Mode
When enabled, AP sends a HTTP POSTURL to the client.

¢ HTTP(s) Mode
When enabled, AP sends HTTPS POST URL to the client

Success message

This we can configure so that we can display success message on the splash page after successful
authentication

Figure 70: Success Message

Success message

Timeout

Session

This is the duration of time which wireless client will be allowed internet after guest access
authentication.

Figure 71: Configure: WLAN > Guest Access > Session timeout

Session Timeout 28800 Session time in seconds (60 to 2592000)

Inactivity

This is the duration of time after which wireless client will be requested for re-login.

Figure 72: Configure: WLAN > Guest Access > Inactivity timeout

Inactivity Timeout 1800 Inactivity time in seconds (60 to 2592000)
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Whitelist

Provision to configure either Ips or URLs to bypass traffic, therefor user can access those Ips or URLs
without Guest Access authentication.

Configuration examples

This section briefs about configuring different methods of External Guest Access captive portal services
hosted on AP.
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Access Policy - Clickthrough

Configuration

Enable
Portal Mode

Access Policy

Redirect Mode

Redirect Hostname
WISPr Clients External Server
Login

External Page
URL

External Portal Post Through
cnMaestro

External Portal Type
Success Action
Success message

Redirection URL Query String

Redirect

Redirect User Page

Proxy Redirection Port
Session Timeout

Inactivity Timeout

MAC Authentication Fallback

Extend Interface

Basic Radius Server Usage Limits Scheduled Access Access Passpoint

=]

O Internal Access Poin{® External Hotspot|O enMaestro O XMS/Easypass
@ Clickthrough| Splash-page where users accept terms & conditions to get on the network

ORadius  Splash with & password, auth d with a RADIUS server
OLDAP  Redirect users to a login page for authentication by a LDAP server

O Local Guest Account Redirect users to a login page for authentication by local guest user account

@ HTTP  Use HTTP URLs for redirection
OHTTPS  Use HTTPS URLS for redirection

Redirect Hostname for the splash page (up to 255 chars)

=]

Eg: http://external.com/login.htmi

URL of external splash page
a

Standard v External Portal Type Standard/XWF

@ Internal Logout Page O Redirect user to External URL O Redirect user to Original URL

(O Client IP  Include IP of client in the redirection url query stiings
(ORSSI Include rssi value of client in the redirection url query strings
AP Location  Include AP Location in the redirection uri query strings

HTTP-only  Enable redirection for HTTP packets only

1.1.1.1

Configure IP address for redirecting user to guest portal splash page

Port number(1 to 65535)
28800 Session time in seconds (60 to 2592000)
1800 Inactivity time in seconds (60 to 2592000)
O use guest-access only as fallback for clients failing MAC-authentication

Configure the interface which is extended for guest access

E Cancel

m Captive Portal Bypass User Agent

IP Address or Domain Name

IP Address | Domain Name ~  Action

l« < 1 11>l 10 v items per page

Delete
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Authentication - redirected splash page

Lo

Cambium Networks

Welcome to Cambium Network

Choose how to access our WiFi network

Enjoy Wi-Fi Services

Powered by Cambium Networks

British English v
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Successful Login - redirected splash page

fa ce b o o k Create New Account

Log in to Facebook

Password

Forgotten account? - Sign up for Facebook

Not now

English (UK) B=,3 ) T8I 8enth B sulh 0RIWIBo el Aowudl FAmd | 4
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Chapter 16: Guest Access - cnMaestro

Cambium supports end-to-end Guest Access Portal services with combination of Enterprise Wi-Fi AP
and cnMaestro. cnMaestro supports various types of authentication mechanism for wireless clients to
obtain Internet access. For further information about Guest Access Portal:

For On-Premises, go to https://support.cambiumnetworks.com/files/cnmaestro/ and download
latest cnMaestro On-Premises User Guide.

« For cnMaestro Cloud, go to cnMaestro Cloud User Guide.
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Chapter 1/7: Device Recovery Methods

Factory reset via ‘RESET’ button

Table 51: Factory reset via RESET button

Access Procedure LED Indication

Point

XV3-8 Press and hold Reset button for 15 Both LEDs will be OFF and turned onto
seconds Amber

XV2-2 Press and hold Reset button for 15 Both LEDs will be OFF and turned onto
seconds Amber

XV2-2T Press and hold Reset button for 15 Both LEDs will be OFF and turned onto
seconds Amber

XE3-4 Press and hold Reset button for 15 Both LEDs will be OFF and turned onto
seconds Amber

e410 Press and hold Reset button for 25 LED will be OFF and turned onto Amber
seconds

e510 Press and hold Reset button for 20 Both LEDs will be OFF and turned onto
seconds Amber

e430 Press and hold Reset button for 25 LED will be OFF and turned onto Amber
seconds

e600 Press and hold Reset button for 20 LED will be OFF and turned onto Amber
seconds

e700 Press and hold Reset button for 25 Both LEDs will be OFF and turned onto
seconds Amber

Boot partition change via power cycle

Table 52: Boot partition change via power cycle

Access Point

Procedure

XV3-8 Follow power ON and off for 9 times with interval of 120 Sec (ON) and 5 Sec (OFF)
XV2-2 Follow power ON and off for 9 times with interval of 120 Sec (ON) and 5 Sec (OFF)
XV2-2T Follow power ON and off for 9 times with interval of 120 Sec (ON) and 5 Sec (OFF)
XE3-4 Follow power ON and off for 9 times with interval of 120 Sec (ON) and 5 Sec (OFF)
e410 Follow power ON and off for 9 times with interval of 15 Sec (ON) and 5 Sec (OFF)
e510 Follow power ON and off for 9 times with interval of 15 Sec (ON) and 5 Sec (OFF)
e430 Follow power ON and off for 9 times with interval of 15 Sec (ON) and 5 Sec (OFF)
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Access Point

Procedure

e600

Follow power ON and off for 9 times with interval of 7 Sec (ON) and 5 Sec (OFF)

e700

Follow power ON and off for 9 times with interval of 15 Sec (ON) and 5 Sec (OFF)

Chapter 17: Device Recovery Methods

166



Glossary

Term Definition

AP Access Point Module. One module that distributes network or Internet services to
subscriber modules.

API Application Program Interface

ARP Address Resolution Protocol. A protocol defined in RFC 826 to allow a network element
to correlate a host IP address to the Ethernet address of the host.

BHM Backhaul Timing Master (BHM)- a module that is used in a point to point link. This
module controls the air protocol and configurations for the link.

BHS Backhaul Timing Slave (BHS)- a module that is used in a point to point link. This module
accepts configuration and timing from the master module.

BT Bluetooth

DFS See Dynamic Frequency Selection

DHCP Dynamic Host Configuration Protocol defined in RFC 2131. Protocol that enables a
device to be assigned a new IP address and TCP/IP parameters, including a default
gateway, whenever the device reboots. Thus, DHCP reduces configuration time,
conserves IP addresses, and allows modules to be moved to a different network within
the system.

Ethernet Any of several |IEEE standards that define the contents of frames that are transferred

Protocol from one network element to another through Ethernet connections.

FCC Federal Communications Commission of the U.S.A.

GPS Global Positioning System. A network of satellites that provides absolute time to
networks on earth, which use the time signal to synchronize transmission and reception
cycles (to avoid interference) and to provide reference for troubleshooting activities.

Ul User interface.

HTTP Hypertext Transfer Protocol, used to make the Internet resources available on the
World Wide Web.

HTTPS Hypertext Transfer Protocol Secure

HT High Throughput

IP Address 32-bit binary number that identifies a network element by both network and host. See
also Subnet Mask.

IPv4 Traditional version of Internet Protocol, which defines 32-bit fields for data transmission.

LUID Logical Unit ID. The final octet of the 4-octet IP address of the module.

LLDP Link Layer Discovery Protocol

LACP Link Aggregation Control Protocol

MAC Media Access Control address. The hardware address that the factory assigns to the

Address
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Term Definition
module for identification in the Data Link layer interface of the Open Systems
Interconnection system. This address serves as an electronic serial number.
Maximum The cap applied to the bandwidth of an SM or specified group of SMs. In the Cambium
Information implementation, this is controlled by the Sustained Uplink Data Rate, Uplink Burst
Rate (MIR) Allocation, Sustained Downlink Data Rate, and Downlink Burst Allocation parameters.
MIB Management Information Base. Space that allows a program (agent) in the network to
relay information to a network monitor about the status of defined variables (objects).
MIR See Maximum Information Rate.
PPPoE Point to Point Protocol over Ethernet. Supported on SMs for operators who use PPPoE

in other parts of their network operators who want to deploy PPPOE to realize per-
subscriber authentication, metrics, and usage control.

Proxy Server

Network computer that isolates another from the Internet. The proxy server
communicates for the other computer, and sends replies to only the appropriate
computer, which has an IP address that is not unique or not registered.

SLA

Service Level Agreement

VLAN

Virtual local area network. An association of devices through software that contains
broadcast traffic, as routers would, but in the switch-level protocol.

VPN

Virtual private network for communication over a public network. One typical use is to
connect remote employees, who are at home or in a different city, to their corporate
network over the Internet. Any of several VPN implementation schemes is possible. SMs
support L2TP over IPSec (Level 2 Tunneling Protocol over IP Security) VPNs and PPTP
(Point to Point Tunneling Protocol) VPNs, regardless of whether the Network Address
Translation (NAT) feature enabled.

VHT

Very High Throughput
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Cambium Networks

Cambium Networks delivers wireless communications that work for businesses, communities, and cities

worldwide. Millions of our radios are deployed to connect people, places and things with a unified
wireless fabric that spans multiple standards and frequencies of fixed wireless and Wi-Fi, all managed
centrally via the cloud. Our multi-gigabit wireless fabric offers a compelling value proposition over
traditional fiber and alternative wireless solutions. We work with our Cambium certified
ConnectedPartners to deliver purposebuilt networks for service provider, enterprise, industrial, and
government connectivity solutions in urban, suburban, and rural environments, with wireless that just

works.

Support website

https://support.cambiumnetworks.com

Support enquiries

Technical training

https://learning.cambiumnetworks.com

Main website

http://www.cambiumnetworks.com

Sales enquiries

solutions@cambiumnetworks.com

Telephone number list

http://www.cambiumnetworks.com/contact-us/

User Guides

http://www.cambiumnetworks.com/guides

Address

Cambium Networks Limited,
Unit B2, Linhay Business Park,
Eastern Road,

Ashburton,

Devon, TQ13 7UP

United Kingdom

@ Cambium Networks™

www.cambiumnetworks.com

Cambium Networks and the stylized circular logo are trademarks of Cambium Networks, Ltd. All other

trademarks are the property of their respective owners.

Copyright © 2021 Cambium Networks, Ltd. All rights reserved.
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