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Copyrights
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Introduction

This section includes the following topics:

e Overview
e Quick Start
e Ul Navigation

e Architecture

e Device Onboarding

e High Avaliability

Overview

cnMaestro On-Premises is a standalone version of cnMaestro Cloud that can be installed in a customer’s data
center. Its functionality is nearly identical to Cloud - though compacted into a single package executed on a
virtual machine. The primary features of both products include:

Table 1: cnMaestro Features

Feature Description

60 GHz cnWave
Network
Onboarding and
Configuration

Manages 60 GHz cnWave Networks added to your account.

Advanced
Troubleshooting

Displays tower-to-edge status in a single graphic, view Wi-Fi client details and health, and
troubleshoot client connectivity directly on the AP.

Configuration
(Wireless LAN)

AP Group Aggregate Wireless LAN AP statistics by configuration group.
Dashboard
AP Groups AP Groups supports configuration of all Enterprise Wi-Fiand cnPilot Home devices.

Specify a time for configuration of AP Groups.

Audit Logs

Record administrator activity.

Automatically
Update Device

Automatically update device software version during onboarding.

Software

Bulk Image Upgrade the software images in a sector or across sectors in a single job. Queue upgrade
Upgrade jobs during the day, so they can be run in the evening, when the network is less utilized.
CBRS Manage Citizen Broadband Radio Service subscription for the CBRS-compliant devices in

3.6 GHz band (3550 MHz to 3700 MHz).

Configuration
Backup

Store configuration from all Fixed Wireless devices (cnVision, PMP and ePMP) and
cnReach devices which are currently online.

Cloud
Connectivity

This will allow us to do many synchronization things in On-Premises instances, similar to
Cloud will have the inventory stats from instances.

Cambium cnMaestro On-Premises | User Guide
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Data Reports

Table 1: cnMaestro Features

Feature Description

Export devices, performance, active alarm, alarm history, clients, mesh peers and event
statistics ina CSV format.

Device Access your devices at the system level, or by network, site, Ap group levels, tower, or
Inventory sector. Device data can be exported in PDF or CSV formats.
Email Send email alerts for alarm status changes.

Notifications

Enterprise View

Select a simplified Ul tailored for Enterprise Wi-Fi and cnMatrix devices.

Guest Access
Portal

Allow clients to connect to wireless service through a free model or paid access or by
buying Vouchers.

Hierarchical
Dashboards

Visualize your devices from tower to edge with customized dashboards for each device
type.

High Availability
(HA)

Enable Layer 2 High Availability through an Active-Standby (1+1) architecture.

IPv6 Support

For device and management traffic.

Long Term
Historical Data

Support for:
o All the performance graphs for Wi-Fi APs and cnMatrix support historical data up to
last 1year.

o All the performance graphs for Fixed Wireless Broadband devices support historical
data up to last 2 years.

o Allthe performance graphs for lloT devices support historical data up to last 1year.

LTE

Manage the cnRanger device.

Managed Server
Provider (MSP)

Allow cnMaestro account owners to partition their installation into separate Managed
Accounts - each with its own independent administration and configuration.

Maps and Map
Modes

Leverage maps to position your devices and visualize their health and connectivity.
Change the map mode to graphically display various wireless key performance indicators.

Mesh Peers

Displays the details of available Mesh clients.

Multiple
Account View

Support for:
o Enterprise (which includes Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot
Enterprise (ePMP 1000 Hotspot) and cnMatrix)

e Industrial Internet Account (which manage Fixed Wireless, Wi-Fi and lloT deployments
including: 60 GHz cnWave, cnRanger, cnPilot Home (cnPilot R-Series), Enterprise Wi-
Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot), cnReach,
cnMatrix, cnVision, Machfu, ePMP, PMP, and PTP.

e Access and Backhaul View (which includes manage Fixed Wireless and Wi-Fi
deployments including: 60 GHz cnWave, cnRanger, ePMP, cnPilot Home (cnPilot R-
Series), Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000
Hotspot), cnMatrix, cnVision, and PMP, PTP,

Cambium cnMaestro On-Premises | User Guide
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Notifications

Table 1: cnMaestro Features

Feature Description

View immediate status with stateful alarms, and troubleshoot customer issues by filtering
on alarm history and reviewing events.

Role-Based Each user is assigned a Role that defines their authorization. On successful authentication,
Access every request from this user is processed in light of their Role.

Scheduled Specify a time to configure device configuration.

Configuration

Update

Scheduled Specify a time to install device software.

Software

Update

Site Dashboard

Aggregate Wireless LAN AP statistics by location.

Statistics and
Trending

View historical radio and network statistics.

Switch Groups

Supports the configuration of all cnMatrix Switches.

Syslog

Forward audit logs and event logs to a configured external Syslog server.

Template-Based
Configuration

Push configuration to single devices or to groups of devices across your network using
templates. (cnPilot Home Series, cnReach, cnMatrix, cnVision, ePMP and PMP devices
only). Specify a time for configuration of Template.

User Session

Track current cnMaestro users and force logoff.

Management

Webhooks Send alarm notification to the external servers.

Zero Touch Allows PMP SMs and ePMP SMs to automatically appear in onboarding queue, provided
Onboarding parent AP is already onboarded.

Supported Browsers

cnMaestro On-Premises supports the following browsers:

Table 2: Supported Browsers

Platform Browser Version
Linux Firefox 45 and above
Chrome 49 and above
macOS Safari 9 and above
MS Windows Chrome 49 and above

Microsoft Edge 4417763.1.0

Firefox 45 and above

Cambium cnMaestro On-Premises | User Guide




Supported Virtualization Infrastructures

cnMaestro On-Premises is released as an Open Virtualization Archive (OVA) file. The following platforms are

supported:

Table 3: Supported Virtualization Infrastructures

Platform Details

VMware ESXi Version 6.0.0 Update 3 (Build 7967664) or higher (this is
the preferred platform)
VMware Workstation/Player Version 16
o) NOTE:

cnMaestro On-Premises is also available as an Amazon Machine Image (AMI) that can be accessed
through the AWS Marketplace. The details can be accessed here:
https://aws.amazon.com/marketplace/pp/Cambium-Networks-Ltd-cnMaestro-Wireless-Network-
Ma/BO7RJCL6MF.

Hardware Requirements

cnMaestro On-Premises is pre-configured with 2 virtual drives of approximately 120 GB total size. The image
supports up to 10,000 devices (including cnMatrix, cnReach, cnPilot, ePMP, PMP, and PTP).

The virtual Hardware Requirements are listed below:

o)

N

NOTE:

The virtual hardware is different than the physical hardware. Virtual hardware executes the cnMaestro
application; physical hardware executes the VMware virtualization infrastructure in addition to the
cnMaestro application (and possibly other independent applications).

£
7

NOTE:

o For best performance, servers with recent generation Intel Core i7 or Xeon CPUs are recommended.
Older quad-core CPUs may not scale sufficiently. A Geek bench Multi-Core score of 4,500 should be
sufficient for 100 devices, 8,000 for 4,000 devices, and 13,400 for 10,000 devices.

o If RADIUS Proxy through cnMaestro feature is enabled, then system resources especially vCPUs and
RAM should be increased to 2 times of Hardware Requirements as specified in the below mentioned
table.

o If NBl APIs and multiple Performance reports are enabled, then the System resources especially
vCPUs and RAM should be increased to 1.5 times of Hardware Requirements as specified in the below
mentioned table.

o Cambium Networks recommends using an SSD drive to improve performance.

16|
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Table 4: Hardware Requirements

g::/?ct:):sr @ Wireless Clients | Number of vCPUs RAM Size (GB) Hard Disk (GB)
1to 100 Up to 1500 2 4 80
101-1,000 Up to 15,000 4 4 100
1,001- 4,000 Up to 60,000 4 8 150
4,001-10,000 Up to 150,000 8 16 250

Device Software

N NOTE:
- To onboard devices into cnMaestro On-Premises, the devices must at least be running the software
version displayed in Table 5.

For a particular on-premise release, the minimum Device Software version is already embedded within cnMaestro. It
can be downloaded to your local computer using the steps described in Software Download.

Newer device software may also be available from the Cambium website at
https://support.cambiumnetworks.com/files.

Table 5: Minimum Device Versions

Device Version

60 GHz cnWave V1000 1.0.1

60 GHz cnWave V3000 1.0.1

60 GHz cnWave V5000 1.0.1
cnMatrix 2.0.4-r
cnPilot e400/e500 3.2.1-r6
cnPilot e425H/e505 4.0
cnPilot e430W/e410/e600 3.5.2-r4
cnPilot e501S 3.2.1-r6
cnPilot e502S 3.2.1-r6
cnPilot €510 3.11.4-r9
cnPilot €700 3.7-r9
cnPilot r190 4.4.2-R2

Cambium cnMaestro On-Premises | User Guide
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Table 5: Minimum Device Versions

Device Version

cnPilot r195W 4.5.2
cnPilot r200/r201 4.4.2-R2
cnPilot r195P 4.7
cnPilot XV2-2 6.1
cnPilot XV3-8 6.0
cnRanger Tyndall 101 1.0.1.0-r1
cnRanger Tyndall 201 2.0-r1
cnRanger Sierra 800 1.0.1.0-r1
cnReach N500 5.2.17e
cnVision Client 4.6
cnVision Hub 4.6

E2E Controller 1.0.1-r2
ePMP 1000 2.6.2
ePMP 2000 3.0.1
ePMP 3000 4.4.1
ePMP MP 3000 4.5
ePMP 1000 Hotspot 3.2.1-r6
ePMP Elevate 3.2
ePMP Elevate SXGLIT5/LHG5 4.3.2.1
ePMP Elevate XM/XW 3.2
ePMP Force 130 5 GHz 4.3.2
ePMP Force 130 2.4 GHz 4.4
ePMP Force 180/200 2.6.2
ePMP Force 190 3.5
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Table 5: Minimum Device Versions

Device Version

ePMP Force 200L 4.7.0
ePMP Force 300 4.1
ePMP Force 300 CSM 4.32
ePMP Force 300-13 4.4
ePMP Force 300-13L 4.5.2
ePMP Force 300-13LC 4.6
ePMP Force 300-19 4.4
ePMP Force 300-19R 4.4
ePMP Force 300-22L 4.6
ePMP Force 300-25L 4.6
ePMP Force 400 5.1.0.18
ePMP Force 425 5.1.0.18
ePMP PTP 550 4.1
ePMP PTP 550E 4.4.2
Machfu 7.1.2-1.1.0.5
PMP 15.0.1
PMP 450 MicroPoP Omni 16.2.1
PMP 450 MicroPoP Sector 16.2.1
PMP 450b Retro 16.2.2
PTP 650 01-47
PTP 670 (650 Emulation) 01-47
PTP 670, PTP 700 02-67
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Software Download

o) NOTE:

By default, Cambium do not provide any builds during OVA upgrade, user can upload device build by
clicking add image button. Once uploaded user can use download icon to download the available
images or by two options on add image by clicking local and download from cloud. For further info refer
to Manage Software Images.

Device software can be accessed from the cnMaestro Ul. The software is located at: Administration > Server >

Software Images. Select your device type to display the available images, and then click the download icon (

Device software can also be accessed from the download page of Cambium Networks Support site.
(https://support.cambiumnetworks.com/files).

Figure 1 Software Download
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e Ty P St e M o e Bt e Uit Bt et

D) NOTE:
m Current device software is included with the virtual machine software; however, it is not updated
automatically. New device software releases need to be manually added. Additional details are provided

later in the document.

Differences with cnMaestro Cloud

While the majority of features in cnMaestro On-Premises are identical to cnMaestro Cloud, there are some notable
differences. A brief overview is listed below, and each will be discussed in-depth later in the document.

Table 6: Differences with Cloud

Difference with Cloud Details

Account Recovery Locally resolve password issues with cnMaestro On-Premises system account
and Web UL
Auto-Provisioning Allow new cnPilot, cnVision, ePMP, and PMP devices to be provisioned and

approved automatically using the subnet of the device.

Certificate Management SSL certificate management for administration of Ul and Guest Access Portal.

cnMaestro Software Upgrade On-Premises has two types of software upgrade:
e Virtual machine upgrade requires the customer to replace the entire virtual
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Table 6: Differences with Cloud

Difference with Cloud Details

machine with a new instance. Configuration and data are exported from the
old instance and imported to the new.

o Package upgrade only updates the cnMaestro software; it does not require a
virtual machine reinstallation.

o OVA upgrade availability support is added in 2.1.0 release onwards. Please
refer OVA Image.

Configuration Backup

Configuration Backup pulls and stores configuration from all Fixed Wireless
devices (cnVision, PMP and ePMP) and cnReach devices which are currently
online.

Deployment

The Cloud version is fully hosted and maintained by Cambium Networks at
cloud.cambiumnetworks.com. The On-Premises version is released as an OVA
(Open Virtualization Archive) file that needs to be installed on either VMware or
VirtualBox.

Device Connectivity

In the Cloud version, all devices access cloud.cambiumnetworks.com. In the On-
Premises version, devices contact the local cnMaestro server instead. This
means they need to be configured to access the server before they can be
managed. This can be accomplished on the device using the device Ul or SNMP.
Alternatively, DHCP options can be configured to provide the cnMaestro URL
when the device boots up.

Device Image Management

In the Cloud, device images are automatically available. In the On-Premises
version, new images need to be downloaded from support center and added to
the cnMaestro server.

Local and
Authentication Server
Administrators

Support for local administrators (with a user name and password maintained by
cnMaestro) or authentication services (including TACACS+ or Active Directory)
for administration access

Onboarding

In the Cloud, devices are onboarded using either the device Manufacturer Serial
Number (MSN) or through the Cambium ID (entered on the device).

In On-Premises, all devices contacting cnMaestro are added to the onboarding
gueue, where they can be approved and managed.

On-Premises Console

Simple CLI, available through the virtual machine console, which allows one to
configure networking parameters and update the system password.

RESTful API

HTTPS RESTful API for inventory, monitoring, performance, notification, and
basic provisioning.

Server Management

Virtual machine performance parameters such as disk, memory, and CPU
utilization.

SNMP (basic)

Basic SNMP support for inventory and alarms.

System Events

System generated Events in On-Premises server instance.

System Log

Forward events to a remote system log server.

Webhooks

Send alarm notification to the external servers.

Wireless LAN Speed Test

Speed test between wireless LAN APs and cnMaestro.
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Quick Start

Installation

The default passwords for cnMaestro are:

Table 7: Default Passwords

Component Username/Password

cnMaestro Ul admin / admin
Virtual Machine Console cambium / cnmaestro
'(—ca\‘ NOTE:
m Please change your passwords after logging in the first time.

Virtualization

There are two types of Virtualization architecture cnMaestro On-Premises supports: Desktop Virtualization and
Bare-Metal Hypervisor.

Desktop Virtualization

Desktop Virtualization executes a virtual machine within an existing operating system environment (Windows,
Mac, or Linux). The administrator installs virtualization software, such as VMware workstation or an Oracle
virtualbox, and it executes in tandem with other desktop applications. cnMaestro can then be installed within
one of these platforms.

The desktop environment is the easiest way to get cnMaestro up-and-running quickly. You can download a trial
version of VMware workstation.

Bare Metal Hypervisor

A Bare Metal Hypervisor takes over the entire physical machine and uses it to host virtual instances. This type
of virtualization is best for production environments, and it takes time to set it up correctly. VMware vSphere
ESXiis an example of this type of virtualization, and it is discussed in detail in the appendix. You can download
ESXi here.

cnMaestro Deployment

This document presents cnMaestro deployment using VMware workstation player. Directions for VMware
vSphere ESXi and VirtualBox are found in the appendix. VMware workstation player (and Oracle virtualbox)
tend to be the easiest to install and evaluate, though ESXi is preferred for production.

VMware Workstation Player

Follow the steps to import cnMaestro On-Premises into VMware Workstation Player as shown below.

1. Install OVA File.

2. Open VMware workstation player chose Player > File > Open Menu. Select cnMaestro OVA file to import.
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3. Accept the cnMaestro EULA, once the EULA is accepted, cnMaestro will be imported into the VM environment

and it could take a couple minutes.

License Agreement for cnmaestro-on-premises_1.6.1-r10_amdad

To import “enmaestro-on-premises_1.6.1-r10_amd64" you must read and accept the following license
sgreenment(s):

CAMBIUM METWORKS, LTD. CHMAESTRO END USER, LICENSE AGREEMENT

THIS END USER LICENSE AGREEMENT (THIS "AGREEMENT™) IS A LEGAL AGREEMENT
BETWWEEN YOU ("CUSTOMER") AND CAMBIUM NETWORKS, LTD. ("CAMBIUM
NETWORKS"™). BY CLICKING THE "1 ACCEPT™ BUTTON, OR INSTALLING, COPYING
OR OTHERWISE USING THIS CAMBIUM NETWORKS CNMAESTRO ON-PREMISES SOFTWARE
{"CNMAESTRO™) AND ITS ASSOCIATED USER DOCUMENTATION, CUSTOMER
ACKNOWLEDGES THAT CUSTOMER HAS REVIEWED AND ACCEFTS THIS AGREEMENT AND
(AGREES TO BE BOUND BY ALL OF ITS TERMS. IF YOU ARE AGREEING TO THIS
(AGREEMENT AS AN INDIVIDUAL, "CUSTOMER® REFERS TO YOU INDIVIDUALLY. IF
YOU ARE AGREEING TO THIS AGREEMENT AS A REPRESENTATIVE OF AN ENTITY,

YO REPRESENT THAT ¥OU HAVE THE AUTHORITY TO BIND THAT ENTITY AND
"CUSTOMER" REFERS TO THAT ENTITY AND ALL THE USERS ACCESSING THE
SOFTWARE 8Y, THROWGH OR ON BEHALF OF THE CUSTOMER. IF CUSTOMER DOES
NOT AGREE WITH ALL OF THE TERMS OF THIS AGREEMENT, DO NOT INSTALL, COPY
OR OTHERWISE USE CHMAESTRO OR ITS DOCUMENTATION,

1. DEFINITIONS.

1.1 "cnMaestro™ means the cnMaestro On-Premises wireless network
management software provided by Cambium Networks pursuant to this
Agreement.

1.2 "Customer Data” means all dats submitted, stored, posted,
displayed, or otherwise transmitted by or on behalf of Customer or any
User and receved, processad or anahyzed by or through cnMaestro,

1.3 "Customer System” means Customer’s internal website(s), servers and
other equipment and software used in the conduct of Customer's business.

1.4 "Device™ means the hardware device that Customer recenes either

[ ]| ono

4. Click Import to start the deployment.
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Store the new Virtual Machine
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Provide a name and local storage path for the new virtual machine.
[D CNMaestro-on-prem  ome for the new virtual machine:
cnmaestro-on-premises_3.0.0-r18_amdé4
Storage path for the new virtual machine;
C:\Users\Administrator\Documents\Virtual Machines\cnmaestro Browse...
Help < Back Cancel

r

Machine
ich will then be added to

ne
which will then be added

Norkstation Pro
apshots, virtual network

5. Click Play to start the Virtual Machine.

TCial U ¥

cnmaestro-noc_1.1.1-a10_amdé64

State: Powered Off
08: Ubuntu 64-bit
Version: Waorkstaton 9.x vrtual machne
RAM: 2 GB

' Play virtual machine

"EEI Edit virtual machine settings

6. Loginto the cnMaestro Console.
7. The virtual machine console is the only way to access the cnMaestro CLI (Command Line Interface).

8. Login using the default username/password (cambium/cnmaestro).
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9. View Information Page.
10. The CLI displays the current network settings and allows you to change IP configuration and select a new system

password.

41 cnmaestro-on-premises_1.1.1-b2-EBkMHWHE_amd6d - Vidware wumm
. . |

Player + [ = = - L.:-_'i

cetacsiro Dn-'remlises

Information
Welcome to coMaestro On-Premizes!

IF Conf iguration: dhep

IF Address: 192,168,114, 162

Hetwork Hask: 5% .255.295.0

Defanlt Gatesay: 192.168.114.2

Hame Serweer(s): 192.168.114.2, 6.6.6.8, 6.8.4.4
Hanagensent URL: hitpz:--192, 168,114,162

WARMING: The wirtual machine uzer pazsword iz the default.

11. Change System Password and click Next.
12. Navigates to the Change Password page and update the password.
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13. Change virtual machine configuration.

cnMaestro by default is configured to use 2 CPUs, 4 GB memory, and NAT. To change these parameters, you should
stop the virtual machine, update the virtual machine settings in VMware, and then restart. Click Edit Virtual
Machine Settings from the VMware home screen. From there you can update the virtual hardware.

0N NOTE:
E?:l If you are evaluating more than 100 devices, we recommend to use 4 GB of memory and 4 processors.
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Configure Networking

By default, cnMaestro acquires its IP address from a DHCP Server, with desktop virtualization, the DHCP server is in
a private network localized in the host device, and therefore the IP address of cnMaestro will not be accessible from
the LAN. Instead VMware should be configured so the virtual machine network interface is shared with the device.

1. Set network adapter to be bridged.

2. Inthe VMware settings, select Bridged for the Network Adapter state and select the Network Adapter >
Configure Adapter.
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3. Restart cnMaestro.

4. Thenrestart the virtual machine and login.

Infornation
Uelcome to cnMaestro On-Prenmisest

Hanagement Interface: enabled (IPud)
1Pvd. Prefix: 10.110.198.2/24 (dhcp)

fAddress/
Default Gateway: 10.110.198.254
Hame Server(s): 10.110.12.110 (+1 more)
Management URL: hitps:,-10.110.198.2

WARNING: The virtual machine user password is the default

It displays the IP address from the LAN instead of local to the device.

5. Click Next to view the Operations Menu and select Network.

==
Operat ions
Please make a selection
Information Dis) network setti
Settings Conf igure server settings
Password Set virtual machine user password
Ha Perforn operat ions
Halt Halt virtual machine for mamual shutdoun
Teboot Reboot virtual machine
Shell Exit to command 1ine
Logout Logout of current session

6. Management Interface window appears.
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Hanagement Interface (etho)
IPv4 Conf iguration
IPv4 Address/Prefix: 10.110.198.2-/24 (dhcp)

Default Gateway: 10.110.198.254
Name Server(s): 10.110.12.110 (+1 more)

IPv6 Conf iguration: disabled

Please select a protocol to edit

| Pu4lIPu4 Network Configuration
IPv6  IPub Network Configuration

¢ Back >

7. Select Static IP Address.

Hanagement Interface [Pu4 (eth®)

IPv4 Configuration
IPv4 Address/Prefix: 10.110.198.2-24 (dhcp)
Default Gateway: 10.110.198.254

Name Server(s): 10.110.12.110 (+1 more)

Select IPv4 address source

Static IP)

DHCP Dynamic IP
< Back >

8. Configure IPv4 Static Configuration parameters.

IPv4 Static Configuration (eth@)

Enter the static IP configuration.
Current network is: 10.110.198.0-24

IP Address»
Netmask»

Default Gateways=
DNS Name Server 1
DNS Name Server Z

< DK > {Cancel>
cnMaestro supports a single ethO interface.
Single Interface (ethO)
Name Interface Details
Management/Cluster/Device | eth0 User interface, cluster, API, device control traffic.

Protocols (IPv4, IPv6)
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cnMaestro supports both IPv4 and IPv6. The ethO interface requires IPv4 (for the system IP address and clustering
configuration), and optionally IPv6.

Information Page

The On-Premises Information page presents the high-level runtime network status for ethO interface.

Informat ion

Welcome to coMaestro On-Prenisest

Hanagement Interface: enabled (IPwd)

1Pvd Address-Prefix: 10.110.198.2-24 (dhcp)
Default Gateway: 10.110.198.254

Hame Serveri(s): 18,.110.12.110 (+1 more)
Hanagement URL: https:r-10.110.198.2

WARNING: The virtual machine user password is the default

9. Validate the Changes.

You can validate your update by navigating back to the Information page and viewing the current network
configuration.

Infornat ion
Helcome to coMaestro On-Premises?

Hanagenent Interface: enabled (IPud)

1Pud Address/Prefix: 10.110.198.2-24 (dhcp)
Default Gateway: 10.110.198.254

Hame Server(s): 10.110.12.110 (+1 more)
Hanagement URL: https:--10.116.198.2

WARNING: The virtual machine user password is the default

< Hext

cnhMaestro Ul Access
1. Access the Ul through virtual machine by providing the IP Address.

The cnMaestro Ul requires HTTPS. The default username/password are admin/admin.

0N NOTE:
° The browser will display an untrusted certificate error when you access cnMaestro On-Premises. This
is because it uses a self-signed certificate.
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nMaestro’

‘nMaestro”

Welcome to cnMaestro

Please select the country
00

Afghanistan
Albania

Algeria

American Samoa

Andorra

Welcome to cnMaestro

Change Default "Admin user" Password
oe

| Quick Start Cambium cnMaestro On-Premises | User Guide



2. Navigate to Administration > Settings > Cloud Connectivity to connect the Cloud Anchor account with On-
Premises.

Row@a@o»e®

a

¥ Cloud Connectivity

NOTE:

In future cnMaestro releases, customers will be required to connect their On-Premises installation to
the Cloud using an Anchor account, which is a special cnMaestro Cloud Account that communicates
with On-Premises instances. This step is optional in this release, but Cambium Networks recommends
customers do it now in preparation. To know more about the Anchor Account refer to Cloud
Connectivity.

3. Navigate to Administration > Server to monitor and operate the virtual machine instance.

Device Software

)

N

NOTE:

By default, Cambium do not provide any builds during OVA upgrade, user can upload device build by
clicking add image button. Once uploaded user can use download icon to download the available
images or by two options on add image by clicking local and download from cloud. For further info
refer to Manage Software Images.

Devices must have the correct beta software installed in order to access cnMaestro. These images are hosted on
the Cambium Networks website, and they can also be downloaded directly from cnMaestro On-Premises.

Navigate to Administration > Server > Software Images. Select your device type to display the available images,

and then click the download icon (
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Figure 2 Device Software

Once the device has been updated with the correct software version, it can be onboarded.

In order to access cnMaestro, devices need to be configured with the cnMaestro URL. There are currently three

ways to do this (listed in priority order)
1. Static URL configured on the device
2. Using DHCP Option 43

3. Using DHCP Option 15

If none of these are present, the default action is to access the cnMaestro Cloud URL:
https://cloud.cambiumnetworks.com

If a static URL is configured in the device Ul, the device will always try to connect using it.

cnMatrix

1. Navigate to System > cnMaestro tab.
2. Enter static URL.

cnMaestro

3510 management Enable

Static URL

Certificate Validation

Status

enMaestro connection state Connected
Current cnMaestro URL 10.110.192.104
enMaestro Account 1D cnmaestro_on_premises

cnPilot Enterprise
1. Navigate to Configure > System > Management.

2. Enter cnMaestro URL.
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Managemsnt

Admin Password ...
Talrest -
F5H o
HTTP -
HTTPS &

cnlaestro

Rt be MLanagaemant -

Validate Sercet #
Cartificate

cnMawsbro URL

Camibiym BiD

Snbearding Key

cnPilot Home

1. Navigate to Administrator > cnMaestro tab.
2. Enter cnMaestro URL.

cnMaestro Configuration

Configuration
Remote Management Disable '® Enable
IPv6 Preferred ®* Disable Enable
Use Management Interface ® Disable Enable

cnMaestro URL 10.110.209.84
Connection Status Connected to 10.110.209.84

Credentials

Cambium ID
Onboarding Key

AccountID CNMaestro_on_premises

Save | Cancel | Reboot

cnRanger
Setting static URL for cnMaestro on Sierra 800

1. Navigate to Configuration > cnMaestro.
2. Under cnMaestro section, enter URL in the cnMaestro Address.
3. Click Save.
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1. Navigate to Configuration > cnMaestro.

2. Under cnMaestro section, enter URL in the cnMaestro URL.
3. Click Save.
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1. Navigate to cnMaestro > Management Settings page > Settings.

35| Quick Start Cambium cnMaestro On-Premises | User Guide



cnMaestro Remote Management Settings

Status
Remote Management Status Enabled

cnidaestro URL: hittpa: Y

State: Connected
Account [D: chmaesino_on_premises
Settings
cnhaestro Management e
cnMasstro URL: hatps: |
Cambium ID CAMBSSING_ON_pramises
Onboarding Key Ssaresi e e

2. Click cnMaestro Management checkbox

3. Enter cnMaestro URL, Cambium ID and Onboarding key.

cnVision Client

In the cnVision Client device U,

1. Navigate to Configuration > System > Device Management.

2. Under cnMaestro section, enter cnMaestro URL.

3. Click Save.

O Carmibium Matwarks Mision Client MICRO  Client

enMaestro

Account Management @

cnVision Hub

In the cnVision Hub device Ul,

1. Navigate to Configuration > System > Device Management.

2. Under cnMaestro section, enter cnMaestro URL.

3. Click Save.
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Account Management @
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........ ® ®
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ePMP 1000 AP/SM
1. Navigate to Configuration > System > cnMaestro.
2. Enter cnMaestro URL.

ﬂ Rer a . LI -
= @

ePMP 1000 Hotspot

1. Navigate to Configure > System > Management.
2. Enter cnMaestro URL.

Management

Admim Password ...
T lrewi LA
55H A
HTTP -
HTTPS ® |

chMaestro

Remaobe Banagemant -

VLAt S8 rnad o+
Careiicare

onMassbro URL

Camibium D

Qnboarding Kay

Machfu
In the Machfu device Ul,

1. Navigate to System > Device Management.

2. Under cnMaestro section, enter cnMaestro URL.
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3. Click Save.

Device Management

cnMaestro ™

PMP

1. Navigate to Configuration > cnMaestro tab.

2.Enter cnMaestro URL.

@ Cambium Networks

® Home
= Configuration
= Statistics

counts
» Quick Start
= Copyright
# Logofl

Account: admin

Remote Management :

cnMaestro URL :
Connection Status :

cnMaestro |[ETETTTES

onfiguration — cnMaestro

PMP 4501

0a-00-3e-45-11-8b

Save Changes | Reboot

= Enable

Disable

hitgs /10
onnected (10.110.209.68)

110 208 68

" Credentials
Cambium 1D :
Onboarding Key :
AccountlD

cnmagsiro_on_premises

" Device Agent Information
Device Agent Version :

2.90.28

' cnMaestro Advanced Gonfiguration
Valldate cnMaestro Server Certificate :
cnMaestro Agent Detug Log Levet :

Enable

Detug

Save Changes.

Reboct

4. To check the cnMaestro connection status, navigate to Configuration > cnMaestro tab > check Connection

Status.
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@ Cambium Networks

» Home G 3 Cus cnMaestro [ ["Security | [ Time | (VLAN ) [ DiffServ | [ Protocol Ftiering

onfiguration — cnMaestro

PMP 4501
0a-00-3e-45-11-9b

Save Changes || Reboot
Account: admin
L
ADMINISTRATOR = Enable
Mode: Read-Write Disable

Authentication . . P
cnhaesiro URL : :110.1
Method: Local hitps:i/10.110.208.68

Remote Management :

Connection Status onnected (10.110.208.68)
(Credentials

Cambium ID :

Onboarding Key :

AccountlD : cnmaesiro_on_premises

[ Device Agent Information
Device Agent Verslon : 29028

[ cnMaestro Advanced Configuration
Validate cnMaestro Server Certificate : Enable v

cnMaesiro Agent Debug Log Level : Diebug v

Save Changes

Reboot

PMP Configuration Prerequisites

SM (not using NAT)

o LANT1network interface should have 'public’ accessibility.

e [P address should be public IP address. Either static IP address or obtained via DHCP.
e DNS server configuration should be filled. Either static IP address or obtained via DHCP.
SM using NAT

o Remote Management Interface with standalone config should be enabled.

o Remote Management IP address should be public IP address.

e DNS server configuration should be filled.

AP

e [P address should be public IP address.

e DNS server configuration should be filled.

PTP

1. Navigate to Installation and click run Installation wizard button.

2. Inthe Management Configuration window, under cnMaestro, select Enabled.
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Management Configuration

Flease enter the following configuration to manage this unit from cnMaestro

Management configuration data entry

cnhlaestro () Disabled ® Enabled

cniaestro Server ® cnMaestro Cloud ) cnMaestro On-Premises
cnMaestro Server Intemet Address cloud.cambiumnetworks.com

cnMaestro Server Port 443

Cnboarding Method CJ Serial Number ® Cambium ID

Cambium ID

Onboarding Key

Submit Management Configuration | Reset Form
4 Back Next B

3. Select cnMaestro On-Premises radio button.

Management Configuration

Please enter the following configuration 1o manage this undt from cnllaestro

Management configuration data entry

Eolleaiet O)Disabled ® Enabled

cnMaestro Server _ enMaestro Cloud @ cnMaestro On-Premises
cnMaestro Server internet Address |10 110 32 102

cnMaestro Server Port 443

Onboarding Method ) MAC Address '® Cambum ID U Auto
Cambium ID

Onboarding Key

Submit Management Configuration  Reset Form
A< Back Next Bk

DHCP Options (Linux)

A DHCP Server can be used to configure the IP Address, Gateway, and DNS servers for Cambium Networks
devices. If you administer the DHCP Server, you can also configure DHCP Options that will tell the devices how to
access the cnMaestro (so the URL doesn’t need to be set on each device). Cambium Networks devices support
DHCP Options 43 and 15 for setting the cnMaestro On-Premises URL.

The following configuration is for Linux-based systems. Refer Appendix: Windows DHCP Options Configuration for
configuring DHCP options for windows.
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D NOTE:

cnMatrix: 2.0.4-r1

cnPilot e400/e500/e5025/e501S: 3.2.1-r6
cnPilot e425H/e505: 4.0

cnPilot e430W/e410/e600: 3.5.2-r4
cnPilot €510: 3.11.4-r9

cnPilot €700: 3.7-r9

cnPilot r190: 4.4.2-R2

cnPilot r195P: 4.7

cnPilot r195W: 4.5.2

cnPilot r200P/r201P: 4.4.2-R2
cnReach: 5.2.17e

ePMP 1000, ePMP Force 180/200: 3.1
ePMP 1000 Hotspot: 3.2.1-r6

ePMP 2000: 3.0

ePMP 3000: 4.5

ePMP Elevate: 3.2

ePMP Force 190: 3.5

ePMP Force 300: 4.1

ePMP PTP 550: 4.1

Machfu 7.1.2-1.1.0.5

PMP:15.0.1

PTP 650, PTP 670 (650 Emulation): 02-67

t,l:l DHCP Options, as described in this section, are available from the following builds:

The priority order for determining the cnMaestro URL is the following:
1. Static URL manually set through the Device Ul.

2. DHCP Option15.

3. DHCP Option 43.

4. Default Cambium Cloud URL (cloud.cambiumnetworks.com).

7o), | NOTE:

t_l:l cnRanger, cnReach, PTP 650, PTP 670, and PTP 700 do not support DHCP Options for onboarding.

Using DHCP Option 43

DHCP Option 43 returns the cnMaestro On-Premises URL as a Vendor-Specific Option. DHCP Option 43 is returned

in tandem with DHCP Option 60 (the Vendor Class Identifier, or VCI).

The VCI for the individual Cambium products is listed below:
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Product VCI (DHCP Option 60)

cnMatrix Cambium-cnMatrix-EX2K
cnPilot r190 Cambium-cnPilot r190
cnPilot r195 Cambium-cnPilot r195
cnPilot r200P Cambium-cnPilot r200P
cnPilot r201P Cambium-cnPilot r201P
chPilot e400/e410/e430W Cambium-WiFi-AP

cnPilot e425H/e505
cnPilot e500/e501S/e502S/e510
cnPilot €700/e600

ePMP cambium

ePMP 1000 Hotspot Cambium-WiFi-AP

PMP 430 SM Cambium PMP 430 SM
PMP 450 AP Cambium PMP 450 AP
PTP 450 BHM Cambium PTP 450 BHM
PMP 450 BHS Cambium PTP 450 BHS
PMP 450b SM Cambium PMP 450b SM
PMP 450 SM Cambium PMP 450 SM
PMP 450i AP Cambium PMP 450i AP
PMP 450i SM Cambium PMP 450i SM
PMP 450i BHM Cambium PTP 450i BHM
PTP 450i BHS Cambium PTP 450i BHS
PMP 450m APs Cambium PMP 450m AP

Typically, Option 43 is the preferred mechanism to configure the cnMaestro URL. Example configuration for the ISC
DHCP Server is presented below (from the /etc/dhcp/dhcpd.conf file).
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cption option-43 code 43 = string:

# ePMP/PMF Devices
class "Cambium™ |
match if option wendor-class-identifier = "Cambium™;

option vendor-class-identifier "Cambium™;
$ cnMaestroc On-Premises IP is 192.145.0.100
gption opticn-43 "httpa://19%2.168.0.100";

!

# WiFi Devices

class "Cambium-WiFi-AP" |
match if option wvendor-class-identifier = "Cambium-WiFi-AP";
gption vendeor-class-identifier "Cambiunm-WiFi-&P";
option opticn-43 "https://1%2.168.0.100";

}

# cnPilot RI0OF Devices
class "Cambium-cnPilet RZOGE™

option vendor-class-identifier "Cambiun-cnPilot R200P7;

AT

gption opticn-43 "https://15%2.168.0.100";

}

# cnPilot RI01F Devices
clags "Cambium-cnPilot RZOIE™

option vender-class-identifier “Cambium-cnPilot RZ0O1PY;
gption opticn-43 "httpa://19%2.168.0.100";

# DHCF gerver MUST return the dewvice’s Vendor Class back, in the cffer.

match if option wendor-class-identifier = "Cambium-cnPilot RZO0P™;

match if option vendor-class-identifier = "Cambium-cnPilot RZO1P™;

Using DHCP Option 15

DHCP Option 15 allows the device to derive the cnMaestro URL from the domain name. For example, if the domain
name in DHCP Option 15 is “mycompany.com”, then the device will try to access the cnMaestro server at
“cnmaestro.mycompany.com” (essentially the string “cnmaestro” is prepended to the domain). The domain itself,
and the IP address of cnMaestro, must be configured in the DNS server for this to work correctly.

Sample configuration for the ISC DHCP Server is presented below (from the /etc/dhcp/dhcpd.conf file).

[ cption domain-name "mycompany.com”;
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Ul Navigation

cnMaestro On-Premises provides a number of ways to navigate its content.

This section includes the following topics:

Basic

Account View
Home Page

Page Structure

Ul Navigation
Access and Backhaul Account
Enterprise Account
Side Menu

Section Tabs
System Status
Logout

Basic

cnMaestro supports the Time Zone of all countries, which can be selected based upon the composition during

devices installed.

Administration > Settings

General Notifications Syslog X

Basic

Country

Austria

Time Zone

Europe/ienna (UTC +01:00)

Webhooks X Cloud Connectivity

o) NOTE:

m o Only Super Administrator and Administrator can change the Time Zone.

e The Time Zone set
only.

ting is applicable only for Email Notifications, Webhooks, and RESTful APIs

Account View

cnMaestro supports three separate account view, based upon the composition of devices installed. The type is
set when the Ul is first accessed, but it can be changed later through the Administration > Settings page.
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Administration > Settings

General Motifications SyslogX Webhooks X Cloud Connectivity

Basic
Country

Austria -
Time Zone

Eurape/MVienna (UTC +02:00) - D

Account View
Set the account view based on the devices you intend to manage. Q]

Access and Backhaul
Provides a single management system to manage Fixed Wireless and Wi-Fi deployments including:
cnRanger
ePMP
PMP
PTP
60 GHz cnWave
cnPilot Home [cnPilot R-Series)

Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot)
cnMatrix
cnVision

Enterprise

Provides a user interface tailored to managing enterprise Wi-Fi deployments consisting of:
Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot)
cniatrix

(®) Industrial Internet
Provides a single management system to manage Fixed Wireless, Wi-Fi and lloT deployments including:

cnRanger
ePMP
PMP
PTP
60 GHz cnWave
cnPilot Home [cnPilot R-Series)
Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot)
cnReach
cnMatrix
cnvision
Machfu

Access and Backhaul Account

The Access and Backhaul Account supports all fixed wireless and Wi-Fi deployment devices as well as wireless LAN.
The device types include 60 GHz cnWave, cnMatrix, cnPilot Home (cnPilot R-Series), cnRanger, cnVision, ePMP,
Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot), PMP, and PTP.

Enterprise Account

The Enterprise account supports the Enterprise Wi-Fi deployments, which includes the cnMatrix, Enterprise Wi-Fi (E-
Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot). It provides a simplified Ul that only displays Wi-Fi
components (hiding fixed wireless features such as Towers).

The account type can be changed at any time, with the following restriction: to select the Enterprise view, all devices
other than cnMatrix, Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot)need to
be removed from the account.
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Industrial Internet Account

Industrial Internet Account provides a single management system to manage fixed wireless, Wi-Fi, and cnReach
deployments. The device types include 60 GHz cnWave, cnMatrix, cnRanger, cnReach, cnPilot Home (cnPilot R-
Series), cnVision, ePMP, Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP 1000 Hotspot),

Machfu, PMP, and PTP.

Home Page

The Home Page is the first page displayed when the user logs into cnMaestro On-Premises. It provides links to the
core functional areas in the Ul, as well as Cambium Networks support center, community, and documentation. It can
be accessed from any page in the Ul by clicking the Home tab.

Figure 3 cnMaestro On-Premises - Home Page

)

B owERa

i |||||

Page Structure

Most of the cnMaestro On-Premises pages follow a standard structure, which consists of a left-side menu and a
content area. In many pages, tabs provide navigation through the content for a particular section.
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Figure 4 cnMaestro On-Premises - Page Structure

Global Counters
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Page Navigation

The cnMaestro On-Premises pages include tabs such as Configuration, Statistics, Report, Software Update, Map,
Clients, Mesh Peers, Tools, Dashboard, Notifications, Software Update, and Tools. The content of a page differs
depending upon its context. For example, a Dashboard page will be different at the
System/Network/Tower/Site/Device level. The context, or level in the hierarchy, is selected in the device tree, which
is defined below.

Menu

The Menu provides basic navigation to all the pages in the Ul. The menu is different between the Access and Backhaul
view and the fixed wireless view.

Header

The page header supports basic counters for alarms, onboarded devices, pending jobs, MSP global filter if MSP is
enabled, and out-of-sync devices.

Access and Backhaul Account

Overview

The Access and Backhaul view is similar to the Enterprise view, with the exception it leverages a hierarchical tree to
display device installations. In this view, customers are able to group their fixed wireless devices into networks, and
display their point-to-multipoint devices in tower-based sectors. All navigations are performed using the tree.

Device Tree Navigation

The device tree is segmented into two tabs: Network and Wi-Fi AP Groups.
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Networks Tab

The Networks tab displays a hierarchical view of the devices. It consists of System, Networks, Towers, Sites, PoPs,
DNs, CNs and Devices (Towers are only visible in the fixed wireless view) and (PoP is only visible in the 60 GHz
cnWave E2E Network). There is a strict ordering for how nodes can fit in the hierarchy, and as one navigates through
and selects nodes, the pages update to display data from the node chosen.

The user can navigate the nodes by single-clicking a row to select it, thereby updating the content area to display
the data from the node. Selecting an arrow icon opens the node and displays the next level of hierarchy. Note

’fca\‘ NOTE:
Opening the node does not automatically select a node in the new hierarchy, instead the desired node
needs to be clicked.

Figure 5 Device Tree Navigation

Search

Networks Wi-Fi AP Groups
v G) System

v 3 Base Infrastructure

> &+ default
> & Bulk-ePMP
> & Bulk_E_series
> & Bulk_R_series
> & DP1-1234
v & Demo Network
> A Demo Tower
> Q— Demo Site
> &+ Durga_DataMigration
v @ Onboard-60 GHz cnWave E2E
> ++ Site-CN
> o+ Site-CN-VIK

> ede Site-DN

The structured hierarchy has the following devices:
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Table 8: Structured Hierarchy Nodes

Ilcon

Name

60 GHz cnWave CN

Description

CNis mapped to a Site in E2E Network.

60 GHz cnWave DN

DN is mapped to a Site in E2E Network.

60 GHz cnWave
Onboard E2E Network

60 GHz cnWave devices are located within a Network deployed through
the Onboard E2E controller.

60 GHz cnWave
External E2E Network

60 GHz cnWave devices are located within a Network deployed through
the external E2E controller.

60 GHz cnWave PoP

PoP is mapped to a Site in E2E Network and deployed through the
External E2E controller.

60 GHz cnWave PoP
Onboard E2E Network

PoP is mapped to a Site in E2E Network and deployed through the
Onboard E2E controller.

+ 3B IDD

60 GHz cnWave Site

Sites are located within E2E Networks. A site maps to a single area and
represents a location on a map that has 60 GHz cnWave devices.

"

cnMatrix

cnMatrix devices are located within a Network. Optionally they can also
be mapped standalone to a Tower or to a Site.

cnRanger RRH

cnRanger RRH access points are located in a Network and are mapped
to a BBU.

)| €

-
-
m

cnRanger Sierra 800

cnRanger Sierra 800 are located in a Network and are optionally
mapped to a Tower.

cnRanger SM

cnRanger SM devices are located in a Network and are optionally
mapped to a RRH.

&S| )

cnReach

cnReach device which could have zero, one, or two radios and support
one or two roles, including Point-to-Point (PTP), Point-to-Multipoint (AP
or EP) (PTMP), or IO Expander.

- cnPilot Home Wi-Fi devices are generally matched to a local SM and inherits its
abo Network. They can also be mapped standalone to a Network or to a Site.
’g"‘ cnVision Client cnVision Client Subscriber Modules are located in a Network (if they are

standalone, which is only used for bootstrapping) or they are associated
with an AP. The SM will inherit the Network and Tower of the AP to which
it is associated.

cnVision Hub

cnVision Hub are located in a Network and are optionally mapped to a
Tower.
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Table 8: Structured Hierarchy Nodes

Ilcon Name

Enterprise Wi-Fi

5

Description

Enterprise Wi-Fi devices are generally matched to a local SM and inherits
its Network. They can also be mapped standalone to a Network or to a
Site.

o Machfu
]

Machfu devices are located within a Network. Optionally they can also be
mapped standalone to a Network or to a Tower.

Network
\*

All devices are placed within Networks. Networks represents the
geographical regions or collections of devices with a shared
responsibility. Accounts can have one network or many networks.
Networks allow one to provide structure to accounts with many devices
and also provides aggregation buckets for cnMaestro On-Premises
statistics (essentially the system pre-calculates statistics, so they are
displayed quickly.)

1)

'@ PMP AP Point-to-Multipoint access points are located in a Network and are
optionally mapped to a Tower.
PMP SM Point-to-Multipoint Subscriber Modules (SM) are located in a Network (if

they are standalone, which is only used for bootstrapping) or they are
associated with an AP. The SM will inherit the Network and Tower of the
AP to which it is associated.

@) PTP Master

PTP Master device located in a network and optionally mapped to a
Tower.

> (s] PTP Slave

PTP Slave device located in a network and optionally mapped to a
Tower.

Site

©

Sites are located within networks and hold wireless access points. A site
maps to a single area and represents a location on a map that has APs or
a building.

@ System

The System node is at the top-level of the hierarchy, though it does not
have an explicit node in the tree. It's pages are displayed when the user
logs in for the first time, when one selects the System buttonin the
hierarchical tree (displayed when Networks are show), or selects the
System node in the breadcrumbs. The System level aggregates data
from all devices within the account.

A Tower

Towers are located within networks and hold cnRanger, PTP devices or
Point-to-Multipoint APs. All the devices on a Tower are mapped to the
same Network, and all their children devices such as Subscriber Modules
or Home APs are also mapped to the same network.

Default Network

cnMaestro On-Premises has a default network into which unmapped devices will be placed. These canremainin the
default network or moved to a named network. The default network cannot be deleted, but it can be renamed.

Tree Menu

Each node in the device tree has a menuicon ( 3 ) that supports node-specific actions. For example, the system node

lets you add a Network or launch the Software Update page, while individual devices allow you to edit their

cnMaestro settings, reboot, or even delete the device from management (so it can be transferred to another
account) and the devices like 60 GHz cnWave. The actions supported across the tree include the following:
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Table 9: Tree Menu

Action Node Description
All Devices
Add System Add a new Network as a child to the System node.
Network
Add Site Network Add a new Site as a child to the Network node.
Add Tower Network Add a new Tower as a child to the Network node.
Delete Most Delete a node from the tree. This is available for all nodes except System and the
Nodes default network. Deleted devices will be removed entirely from the management
system (along with their historical statistics). In order to delete a container, such as
Network or Site, all nodes inside the container must be deleted first.
Edit Most Edit the cnMaestro settings, including node name and location. This is available for all
Nodes nodes except System.
For 60 GHz cnWave, edit option applies for E2E Network and nodes. Node name
cannot be edited.
Flash LEDs Enterprise | The LEDs of the device enables to identify and locate the device.
Wi-Fi
Reboot Devices Reboot the device.
Refresh All Refresh the node in the tree. This refreshes the node and its children only, not the

entire tree.

60 GHz chnWave Network

Add Link Network Add a new link to the System.
and Most
Nodes
Add Node Site Add a new Node as a child to the Site.
Download Network Download PoP(s) Onboarding Configuration data.
PoP(s) and PoP
Onboarding | Nodes
Config
Replace CN/DN Replace Node by changing the MAC address of th faulty node.
Node Nodes
Sync Network To sync the Topology of E2E Network.
Topology
Update Network Allows the user to update the 60 GHz cnWave nodes software.
Software and
Nodes
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Wi-Fi AP Groups Tab

The AP Groups tab displays the Wi-Fi AP Groups configured in cnMaestro (and the devices mapped to them).
AP Groups allow one to share configuration across many access points. They also aggregate statistics for the
devices managed and present them within the AP Groups dashboard.

Figure 6 Wi-Fi AP Groups

| Search

MNetworks Wi-Fi AP Groups
v (® System

w _.,— Base Infrastructure

B2 Default Enterprise
B2 pefault Home
Import_242
Import_242 ant
» Import_242qq
> B Jaguar AP
> BB THOR AP
> B ighma
> B9 sasi MsP
> BP TestACTMSP

Map Navigation

Maps are presented in dashboard screens as well as a dedicated map display. Maps often show Tower, Site, and
Devices located in proximity. Map nodes can also be double-clicked to navigate to the selected Device, Site, or
Tower. By selecting a node in the map, the Device Tree gets updated to reflect that node.

Figure 7 Map Navigation

Table Navigation

Some tables display Networks, Towers, Site or Devices and allow the user to click the node and navigate to the
location of the node in the tree.
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Administrators can search for nodes within the device tree using the Search box. It allows the user to search based
upon IP Address, Serial Number, Device Name and MAC Address. Once the node is found and selected, one can jump

to it in the hierarchical tree.

Figure 8 Node Search

m

Metworks Wi-Fi AP Groups

~ @ System
v _p- Base Infrastructure
» & default
» & Bulk-Nw-E-XV-WiFi

» &+ Durga

[ System

Dashboard

Devices

64

ToTAL

Netifications  Configuration

63

OFFLIME

Enterprise Account

Overview

The Enterprise account differs from Access and Backhaul in that it is largely table-driven. It does not have the quick
buttons or the Device Tree, instead it has direct navigation for APs, AP Groups, WLANS, and Sites. Each of these are
presented in tabular form, and clicking on the row entry will launch the management page.

System

The System Dashboard and global functionality is presented in the System menu. It aggregates data across the entire

installation.

Devices

The Devices section provides a searchable table listing all the APs and the Switches in the system.

E2ocoEwe 3RO

Trem a2 G

E
.
m m = m

Selecting a device launches its management page.
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AP Groups and WLANSs

AP Groups and WLANs manage shared configuration across APs. AP Groups also aggregate data for all the APs that
map to them. This includes consolidating statistics and events/alarms and presenting AP Group-centered pages for
Dashboard, Notifications, Reports, etc.

Figure 9 AP Groups
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Figure 10 WLANs
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Sites

Sites are similar to AP Groups in that they aggregate statistics from many APs. The difference is a site represents APs
installed at a single physical location (and mapped to a Floor Plan). Sites also have their own dashboard and
aggregation pages.
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Side Menu

The side menu provides high-level navigation through the cnMaestro Ul. Click pin icon at the top to expand/collapse.

The side menu for the Access and Backhaul View and Industrial Internet and Enterprise View is:

Side Menu for Access and Backhaul View and Industrial
Internet

6 <

ﬁ Home
ﬂ Hﬂm e @ System

. N
ol Devices

Side Menu for Enterprise View

@ Monitor and Manage

Switch Groups

(@) wLANs

E Inventory

€ sites

(=] A
S Managed Services I

Onboard

m Onboard

¢ Shared Settings >

b» ices X
— Managed Services .

E: Network Services  »

[&) Administration >

# Shared Settings >
Network Services  »

m Administration >

Section Tabs

All management sections are displayed in context of the managed item, including System, AP, AP Group, and Site.
The options vary depends upon the items selected. A breakdown is below:
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Table 10: Section Tabs

Page Tabs

Site Dashboard | Notifications | Configuration | Statistics | Report | Floor Plan | APs | Clients | WIDS
| Mesh Peers

System Dashboard | Notifications | Configuration | Statistics | Report | Software Update | Clients| Map |
Mesh Peers

Wi-Fi AP Dashboard | Notifications | Configuration | Details | Performance | Software Update | Tools |
Clients | Mesh Peers | WLANSs | WIDS

Wi-Fi Dashboard | Notifications | Configuration | Statistics | Report | APs | Clients | Mesh Peers

AP Group

System Status

The Ul header has a number of system status icons that provide a single point to view selected global statistics and
operations parameters. Their meanings are highlighted below:

Table 11: System Status Icons

Ilcon

Name

Active Software

Description

The number of devices in the onboarding queue that are registered to the

Upgrade Jobs account but which need to be manually accepted prior to completing their
onboarding.

ﬂ Announcements If cnMaestro Cloud is synced with the On-Premises announcement notifies
the latest Software images, Package, or OVA to upload from Cloud.

- Cloud It notifies that cnMaestro Cloud is Synced or not with the On-Premises.

Connectivity
Status

2

Critical Alarms

The count of critical alarms currently raised in the system (if no critical alarms
are raised, then the major alarm count will be displayed)

Devices Waiting
for Approval

The count of jobs in the queue. It includes both running and pending jobs.

Major Alarms

The count of major alarms currently raised in the system.

A

Out-of-Sync
Devices

The number of Wi-Fi devices with unsynchronized configuration (which can
occur when automatic synchronization is disabled in the AP Group, or the
configuration is changed directly on the device).

Clicking the icons directs the user to the appropriate Ul page for management.

Logout

The user icon in the upper right corner allows the user to logout of cnMaestro On-Premises.
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Figure 11 Logout
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Architecture

Overview

The cnMaestro On-Premises architecture is similar to cnMaestro Cloud: devices connect to cnMaestro over HTTP,
with Cloud, the devices access cloud.cambiumnetworks.com. With On-Premises, the devices must be configured

with the IP Address/URL of the cnMaestro instance.
A simplified architecture diagram is below:

Figure 12 On-Premises Architecture
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Cambium Devices

The management connection to cnMaestro is initiated by the devices and remains persistent. Traffic flows in both
directions: devices forward events and statistics to the cnMaestro server, and cnMaestro applies configuration,

updates software, and executes operations on the devices.

Networking

Devices to contact cnMaestro, they must be configured with its IP address or hostname. This is accomplished using
the device Ul or SNMP. Alternatively, the URL can be configured on the DHCP server and propagated to the device
through DHCP options (when the device retrieves its IP address). Customers who own their DHCP infrastructure

generally prefer this method.
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http://cloud.cambiumnetworks.com/

o) NOTE:
m 1. Devices must have a route to the cnMaestro On-Premises server in order to be managed.

2. You should configure a static IP address or hostname for cnMaestro server, so it will persist over time.
3. An outbound connection from the Cambium Device must be allowed for port 443.
4. An outbound connection will also be required for port 80 with legacy software on some devices. If
your devices are running an image older than the one listed below, outbound connectivity over port 80
is needed for software update. The versions listed (and later) support 443.

60 GHz cnWave (E2E Controller) 1.0.1-r2

60 GHz cnWave (Node) 1.0.1

cnPilot E-Series / ePMP 1000 Hotspot: 3.2.1-r6
cnPilot R-Series: 4.4.2-R2

cnReach: All versions

cnRanger 1.0.1.0-r1

ePMP: 3.2

PMP:15.0.1

PTP: All versions
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Device Onboarding

Overview

By default, all devices contacting cnMaestro On-Premises will be placed in the onboarding queue, where they persist
until approved (after which they become Managed). The onboarding queue (Onboard > Devices) is shown below.

N NOTE:

ictl Onboarding devices is different between Cloud and On-Premises. With On-Premises, when a device is
configured with the cnMaestro URL, it is placed in the onboarding queue by default, from which it can be

approved into the account. In contrast, with Cloud one needs to enter the serial number of the device to

claim it through the cnMaestro Ul, or enter the Cambium ID and the onboarding key to claim it through

the Device UlI.

Figure 13 Onboarding Devices

Troe Seriat Hamer Device ac P Asdes Wsnages Accoun Aottt By St Durwton Contgues

P— ! Be owrers | | o
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60 GHz chnWave Onboarding

The Onboarding queue holds 60 GHz cnWave E2E Networks before they are added to the account until the user
approves the E2E Controller Network to complete the onboard process by accessing through the Onboard page or
Tree menu.

Once the onboarding process is approved and it can be managed by cnMaestro.

[
> rd
P 60 GHz criWave Network  Sotting:
E Metwork Name Manngement Address. PE Address. Deployment EZE Controller Version Status
E oo -
1
/3 | NOTE:

If Auto Generate IPv6 Addresses is enabled, E2E Controller fetches the IPv6 addresses automatically.

To Onboard the E2E controller Network through Manage page:

1. Navigate to Manage > Network > select 60 GHz cnWave E2E Controller

2. Click Approve and 60 GHz cnWave - Network Onboard window pops-up.
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(@ combium Networks | coMaestro ™ X

F [0 60 GHz cnWave Network > 60 GHz cniWave E2E-22e670895fal

Netwehs
- ECE
B s
= & testwit
T 60 GHx criWave EZE-22067 20
2 Y
» ¥ 51 B2
1 » §a 52073032
=

3. By default Auto-assign is selected User can select either Auto-assign or Manual to update IPv6 address in E2E
Network and wait for a while utill IPv6 address gets updated.

4. After the updation, user can Enable Layer 2 Bridge which is optional.

60 GHz cnWave - Network Onboard *
MName

.- v I 60RGS
Network Confiquration [Device Interface)

®) Auto

Manual

EZE Controller IPvE Address/Prefix Length

Enable Layer 2 Bridge

Apply

Click Apply.

6. Wait for a while till network onboard is successful.

Please Wait ...

MNetwoark onboarded successfully. Setting initial EZE Controller configuration

may [ake up 1o

7. Once it is successfully onboarded, the E2E Network Ul shows the Dashboard of the network as shown below:
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20 Connsaiios Distaln

e 2 Seaunderabad

Contratzed Hyderabisd

External E2E Controller network icon will be indicated with icon % as shown below:

MNetworks Wi-Fi AP Groups
A @ System

v ___., Base Infrastructure

> & default
> B RK-LAB-Onboard-V3k-230
> M RK-LAB-Onboard-V5K-235
~ @ RE-WarRoom-Onboard-V3k-227
> «§+ site V2000-88303e
> '*° vik-site2
Ky RM-LAB External-IPve
it 'QL} RM-War-Room-Mesh
N
@ pop

Device E2E Controller (Running Onboard) Onboarding

Once cnMaestro remote management details are configured through onboard E2E controller. The E2E controller
network will be discovered in the cnMaestro.

To approve proceed as follows:

1. Navigate to Manage > Network > select 60 GHz cnWave E2E Network.

2. Click Approve and 60 GHz cnWave-Network Onboard window appears and provides option to Edit Network
name.
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[ 60 GHz cnWave Network > 60 GHz cnWave E2E-22e670895fal

00 GHz cnWave ~

B 4w @EmD

c]

Now EZE Notwork dis

Bpprens this network 16 m

3. click Save.

60 GHz eriWave - Netwerk Onboard

4. After the successful Onboard E2E Network, it can be managed through cnMaestro.

0 60 GHz criWawe Netwark > 4-Nodes-Onboard-Godamvar

Webworks Ty —— - Configuraion Lumn Sisbcy BeporX  Softwars Updets  Map

e I ” s
- vV

{ B

If POP Node is running the Onboard E2E Controller then the PoP icon will be indicated with icon @' as shown below:
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Networks Wi-Fi AP Groups
v (8 System

v ___., Base Infrastructure
> & default
> W RK-LAB-Onboard-V3k-230
> W RK-LAB-Onboard-V5K-235
b @' RK-WarRoom-Onboard-V3k-227

v o} siteV3000-88303e

@ node-V3000-88303e

> o4 vikesite2
Ky RM-LAB-External-iPve

> ﬁ\ RM-War-Room-Mesh

Pre-Configuration and Approval of Devices (Optional)

To automatically configure and approved devices when they access cnMaestro, add the device MAC address to the
Onboard > click Settings. Adding devices here places them in the onboarding queue, where they can be pre-
configured and/or pre-approved.

If this step is not configured, the devices would automatically show up in the onboarding queue, where they can be
approved.

Figure 14 Pre-Configuration and Approval of Devices

Type Serial Hurmses Duwice MaC P st Managed Account acdes by Statn. Durstien Canfigare

¥ Ll BEs o =
o Boo /s Pe——
...... Ferte 3001 AP LB AP maTts T — Admitater . 24 20m 0 BES® s ) s

N NOTE:
tcj:l If the device gets struck in the onboarding page, the Force Onboard button automatically enable. Click
the Force Onboard for the device to be onboarded.

P T Seri mumber Devie haa Rp— [P pAS—

Device/Agent Authentication (Optional)

To require devices to authenticate with cnMaestro before they are added to the onboarding queue, enable Cambium
ID based authentication at Onboard > Settings. During configuration, the onboarding key must also be created. Each
user can have their own onboarding key. The onboarding key needs to be entered into the Device Ul before
cnMaestro will allow it into the onboarding queue.
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o) NOTE:
m When Cambium ID authentication is enabled, the Device Ul requires both a Cambium ID and an

Onboarding Key. For cnMaestro On-Premises, the Cambium ID is ignored. This mechanism is optional,
and it would only be used to require device authentication before addition to the onboarding queue.

Figure 15 Device/Agent Authentication

Onboard

Devices 60 GHz cnWave Network  Settings

Cambium ID: cnmaestro_on_premises

Enable Cambium ID based entication to onboard devices

ation can be set on the device via its user interface {or SNMP or CLI on

ing the Cambium ID and Onboarding Key on the device. This inform:

Key. Learn more

Onboarding Key: 7 Delete

Onboarding Key: Va Delete

Add New

Save Cancel

Claiming the Wi-Fi Devices from AP Group

To claim multiple devices from the AP Group in Cloud, navigate to the Wi-Fi AP Groups tree view and click the drop-
down menu for the selected AP Group .

1. Click the Claim Devices option.

2. Inthe pop-up dialog that appears select the Device type, Network and Site under which these devices needs to be
placed and by default the devices claimed under this group will have the configuration settings from this AP

Group.

__f'o\l NOTE:
m In Network and Site the SEARCH option is enabled.

3. Specify the MAC Address of the devices line-by-line or comma-separated, or click Import .csv option to import
the device MAC addresses from a file.
4. Click Claim Devices to add to the selected AP Group with the configuration applied.

N NOTE:
™ In cnMaestro On-Premises the procedure is same as Cloud, but instead of MSN, the user should use MAC

address of the device.

65| Device Onboarding Cambium cnMaestro On-Premises | User Guide



Claim Enterprise Wi-Fi Devices

Enter the ESN (Ethemet MAC) of the devices you would like to add to your account
(comma-separated or one per line).

Managed Account’  gace |nfrastructure

Device Type

Enterprise Wi-Fi -
Metwork

default -
Site

None -

Enterprise AP Group
Default Enterprise

Enter / Place a cursor in the box and use a barcode scanner to quickly claim devices.

Import csv

Claim Devices Cancel Clear

Claiming the Wi-Fi Devices from Site Dashboard

1. To claim multiple devices from the site dashboard, navigate to Manage > Networks tree view and select the
drop-down menu for the Site.

2. Click Claim Devices from the drop-down.
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MNetworks Wi-Fi AP Groups
hd @ System

b ‘-, Base Infrastructure
> oy default
> & thello$-123
> & Bulk_E_series
> &~ DP2
> &" Durga_DataMigration
» &" NTP Issue
v &+ Raghavendra
> \}"\ e-Detect
> € raio0
> ® Sas Refresh
> B imsP | Edit
> E 1-M5P-Ne Update Software

» E Dummy

> _E., J$hMien | Delete

3. Inthe pop-up dialog select the AP Group that should be applied for cnPilot E (Enterprise) and R (Home) series
devices. The devices claimed under this Site will have the configuration settings from the selected AP Group.

4. Specify the MAC number of the devices line-by-line or comma-separated, or use the Import .csv option to import
the MAC of the devices from a file.

5. Click Claim Devices to add the devices to the selected AP Group and click Apply Configuration.

N NOTE:
tog In cnMaestro On-Premises the procedure is the same as Cloud, but instead of MSN the user should use
the MAC address of the device.
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High Availability (HA)

This section includes the following topics:

e Overview
e HA Cluster Setup
e HA Menus

Overview

cnMaestro On-Premises supports Layer 2 HA through an active-standby (1+1) architecture. The default HA
installation has a single management interface (ethO) and a shared (floating) management IP address. The basic
deployment is highlighted below:

Figure 16 Overview of High Availability

cniMaestro Active cnMaestro Standby
Statistics Synchranize—
Configuration Synchronize—»
Wi-Fi Sessions Synchronize—
Files Synchionize—]ps
Coordination Service - ){ Coordination Service
eth0 eth0:0 Floating IP Address ethl

Primary vs Secondary

The Primary server always has up-to-date configuration and data, and it hosts the cnMaestro application. The
Secondary replicates data from the Primary and enters standby state when fully synchronized.

Shared (Floating) IP Address

A Shared IP address is used to access the cnMaestro application. It is configured in devices or typed into a web to
launch the cnMaestro Ul. Since the shared IP migrates between the two installations, it must be on the same subnet as
both static IPs.

Network Ports

The following ports/protocols must be accessible between the two systems.

PORTS | IP Type Details

22 TCP Data Replication

8300 TCP Distributed Synchronization

8301 TCP, UDP | Distributed Synchronization
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Recommendations

Cambium Networks recommends backing up virtual machines prior to starting HA. To take daily automated backups
of cnMaestro data, navigate to Administration > Server > System Backup and Restore.

Dual Interfaces

cnMaestro can be configured with two interfaces, ethO and ethl, on VMware workstation and ESXi. These allows
traffic to be segmented into Management/Cluster and device, though strict separation is not currently enforced (so
the Ul can still be launched from the Device IP). The implementation allows deployments with separate management

and control subnets to integrate more easily with cnMaestro.

Traffic Type Interface | Details
Device ethi Device control traffic
Management/Cluster | ethO User interface, cluster, API, outbound traffic to Internet

A high-level overview of the separation is below:

cnMaestro Active | cnMaestro Standby
Statistics | Synhronize—p
Configuration Synchronize—p»
WiFI Sessions Sy hronize—
Files Synchronize——ps
Coordination Service 4 Fl Coordination Service
etho | ethoo | eini | enio Floating IP Address | ethd | [ eth1 |
Management Traffic =
Cluster Traffic e NG

Add eth1 Network Adapter

To add ethl, the virtual machine needs to be stopped, and a second Network Adapter added manually. Adding
multiple adapters to a virtual machine leads to issues with PCl ordering, which determine how ethO and ethlare
mapped to the running VM: the PCl ordering does not necessarily follow the order of addition. The section below
details how to make sure the PCl ordering is correct.

Network Interface PCIl Ordering

In a two-interface configuration, VMware may apply Network Interfaces in an order different from that presented in
the Ul. This may result in a second interface mapped to ethO instead of ethl. In order to resolve this, you may need to
update VMware configuration.

VMware Workstation

In VMware Workstation, edit the configuration file (ending in .vmx) in the virtual machine home directory. After
shutting down the VM, change the following two entries, so the ethO PCI number is lower than ethl.

ethernet0.pciSlotNumber = "33"
ethernetl.pciSlotNumber = "34"
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VMware ESXi
The same operation is required for VMware ESXi, but it can be performed through the Ul.

1. Select Edit Settings of the VM and choose VM Options > Advanced.

L[} Edit settings - os1 (ESXI 5.1 wirtual machine)
Virtual Harcware | WM DNIDI:E 2

* General Options M Marme:

2. Scroll down and select Edit Configuration.

L[} Edit settings - 051 (ESXi 5.1 virtual machine)

This launches a screen that allows updating the PCIl numbers.
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ethernet] generatedAddressOffset

ethermnet poiSiothumber k<

ethernet] generatedAddressOffset

ethemet1 paiSlatNumnber k2

guestnfo vrntools buldMumber B0GH3E3

guestnio vmitools descrplion Wiiware Tools 10.2 5 build BOEE383
guesbnéo vmitools versionNumber 10308

guestnfo vmtools versionString 1025

HA Cluster Setup

HA Cluster Setup requires bootstrapping the Primary system and then adding the Secondary. The high-level steps
are defined below. All cluster operations are performed through the cnMaestro Console.

Bootstrap (Primary)

The first step is to enable high availability on a cnMaestro instance - effectively creating a HA cluster and initializing
high availability processes. The bootstrapped instance is called the Primary, and it hosts the shared IP address.

Accept (Primary)

The Primary server then configures a shared secret to allow a Secondary system to join the cluster. The secret is used
for authentication, and it is valid for 30 minutes.

Join (Secondary)

The Secondary joins the Primary using the shared secret, and extends the Cluster. At this point, the Secondary begins
replicating data (which could take many minutes). Once fully replicated, the Secondary becomes standby and is able
to fail over.

N NOTE:
™ The Join process uses SSH (port 22) to connect to the Primary. It is important to review the fingerprint

displayed during the Accept and Join operations, to make sure they are the same (and protect against
man-in-the-middle attacks).

WARNING:
All data on the Secondary will be overwritten during the Join.
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Figure 17 Accept/Join

Primary Secondary

Start HA
Become Active

| Accept Allow Join Requests

Bootstrap

%
Join with Primary Join
\ \
Create Cluster
I\
Replication
v

Become Standby

User Interface

Basic HA Cluster Creation Flow

A general HA configuration flow is presented below. Each page will be discussed independently in later sections.

Primary Server

1. After logging into cnMestro console, from Operations tab, select HA and click OK.

Operations
Please make a selection

Information Display network settings
Hetwork Conf iqure network interface

onf igure high availability (Pro)
Settings Conf igure server settings
FPassword Set virtual machine user passuword
Maintenance Perform maintenance operations
Halt Halt virtual machine for manual shutdown
Reboot Reboot wvirtual machine
Shell Exit to command line
Logout Logout of current session

2. From High Availability Cluster tab, select Bootstrap and click OK.
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High Availability Cluster (pro)

To create a high availability cluster, Bootstrap and

Accept on the Primary node, and then Join through the
Secondary.

Join Join an existing Cluster (Secondary)

Bootstrap a new Cluster (Primary)
Reset Reset HA conf iguration

< 0K > £Cancel?

3. From the Bootstrap Layer 2 Cluster tab, enter Management IP and click Enable L2.The Management IP must be
on the same subnet as the ethO interface.

Bootstrap Layer £ Cluster
Layer 2 supports a shared (floating) IP address for each interface.

Please enter a shared IP in these networks:
Hanagement (eth®, ipuvd4): 10.110.198.0-24

Il‘lunngenent IP (etho, ipv4) CIEETISE I F,

<Enable LZ» £ Cancel >

4. When the L2 High Availability Cluster is created, success window pops-up as shown below:

Notice

Success?! LZ High Availability cluster created.

Primary Bootstrap is successfully completed now. Click OK, which redirects to Accept/Join requests page to
create the Password (shared secret) used to Join a second system.

6. The password is used by the Secondary to authenticate and join the Cluster. It is valid for 30 minutes.

Accept Join Requests 1
Please enter a temporary password for Join requests.

This is used to add other servers to the cluster. This
password will be available for 30 minutes.

lJDin Password ]

< DK > {Cancel>
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7. When the Join Password is set, click OK to initialize the system for 30 minutes. A SSH Fingerprint is also generated
during this step. Match the fingerprint to the one displayed during the Join process.

Notice
Success! The server will accept joins for 30 minutes.
IP Address: 10.110.198.7

Server Fingerprint:
SHAZS6 : 145ap40qV Ir ISUTXJUBKonE Y. 6Hzn304yHg ZUdVe XS

Secondary Server

1. Onthe Secondary cnMaestro server, from the High Availability Cluster menu, select Join and click OK.

High Availability Cluster (pro) 1

To create a high availability cluster, Bootstrap and
Accept on the Primary node, and then Join through the
Secondary.

Hootstrap Bootstrap a new Cluster (Primary)

| 0in| oin an existing Cluster (Secondary)

Reset Reset HA conf iguration

< DK > {Cancel>

2. The Join existing Cluster window appears. Enter the Primary server ethO IP and the Join Password, click OK.

Join Existing Cluster

Please enter the Join configuration for the Primary (peer) server.
The IPv4 address is on the Management interface (ethO).

WARNING: This action will erase all data on this system and
restart the primary cnMaestro?

Primary Server IP (ethO)
Join Passwords=

< DK » {Cancel?

3. Apop-up displays the fingerprint of the Primary server. Validate the fingerprint shown on the Secondary exactly
matches the fingerprint of the Primary (when it is accessed directly). If they are different, the Primary server is
incorrect, and the Join should be cancelled.
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Success! The server will accept jeina for 30 minutes. The 35H server credentials are:

IP Address: 10.110.202.2Z45 IF Address: 10.110.202.245
Server Fimgerprint: Server Fingerprint:

SHAZSG : LEyBE 321 sV DGR/ cOCawMtbxDd THOJEECmRTdw FHAZSE: LEy=BEZ 323V 11 tUDgR/ cOC2utHtbaDd THOTERC+BRI4W

o] < G in -} <Canzel>

4. After verifying and continuing, the successfully joined cluster window will appear.

Success! Joined 10.110.198.191 to create a cluster.

HA Menus

This section walks through the different HA tabs available in the console.

High Availability Cluster Menu (pre-Bootstrap)

This menu is available before HA is enabled, and the cluster has been created.

Terminal - ubuntu@c2: ~ -+ x

High Availability Cluster High Availability Cluster
To create a high availability cluster, Bootstrap and To create a high availability cluster, Bootstrap and

Accept on the Primary node, and then Join through the Accept on the Primary node, and then Join through the
Secondary. Secondary.

Bootstrap a new Cluster (Primary) [ Bootstrap a new Cluster (Primary)

Join an existing Cluster (Secondary) Join an existing Cluster (Secondary)
Rnsnt Reset HA configuration R-s-t Reset HA configuration

<0k >} <Cancel> T <Cancel>

Bootstrap Convert into a standalone HA Cluster.
Join Join a standalone HA Cluster to create a replication Cluster.
Reset Reset HA infrastructure to default. This option is provided as a failsafe.

High Availability Menu (post-Bootstrap)

This menu is available after a successful Bootstrap.
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cnMaestro On-Premises

High Availability Cluster

High Availability:
State: 1 node in cluster (bootstrap)
Status: standalone, healthy

Please select a high availability operation

Show detailed cluster status

Log Show high availability log entries
Accept Accept Join requests from peer nodes
Reset Reset HA configuration

< 0K < Back >

Accept Join requests from the peer nodes.
Log Log entries of High Availability.
Reset Reset HA configuration.

Status Overall status for the Cluster.

New Cluster

An HA Cluster requires the ethO interface be configured with a static IP address. Once the Cluster is created, the IP
address cannot be changed without dissolving the Cluster. During the bootstrap process, a shared IP address is
configured in the same subnet as ethO. This address floats between the active cnMaestro system, and should be used
for cnMaestro access.

High Availability Cluster
Bootstrap New Cluster
To create a high availability cluster, Bootstap and
Please enter a shared IP in the Accept on the Primary node, and then Join through the
18.183.156.8/24 network. Secondary.

l_ﬁhared P
Join Join an existing Cluster (Secondary)
Reset Reset HA configuration

< 0K > <Cancel>

< ok > <Cancel>

Accept Join Requests

As part of the Bootstrap process, create a shared password used during the Join. The password will be available for
30 minutes after creation.
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inal - ubuntu@cnmaestro-10-183-156-33: /srv/files/images

Accept Join Requests

Please enter a temporary password for Join requests.
This is used to add other servers to the cluster. This
password will be available for 38 minutes.

{Juin Password 123123123

< 0K > =<Cancel>

Join Existing Cluster

High Availability Cluster

To create a high availability cluster, Bootstap and
Accept on the Primary node, and then Join through the
Secondary.

Join an existi.ng Cluster (se:ondaryl
nu-t Reset HA configuration

<cancel>

To join another system to the Cluster, select the Join option of the HA menu on the Secondary Server. The IP address
is the ethO address for the Primary server (only the ethO IPv4 address is used to create a cluster). The Password is

the same created during Accept.

Notice
Success! The server will accept joins for 30 minutes.
1P Address: 18. 183 156.33

Server Fingarp
SHA2! Xx01Svxx2muti

Validate SSH Fingerprints

Terminal - ubuntu@cnmaestro-10-183-156-200: /srv/lib/python/cnmaestro/console + %

Join Existing Cluster

Please enter join configuration in the 10.183.156.8/24
ne

WARNING: This action will erase all data on this system!
Primary Server IP TIETENTTIEE]
Join Password* 123123123

<Cancel>

Customers should validate the fingerprint before joining. If the fingerprint on the Primary is different than the
fingerprint displayed at the Secondary, the Join should be cancelled, because the Primary server is incorrect. In the
graphic below, the Primary server is on the left, and the Secondary server is on the right.

Hotice
Success! The server will accept joins for 36 minutes.
IP Address: 16.183.156.58

Server Fingerprint:
SHA256: Ruz’ 1dwY RuQpSmL.

HA Cluster Status

Terminal - ubuntu@c2: ~ - + X

S5H Fingerprint
The SSH server credentials are:
IP Address: 16.183.156.58

Server Fingerprint
SHA256: nuztmsmmuduwmwaluws-ueswnm

<Cancel>

The HA Cluster Status tab details the current HA state, including the replication status. After a cluster operation, it
may take a few minutes for the page to show full details.
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High Availability:

State: 2 nodes in cluster (replication)
Status: secondary, healthy (active and standby)

Please select a high availability operation

Show detailec

Show high availability log entries
Delete peer node from cluster

Failover the current primary server
Leave cluster and reset HA configuration

Force Reset HA configuration

Accept Set a password used by another system to join the Cluster.

Delete Delete a node from the Cluster.

Failover Failover to the current Standby node. This is not visible while standalone.

Force Forcibly Reset HA configuration. This causes a non-graceful reset of the current node, and
it does not delete the node from the Peer. This operation should only be used if the Leave
operation fails.

Leave Leave the Cluster. This deletes all HA configuration and puts the device into a default
state.

Status Overall status for the Cluster.

Select Status and click OK. The following window appears:

HA Cluster

State: Secondary (standby)
Mode: Replication (2 nodes in cluster)
Type: Layer 2

Shared IP (eth0): 10.110.198.193

Cluster Servers:

10.110.198.1592 (alive) *aelf
10.110.198.191 (alive)

< Back

Statistics: Secondary, Replicating (synchronized)
Configuration: Secondary, Replicating (synchronized)
Wi-Fi Sessions: Secondary, Replicating (synchronized)
Files: Secondary, Replicating (synchronized)

>
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Configuration Status of configuration replication.

Files Status of file system replication (including floor maps, etc.).
Statistics Status of statistics data replication (this tends to take the longest).
Wi-Fi Sessions Status of Wi-Fi session replication.

HA Cluster Status

State: Primary (active)
Mode: Replication (2 nodes in cluster)
Shared IP: 10.110.134.227

Statistics: Primary, Replicating (lag: E s)
Conf iguration: Primary, Repllcatmg
Wi-Fi Sessions: Primary, Replicating (Tag:

Files: Primary, Replicating (lag: 0 files)

HA Cluster Status

State: Secondary (standby)
Mode: Replication (2 nodes in cluster)
Shared IP: 10.110.134.227

Statistics: Secondary, Replicating (lag: 0 seconds)
Configuration: Secondary, Repl il::o.ting
Wi-Fi Sessions: Secondary, Replicating (lagT 0 bytes
Files: Secondary

Cluster Servers:

10.110.134.226 (alive) =self
10.110.134.225 (alive)

{Cancel>
/0\. NOTE:
t,lj There may be discrepancy in the Primary and Secondary lag value it may display the results in bytes or
seconds.
Delete Node

Delete from Cluster
Deleting removes the peer node from the cluster. Navigate to Operations > HA, select Delete and click Ok.
Use the spacebar to select the Node and select delete and click Enter.

Deleting a Node Resets the HA configuration of the node and removes it from the Cluster (as long as the node is still
online). If the node is down, or unresponsive, it needs to be manually removed by accessing the node itself and

selecting Leave.
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aestro-10-183-156-33:

Terminal - ubuntu@

Delete Node from Cluster

Select the node to delete from the cluster.

I_ 10.183.156.200)

<Cancel>

Information
Welcome to cnMaestro On-Premises!

Management Interface

IP Address/Mask: 10.183.156.288/24 (static)
Default Gateway: 18.183.156.1

Name Server(s): 10.183.156.1, 8.8.8.8, 8.8.4.4
Management URL: https://10.183.156.100

High Availability

State: Replication (2 nodes in cluster)
Status: Secondary, Healthy: active and standby

Next >

After deletion, HA has been reset on the deleted node, and the current node becomes Standalone.

Notice
Reset Peer to Default Succeeded!

Delete Peer from Cluster Succeeded!

Leave Cluster

Terminal - ubuntu@cnmaestro-10-183-156-200: /srv/lib/python/cnmaestro/console + %

Information
Welcome to cnMaestro On-Premises!

Management Interface

IP Address/Mask: 10.183.156.208/24 (static)
Default Gateway: 10.183.156.1

Name Server(s): 10.183.156.1, 8.8.8.8, 8.8.4.4
Management URL: https://18.183.156.200

High Availability
State: Disabled

Leaving removes the current node from the cluster. It first tries to delete the node from the peer; then it resets to
current node to default. If the delete fails (for example, if there is no network connectivity), it needs to be performed

manually through the peer Console.

Information

The Information page provides global status for the system at initial login. It has a High Availability section at the

bottom.

Information
Welcome to cnMaestro On-Premises!

Management Interface

IP Address/Mask: 18.183.156.33/24 (static)
Default Gateway: 10.183.156.1

Name Server(s): 10.183.156.1, 8.8.8.8, B.8.4.4
Management URL: https://10.183.156.100

High Availability
State: Replication (2 nodes in cluster)
Status: Primary, Healthy: active and standby

Information
Welcome te cnMaestro On-Premises!

Management Interface

IP Address/Mask: 18.183.156.208/24 (static)
Default Gateway: 10.183.156.1

Name Server(s): 16.183.156.1, 8.8.8.8, 8.8.4.4
Management URL: https://10.183.156.100

High Availability

State: Replication (2 nodes in cluster)
Status: Secondary, Healthy: active and standby

< Next >|

Behaviour of cnMaestro features When HA is Enabled

This section lists the behavioral changes of cnMaestro features when HA is enabled:
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Feature Observations
Device Approval from Onboarding If the failover happens when the Device approval is in-progress, then the "Device
queue Approval” will get stuck. We haye te re-initiate the "Approve All"

If the failover happens when the Software Update job is in-progress, then the devices
software update will get Timeout after failover.

Software update breakup Impact after failover
10 devices which were in parallel update
Software update jobs will get impacted. After failover Job will
get Timed out after 5 minutes. We have.
Software update to 50 devices with "Devices | tq retrigger Software update for these 10
to update in parallel” set as 10 devices
All 50 devices which were in parallel
update will get impacted. After failover
Job will get Timed out after 5 minutes.
Software update to 50 devices with "Devices | We haye tq retrigger Software update for
to update in parallel” set as 50 these 50 devices
If the failover happens when the Configuration Update is in-progress, then the
Configuration update will get Timeout.
Configuration update breakup Impact after failover
10 devices which were in parallel update
will get impacted. After failover Job will
get Timed out after S minutes. We have.

Configuration push jobs in running

<tite Configuration Update to 50 devices with to retrigger Config update for these 10
"Devices to update in parallel” set as 10 devices
All 50 devices which were in parallel
update will get impacted. After failover
Job will get Timed out after 5 minutes.
Configuration Update to 50 devices with We have_tq retrigger Config update for
"Devices to update in parallel” set as 50 these 50 devices
If the failover happens when the OVA upgrade is in progress, then we have to re-initiate
OVA upgrade
OVA upgrade Impact after failover
File upload will get cancelled. We have to
Failover happens during OVA file upload re-trigger it
Failover happens during 10 % to 100% of OVA upgrade will get cancelled. We have
OVA upgrade OVA upgrade to re-trigger it
Failover happens after 100% of OVA File upload will get cancelled. We have to
upgrade and before "Apply" re-trigger it
Failover happens during 10 % to 100% of OVA upgrade will get cancelled. We have
OVA upgrade to re-trigger it
Failover happens Just before we No impact here, "Apply” can be done
proceed withl "Apply” after failover.
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Monitoring

This section includes the following topics:
e Network Monitoring

e cnPilot Dashboard

e Inventory

e Reports

Network Monitoring

The Monitoring tab displays the monitoring panel for cnMaestro On-Premises. This section includes the following:
e Dashboard

e Notifications

e Statistics and Details

e Performance

e Maps
e Tools
e WIDS

Dashboard

Dashboard pages are customized for each device type and aggregation level (such as System, Network, Tower, and
Site). Pages representing devices provide information on location, significant configuration parameters, and
performance. System, Network, Tower, and Site nodes aggregate dashboard data for the devices they contain.

KPI (Key Performance Indicators)

Each page has a set of KPIs tailored to the node type. These present a current value and often historical trend data.
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Devices By Type Total: 173
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Device Health

Device Health displays the health of the network from the tower to the edge.

Figure 18 Device Health

Device Health
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Connection Health

Connection Health displays the health of the devices connected to the network.
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Charts and Graphs

Contextual charts and graphs provide details on important dashboard metrics.

Figure 19 Charts and Graphs
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Notifications

Overview

Notifications consist of Events, Alarm History, and Alarms. They are asynchronous messages that provide real-time

system status.
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Table 12: Notification Overview

Type Description

Alarms Alarms have state and persist as long as the problematic activity continues; they reflect
the current health of the devices in the network.

NOTE:
o)
After every server reboot or restart alarm displays as shown below:
e cnMaestro takes upto 10 minutes to reflect the alarm count.

e Email Notification subscribers status up and down major alarms is
blocked for 30 minutes.

o Webhooks will not send the device status up and down major alarms for
next 30 minutes.

Alarm History Expired Alarms are added to the Alarm History. The Alarm History displays historical
active alarm counts.

Events Events are stateless, transient messages that occur in response to an input or action, such
as if the CPU exceeds a threshold or a device association fails. Events are fire-and-forget;
they are stored in an Event Table and provide a history of device activity.

Event/Alarm Source

Identity of the source device affected by the event or alarm.

Aggregation

Notifications are visible at every level of the device tree. Higher levels consolidate notifications for all devices at
lower levels in the hierarchy. For example, the network level displays the events and alarms for all devices within that
network. This aggregation is only available for Networks, Towers, and Sites. When a device is selected, such as an AP,
the notifications will only be presented for it, and not its associated SMs (even though they are lower in the tree).

Storage

Events and Alarms are stored in cnMaestro for an extended period. They will be removed when the total count of
each surpasses 1,000 multiplied by the number of devices in the account. The oldest entries will be cleared first.

Events

The Event Table stores a history of the most recent events for the selected node.

Event Severity

Event Severity is mapped to the following levels:
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Table 13: Event Severity

Severity Definition

. Critical

Catastrophic problem that makes the product/feature unusable.

Major

Issue that greatly degrades the product/feature, but it is still usable.

Minor

Limited issue that alters product functionality in a targeted way.

. Notify

Message used primarily for notification which includes type of reboot of cnPilot Wi-Fi
devices.

Event Export

The event data in a table can be exported ina CSV or PDF file format.

Support for System Events

The source type can be either Device or System. Events generated by the system will be filtered using the source
type System and the events generated by the device will be filtered using source type Device.

Each and every system event can be categorized under one type.

Figure 20 System Events

Marimped Bctunt " Addres Harma Message Rstsod Tome

The following table describes the different types of system event categories and their descriptions.

Table 14: System Event Types and Definitions

System Event

Description

Category P

Infrastructure Events related to infrastructure management - such as HA state, System resources (e.g
CPU, Disk, Memory), etc.
Source: cnMaestro

Network Events related to networking issues, such as link up/down.
Source: Devices

Operations Event related to system-level processes, such as pushing configuration, installing
images, etc.
Source: Devices

Other Events which are not related to above categories listed under the others.
Source: Devices
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Table 14: System Event Types and Definitions

System Event

Description
Category 1Pt

Registration Events related to managing/unmanaging devices.
Source: Devices

Security Events related to logging into the devices, establishing secure links, and potentially
recognizing scans and security breaches in the future.
Source: cnMaestro, Devices, Clients

Services Events related to additional services that may be added to the product in the future.
There may not be any services events in the first release.
Source: cnMaestro and Devices

Wireless Events related to issues/notifications with the PTP/PMP radio connectivity, Wi-Fi
Clients, etc.
Source: Devices

Alarms

Alarm Life Cycle

The basic alarm life cycle has the following states:

Table 15: Alarm Life Cycle

State Description

Acknowledged Active alarms can be acknowledged, which signifies they are known and being handled.
Acknowledgment does not affect the total alarm count - it is a convenience to the
administrator.

Active The alarm remains active until the combination of inputs that generated it are cleared.

Inactive Inactive alarms remain visible in the active alarm table for 10 minutes, before they are moved to
alarm history. An alarm becomes inactive when the inputs that generated it are no longer
present. An Inactive alarm can be pulled back to the Active/Acknowledged states if a new
event reactivates the alarm.

Raised The creation of the alarm.

Alarm Severity

Alarms have a severity that determines how they are handled.

Table 16: Alarm Severity

Severity Definition

. Critical Catastrophic problem that makes the product/feature unusable.
Major Significant issue that greatly degrades the product/feature, but it is still usable.
Minor Limited issue that alters product functionality in a targeted way.

. Notify It is clear and is used for inactive alarms.
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Alarm Types

Table 17: Alarm Types

Alarm Type Definition

Configuration Tracks issues encountered during a device configuration update.

DFS State Tracks issues related to DFS operational status.

GPS State Tracks issues related to GPS synchronization.

Link State Tracks issues related to the status of device interfaces.

Status Tracks when connectivity between cnMaestro On-Premises and a device is lost.
Upgrade Tracks issues encountered during device software upgrade.

Alarm Acknowledgment

Active alarms can be acknowledged in the alarm table. This is for convenience - acknowledgment makes the alarm
less visible in the table, and the administrator can further add a note describing how the alarm is being resolved.
Acknowledging an alarm will not change any of the alarm counts - either at the page or the system level. The only
way the alarm count is decreased is when alarms become inactive.

Figure 21 Alarm Acknowledge

Alarm Acknowledge

Please enter notes about this alarm.

Alarm History

Expired alarms are added to the Alarm History. The Alarm History displays historical active alarm counts. Clicking
the bar chart filters the table data underneath, allowing one to view which alarms were active at a specific time in the
past.

Figure 22 Alarm History
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Statistics and Details

Statistics provide a tabular aggregation of data, including General information on the devices monitored, as well as
Wireless, Network, and Traffic metrics. Details pages provide information on a single device, generally in a page
format.

The table below highlights the type of information that is generally found in cnMaestro Statistics and Details sections
(separated by Device Type).
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Table 18: Device Statistics

60 GHz cnWave
Nodes

General

o Device

o |Pv6 Address

e Main Aux SFP

e Mode

e Model

o Network

o PoP Node

e Radio Channel
e Serial Number
e Site

e Status

e Status Time

e Software Version

e Sync Mode
e Zone

GPS

o Fix Type

e Height

e Latitude

e Longitude

o Satellites Tracked

cnMatrix

General

Device

IP Address
Product Name
Serial Number
Status

Traffic

e Throughput (Rx)
e Throughput (DL)

cnPilot Home

General

Device

IP Address
Product Name
Serial Number
Status

Wireless

e Radios (Channel)

cnRanger BBU

General
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Table 18: Device Statistics

Device

IP Address
Registered SM Count
Serial Number
Status

Traffic

Throughput (DL)
Throughput (UL)

cnRanger SM

General

Device

IP Address
IMSI

Serial Number
Status

Traffic

Throughput (DL)
Throughput (UL)

Wireless

Bandwidth
Frequency
MCS (DL)
MCS (UL)
RSSI
RSRP
RSRQ

cnReach

General

Device

IP Address
Neighbors
Radio
Role
Status

Radio

Average Noise
Radio Temperature
RSSI

SNR

Tx Power

Traffic

Throughput (DL)
Throughput (UL)

cnReach XIO

General

Active S/W Version
Device

IP Address

Product Name
Serial Number
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Table 18: Device Statistics

e Status

cnVision Client

General

o Device

o DFS Status

o Distance

e |P Address

e Status

e Serial Number

e SessionTime
Network

e LAN Interface
e LAN Interface 2
e WAN IP Address

Traffic

e Retransmission Rate (DL)
e Retransmission Rate (UL)
e Throughput (DL)

e Throughput (UL)
Wireless

e Antenna Gain

e Connected AP
e MCS (UL)

e MCS (DL)

e QualityCapacity
e RSSI(DL)

e RSSI(UL)

e SSID

e Tx Power

e Wireless MAC

cnVision Hub

General

o Device

e DFS Status

o |P Address

o Registered SM Count
o Reregistration Count
e Status

e Serial Number
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Table 18: Device Statistics

Network

e LAN Interface

e LAN Interface 2
Traffic

e Throughput (DL)
e Throughput (UL)
Wireless

e Antenna Gain

e Bandwidth

e DL/UL Ratio

e Max Range

o Frequency

e SSID

o Tx Power

Enterprise WiFi General

Device

IP Address
Product Name
Serial Number
Status

Wireless

e Radios (Channel)

ePMP AP General

Device

DFS Status

IP Address
Reregistration Count
Registered SM Count
Serial Number
Status

Network

e LAN Interface
e LAN Interface 2

Traffic

e Throughput (DL)
e Throughput (UL)

Wireless

Antenna Gain
Bandwidth
DL/UL Ratio
Frequency
Maximum Range
SSID
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Table 18: Device Statistics

Tx Power

ePMP SM

General

Device
Distance

DFS Status

IP Address
Status
Session Time
Serial Number

Network

LAN Interface
LAN Interface 2
WAN IP Address

Traffic

Retransmission Rate (DL)
Retransmission Rate (UL)

Throughput (DL)
Throughput (UL)

Wireless

Antenna Gain
Capacity
Connected AP
MCS (DL)
MCS (UL)
Quality
RSSI(DL)
RSSI(UL)
SSID

Tx Power
Wireless MAC

Machfu

Cell

Cell Enabled

Cell ICCID

Cell IMEI

Cell IMSI

Cell IP

Cell Link

Cell Manufacturer
Cell Network Type
Cell RSSI

Cell Rx Rate

Cell Sw Version

Cell Tx Rate

Ethernet
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Table 18: Device Statistics

e Ethernet

e Ethernet Enabled

o Ethernet MAC

o Ethernet Link

o Ethernet Link Speed
e Ethernet IP Address
e Ethernet Gateway

o Ethernet Mask

e Ethernet Tx Rate

e Ethernet Rx Rate

o Ethernet Mode

General
e Device

e Status

o |P Address

GPS

o GPS Altitude

o GPSTime

o GPS Satellites in use
e GPS Status

e GPS Accuracy

e GPSFix Time

VPN

e VPN Type
e VPN Link

e VPN Server
e VPNIP

Wireless Client

o WC Enabled

e WCSSID

e WC Link

e WCRSSI

o WCMAC

o WCIP

o WC Gateway
e WC Mask

e WC Tx Rate

o WC Rx Rate
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Table 18: Device Statistics

Wireless Access Point

WAP Enabled
WAP SSID
WAP Link
WAP MAC
WAP IP

WAP Mask
WAP Mode
WAP Tx Rate
WAP Rx Rate

PMP AP

General

Device

DFS Status

IP Address
Registered SM Count
Reregistration Count
Serial Number
Status

Network

LAN Interface

Traffic

Busy Index (DL)

Busy Index (UL)
Frame Utilization (DL)
Frame Utilization (UL)
Throughput (DL)
Throughput (UL)

Wireless

Antenna Gain
Bandwidth
Color code
DL/UL Ratio
Frequency
Maximum Range
Tx Power

PMP SM

General

Device

DFS Status
Distance

IP Address
Session Time
Serial Number
Status

Network

LAN Interface
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Table 18: Device Statistics

e WAN IP Address
Traffic

Packet Loss (DL)

Packet Loss (UL)

Packet Loss (Overcapacity) (DL)
Packet Loss (Overcapacity) (UL)
Packet Loss (Error Drop) (DL)
Packet Loss (Error Drop) (UL)
Throughput (DL)

Throughput (UL)

Wireless

Antenna Gain

Color Code
Connected AP
Horizontal SNR (UL)
Horizontal SNR (DL)
LQI (DL)

LQI (UL)

Modulation (DL)
Modulation (UL)
RSSI Imbalance
RSSI(DL)

Tx Power

Vertical SNR (UL)
Vertical SNR (DL)

PTP General :

Device

IP Address
Product Name
Status

Network :

o Aux Interface
e Main PSU Interface
o SFPInterface

Wireless :

Antenna Gain

Bandwidth

Errored Seconds
Licensed Country
Maximum Transmit Power
Receive Frequency
Severely Errored Seconds
Transmit Frequency
Unavailable Seconds

Performance

Performance pages display a synchronized view of time-series data for devices. The data can be filtered using the

interval ranges in the upper left (last 4 hours to last week), or by dragging the cursor on the graph to select a specific

range. The data presented varies based upon device type.
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The following images represents the sample performance graphs for 60 GHz cnWave, cnMatrix, cnRanger, cnPilot
Enterprise, cnPilot Home, cnReach, ePMP AP, ePMP SM, PMP AP, PMP SM, and PTP.

Table 19: Performance Graph

Device Fields

60 GHz Displays the following graphs:
cnWave e Available Memory
(Node)

e CPU Utilization

[E 60 GHz cnWave > cnl

B3
60 GHz Displays the following graphs:
cnWave e EIRP
(Links)

e RSSI

e RxMCS

o Rx Frames (Per Second)

o Rx Packet Error Ratio

e SNR

e TxMCS

e Tx Packet Error Ratio

e Tx Frames (Per Second)
cnMatrix Displays the following graphs:

o CPU

e Packet Error

o Rx Packets

e Throughput

o Tx Packets

97| Network Monitoring Cambium cnMaestro On-Premises | User Guide



Table 19: Performance Graph

Device Fields

+ | enMatrix > cnMatrix-EX1028-P

* Performance  Sofware Upd
- B

Thisugsg % Packer Erer

T Packets © X R Packets

cnPilot Home | Displays the following graphs:

e CPU

o Clients

e Throughput

e Throughput - Radio 1(2.4 GHz)
e Throughput - Radio 2(5 GHz)

Throasght - Rads ¥4 Golt) T Throughes R 208 Gt

cnReach Displays the following graphs:
o Noise
e Neighbors
e RSSI

e Throughput

e Transmit Power
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Table 19: Performance Graph

Device Fields

R e a- -
cnRanger Displays the following graphs:
BBU o Available Memory
e Interface (eth?)
e Interface (eth2)
e SMs Registered
o Temperature
e Troughput
TR T
o o

Trmapont X et ey

[rp— B it e

Ineertace ethid)

cnRanger Displays the following graphs:

RRH o Ambient Temperature

e CPU

o Die Temperature
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Table 19: Performance Graph

Device Fields

e Frame Utilization
e SMs Registered
e Throughput

0 RRH > SBO0-2D0003-TostRRHA

Thecughpn ® SMu Rogtened

Brtserd Temperaturs B O Temperste

cnRanger SM | Displays the following graphs:

o Available Memory

e CPU
e MCS
e RSRP
e RSSI
e RSRQ
e SINR

e Throughput
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Table 19: Performance Graph

Device Fields

0 crRanger GM > 101 2D3E86

Brotormance

RSRG H o mcs

Py * ® Avallable Memary L

cnVision Displays the following graphs:

Client . CPU

e MCS

e Retransmission
e RSSI

e SNR

e Session Drops

e Throughput
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Table 19: Performance Graph

Device Fields

cnVision Hub | Displays the following graphs:
e CPU

e Frame Utilization

e Retransmission

e SMs Registered

e Throughput

Tersugppe © R erssamason

iy Rugitiesd LR 1

Enterprise Displays the following graphs:
Wi-Fi o Airtime (2.4 GHz)
e Airtime (5 GHz)

e Available Memory
o Clients

e CPU
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Table 19: Performance Graph

Device Fields

e Interference

e Noise Floor

o Packet Rate

e Throughput

e Throughput - Radio 1(2.4 GHz)
e Throughput - Radio 2 (5 GHz)

ePMP AP Displays the following graphs:
e CPU

e Frame Utilization
e Retransmission
o SMs Registered
e Throughput
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Table 19: Performance Graph

Device Fields

+ | AP > F30

Fartorrance

L ——— % Besammision

By Bogrnrent " e

ePMP SM Displays the following graphs:

e CPU

e MCS

e Retransmission
e RSSI

e Session Drops
e SNR

e Throughput

Machfu Displays the following graphs:
e Cellular Throughput

o Cellular RSSI

e CPU Load
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Table 19: Performance Graph

Device Fields

e Disk Storage

e Ethernet 1 Throughput

e Ethernet 2 Throughput

e Flash Memory

o Wi-Fi Client Throughput

e Wi-Fi Client RSSI

o Wi-Fi Access Point Throughput

5] Machfu > MIDOTI98

[ —— B Coutr mn

LR - — B Cher S8

WAL Arteia Point Thrghont LI~ TP

A — SR Owh Biorage

bt | Thassghinst M Einemet 3 Tarughput

PMP AP Displays the following graphs:
e CPU

e Frame Utilization

o SMs Registered

e Throughput
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Table 19: Performance Graph

Device Fields

I APs = RAGHU_PMP_450i_AP

Parformance Scfwars Update M

Thisugegt % Frame Unikeaten

L - X ey

PMP SM Displays the following graphs:

e CPU

e DL RSSIImbalance

e LQIl (Link Quality Indicator)
e Modulation

e RSSI

e Session Drops

e SNR (Horizontal)

o SNR (Vertical)

e Throughput

PTP and Displays the following graphs:
HCMP
Masters e Aux Throughput

e Channel Utilization
e Capacity
e Link Loss

e Main PSU Throughput
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Table 19: Performance Graph

Device Fields

e Packet Error

o PCB Temperature

e Receive Vector Error

o Receive Power

e Receive Signal Strength Ratio
e SFP Throughput

e Throughput

e Transmit Power

PTP and Displays the following graphs:
HCMP Slaves
e Aux Throughput

e Channel Utilization

e Capacity

e Main PSU Throughput
e Link Loss

e Packet Error

o PCB Temperature

e Receive Vector Error
e Receive Power

o Receive Signal Strength Ratio
e SFP Troughput

e Throughput

e Transmit Power
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Table 19: Performance Graph

Device Fields

Maps

Maps provide a visualization for Towers, Sites, and Devices. They display proximity to other devices, connectivity

between devices, device health, and selectable

status parameters. An example map is presented below.

Two views are supported in system maps and Network/Tower dashboard maps:

o Street view

o Satellite view

Figure 23 Map Street View

I Systom
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]

To enable satellite view:

1. Navigate to Administration > Settings > Advanced Features.
2. Click Satellite View checkbox.

[E Advanced Features
[&] WiFiParf Dacman X

The satellite view is supported in limited US and EU regions.

Figure 24 Map Satellite View

Map Navigation

There are a number of ways to navigate through the map display.
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Double Click If the user double-clicks on the following items on the Map, the Ul should auto-navigate
to the Dashboard of that item:

e ePMPSM
e Site
o Tower
Hover Hovering over a tower or device will pop-up a tool tip that provides basic status

information. Hovering over an RF link will display status on the link.

Single Click If the user single-clicks on the following items on the Map, auto-select the same itemin
the tree:

e ePMPSM
e Tower

Standard Components In the upper-left corner are generic map navigation components that allow one to
zoom in and out. One can also use the mouse to drag and reposition the view as well as
turn on satellite display.

Mode

The map can be placed in a number of different modes for the devices of PMP/ePMP SMs only, which define how the
device status is presented.

Table 20: Mode

Mode Details

Alarm Status Highlights devices based upon alarm count (critical, major, minor).

Average MCS (ePMP Displays the uplink or downlink average MCS per device.

only)

Device Status Displays whether a device is up (green) or down (red).

Frequency Displays the sector frequency.

Link Quality Indicator Displays the uplink or downlink average indicator per device.

(PMP only)

Reregistration Count Displays the nodes based upon the number of re-registrations in the last 24 hours. The
more reregistration, the larger the node will display.

Retransmission Displays the percentage of packets retransmitted between ePMP SM and AP on the

Percentage (ePMP only) | wireless link.

Embedded Maps

Maps are embedded into some additional Ul views (most notably, the dashboard). These embedded maps to do not
provide the full feature set of the Map view.

Sector Visualization

cnMaestro is able to present a basic sector View for ePMP and PMP fixed wireless devices. This requires
configuration of Height, Azimuth, Elevation and Beam Width under ePMP/PMP AP configuration. This configured
data is used to generate the sector view: the presentation is not based upon link planning or geographic topology.
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Figure 25 AP Configuration Page
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A new option for Sector Visualization is available in map view

. By selecting the Show Sector option, the following
map is displayed:

Figure 26 Sector Visualization
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In addition to Sector Visualization, a new option is available to show/hide Subscriber Modules. This is present at

System, Network, Tower, and AP levels. You can also choose to set the color of SMs based upon frequency or
online/offline state.

/0'\. NOTE:
The default settings to show subscriber modules is No.

how subscriber modules:  ves “ Map Mode: | Device Status -
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Tools

This section provides the following details:

e 60 GHz cnWave Tools
e cnMatrix Tools

e cnPilot Home Tools

e cnRanger Tools

e cnReach Tools

e cnVision Tools

e ePMP Tools

e Enterprise Wi-Fi

e Machfu

e PMP Tools

e Tower-to-Edge View

60 GHz cnWave Tools

In E2E Network Tools tab you can view Operations, Diagnostics, Services, and Settings. Refer to E2E Network Tools.

In Nodes Tools tab you can view the status and Debug of the device. Refer to Node Tools.

cnMatrix Tools

In Status tab you can view the status of the device either Online or Offline and you can reboot the device.

[ cnMatrix > EX1028P-F61240

Dashboard  Notifications  Configuration  Details

Status Remote CLI Metwork Connectivity

cnMatrix EX1028-P
EX1028P-F61240

e

Software Update
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[ cnMatrix > EX1028P-F61240
Dashboard  Notifications  Configuration  Details Performance  Software Update  Tools
Status Remote CLI Network Connectivity

Command

Type €U command @©
Run

Qutput @& x

Table 21: CnMatrix Tools

Description

Remote CLI Remote CLI mode is enabled for super admin and admin users only. But only show
commands can be executed by operator.

The user can provide the CLI command in the Command textbox. The output will be
displayed in the output window.

In Tools > Remote CLI, when you select a command type and click Run, the following output is displayed:

& cnMatrix > cnMatrix-EX2010
Dashboard  Notifications Configuration  Details  Performance  Software Update  Tools
Status | Remote CLI | Metwork Connectivity

Command

e CLI command 6]

Output @ x
PO pOLICY FOLICY-1 Prececence lee ensole

vlan 2

ip arp inspection

|

vlan 2
ip arp inspection
|

vlan 4
ip arp inspection
|

vlan s
ip arp inspection
|

vlan &

ip arp inspection

|

cimaestro url "12.118.289,84"
end

icon to download the generated output.

icon to clear the generated output.
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[ cnMatrix > cnMatrix-EX2010
Dashboard  Netifications  Coenfiguration  Details Performance Software Update  Tools
Status Remote CLI © Network Connectivity

Test Type

Ping + | Network ping to

IP Add or Hostname

Number of Packets (-c)
s Min =1, Max =10
3

Buffer Size {-s)

56 Min =1

Ping Result
Complete

Hostname www.google.com

PING www.google.com {216.58 200132): 56 data bytes

64 bytes from 216.58.200132: seq=0 ttI-119 time=8.660 ms
64 bytes from 216.58.200.1 19 time=8.497 ms
64 bytes from 216.58.200132: seq=2 =119 time=8.485 ms

— www.google.com ping statistics —

3 pack mitted. 3 packets received, 0% packet loss

round-trip minfavg/max = 8.485/8.547/8.660 ms

cnPilot Home Tools

The Tools page for cnPilot Home devices consolidates a number of operations into a single troubleshooting
interface.

The operations of cnPilot Home is listed below:

Table 22: cnPilot Home

Tools Description

Debug Displays the log details.

Network Connectivity

Executes Ping, DNS, or Traceroute tests.

Packet Capture

Lists packet capture details.

Status

Displays the status of device.

Wi-Fi Analyzer

Displays radio traffic and signal.

Wi-Fi Performance

Wi-Fi performance measures the backhaul speed across devices with respect to

cnMaestro.
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Figure 27 cnPilot Tools Enterprise WiFi

[ Wi-Fi > cnPilot-r201P-141419
Dashboard Notifications  Configuration Details Performance Software Update Tools Clients WLANs
Status Debug Packet Capture Network Connectivity Wi-Fi And\yZEr Wi-Fi Performance
Output @ x
Figure 28 cnPilot Tools Status
= Wi-Fi > cnPilot-r201P-141419
Dashboard MNotifications Configuration Details Performance Software Update Tools Clients WLANs
Status Debug Packet Capture MNetwork Connectivity Wi-Fi Analyzer Wi-Fi Performance
cnPilot r201P " e
cnPilot r201P-141419 | B il
(von | ®o
- i Aszocialed Clants
o—
0

chRanger Tools

cnRanger BBU

In Status tab you can view the status of the device either Online or Offline, allows to download Tech Support File and

can reboot the device.
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@ BBU = S5800-2D00C1
Dashboard Motifications Conf
Status

Sierra 80O
DN SB0O0-2D0O0CH
o [ethl)
51
o [eth2)

iguration Details SMs Performance Software Update Map Tools

chnRanger SM

In Status tab you can view the status of the device either Online or Offline, allows to download Tech Support File,
displays the wired connectivity status, and can reboot the device.

[ cnRanger SM > TION-2D3E86

Status

o Tools

cnReach Tools

The Tools page for cnReach

devices consolidates a number of operations into a single troubleshooting interface.

The operations are listed below:

Table 23: cnReach Tools

Tools Description

Ping

Network ping to a hostname or IP address.

RF Ping

RF reachability test between local radios that provides details on signal quality.

RF Throughput

RF throughput test between local radios that provides details on throughput.

116 | Network Monitoring

Cambium cnMaestro On-Premises | User Guide




Figure 29 cnReach Tools

+ | cnReach > Bridge_Mode_AP_Edit_11
Dashboard Notifications Configuration Details Performance Software Update Tools

Radio1  MNetwork Connectivity

Test Type

hostnal

Ping -

IP Address or Hostname

www.cambiumnetworks.com

Number of Packets (-c)

& Min =1, Max = 10

Buffer Size (-s)

32 Min

Ping Resuit
Complete

Hostname www.cambiumnetworks.com

PING www.cambiumnetworks.com (18190.92.212): 32 data bytes
40 bytes from 18.190.92.212: seg=0 tt1=226 time=243.345 ms

40 bytes from 18.190.92.212: seg=1 /=226 time=245.100 ms

40 bytes from 18.190.92.212: seq=2 ttl=226 time=242.973 ms

40 bytes from 18.190.92.212: seg=3 tt=226 time=244.276 ms

40 bytes from 18.190.92.212: seq=4 ttI=226 time=243.404 ms

— www.cambiumnetworks.com ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip minfavg/max = 242.973/243.819/245100 ms

cnVision Tools
The Tools page for cnVision devices consolidates a number of operations into a single troubleshooting interface.

The operations are listed below:

Table 24: cnVision Tools

Field Description

Debug Displays the log details.

Network Executes Ping, DNS, or Traceroute tests.
Connectivi

y

Status Displays the status.
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Table 24: cnVision Tools

Field Description

Subscribe Displays the SM linked to the Hub and allows to reboot and download the tech support file.
r Modules

Link Test The Link Capacity Test measures the throughput of the RF link between two cnVision modules.
cnVision link test only utilizes the spare sector capacity for this test, therefore, sector traffic will not
be disrupted. For the most accurate wireless link test results, it is best to run this test when there is
no or very little customer data traffic being sent for the duration of the test..

Displays the link related test result with respect to Throughput. Link Test can be performed on the
cnVision Hub and its SM link. In order to run this operation, select the device and then the Tools tab..

e IfancnVisiosn Hub is selected you can choose the SM from the list and start the test.
[« Hubs > Hub_360_test_1 e

Dashboard Notifications Configuration Details Performance Software Update  Map Tools

Status Debug Network Connectivity Subscriber Modules Link Test

The Link Capacity Test measures the throughput of the RF link between two ePMP/cnVision modules. The device’s link test only utilizes the

Spare sector ty for this test, therefore, sector traffic will not be disrupted. For the most accurate wireless link test results, it is best to

run this test when there is no or very little customer data traffic being sent for the duration of the test. Learn more
SM
Client_MICRO -

Packet Size @
(® Small (128 bytes)
Medium (800 bytes)
Large (1500 bytes)
Duration
(® 4 seconds 10 seconds 20 seconds

Status
Failed

Result

Start Test

Displays the following fields:

o Packet Size: Choose the Packet Size to use for the throughput test.

o Duration: Choose the time duration in seconds to use for the throughput test.

e IfancnVision Client is selected, click Start Test to run the link test.
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Table 24: cnVision Tools

Field Description

[« Clients > Client_MICRO e

Dashboard Notifications Configuration Details Performance Software Update Map Tools

Status Debug MNetwork Connectivity Link Test

The Link Capacity Test measures the throughput of the RF link between two ePMP/cnVision modules. The device's link test only utilizes the

spare sector capacity for this tes wre, sector traffic will not be disrupted. For the ireless link test results, it is best to

ere 05T accurate

run this test when there is no or very little customer data traffic being sent for the duration of the test. Learn more

AP MAC Address

Packet Size @

(@ Small (128 bytes)
Medium (800 bytes)
Large (1500 bytes)

Duration
né) 4 seconds 10 seconds 20 seconds
Status
Completed
Result
Downlink
18.645 Mbps

Uplink
32734 Mbps

| Start Test ‘

Displays the following fields:

o Packet Size: Choose the Packet Size to use for the throughput test.

o Duration: Choose the time duration in seconds to use for the throughput test.

Figure 30 cnVision Tools

[« Clients > Client_MICRO

Dashboard Motifications Configuration Details Performance Scftware Update Map Tools

Status  Debug Network Connectivity Link Test

cnVision HUB 360r cnVision CLIENT MICRO

i L
Hub_360_test 1 N || || Dow Client_MICRO N
DS 9
@ Cniine Uplink

MCS: DS 7 (Excellent)
100 Mbps FULL

0.28 Miles

N DL: -
Latency 9 ms hroughput

ML: -

Enterprise Wi-Fi Tools

The Tools page for Enterprise Wi-Fi devices consolidates a number of operations into a single troubleshooting
interface.

The operations of Enterprise Wi-Fi are listed below:
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Table 25: Enterprise Wi-Fi Tools

Tools Description

Debug Displays the log details.

Flash LEDs (Only for E The LEDs of the device enables to identify and locate the device.
Series Device)

Network Connectivity Executes Ping, DNS, or Traceroute tests.
Packet Capture Lists packet capture details.
Remote CLI Remote CLI mode is enabled for super admin and admin users only. But only show

commands can be executed by operator.

The user can provide the CLI command in the Command textbox. The output will be
displayed in the output window.

Status Displays the status of device.

Wi-Fi Analyzer Displays radio traffic and signal.

Wi-Fi Performance Wi-Fi performance measures the backhaul speed across devices with respect to
(wifiperf) cnMaestro.

Figure 31 Enterprise Wi-Fi Tools

[ Wi-Fi > ES00-BB15702
Dashboard  Motifications  Configuration Details Performance Software Update Tools Clients MeshPeersx  WLANs WIDS x

Status Debug Remote CLI Packet Capture Network Connectivity Wi-Fi Analyzer Wi-Fi Performance Flash LEDs

Stop Logs

Output @® x
In Progress...

2021-05-25 07:05:27 749 device-agent.c:667:PING_DATA: len=28 msg [{"Pid": "749", "PLoss™ "0"]]

May 25 07:05:27: wifid - notify msg type CMB_NOTIFY _MSG_TYPE_NEIGH_AP_DATA[21] received (cache ¢ 2871)

May 25 07:05:30: wifid : notify msg type CMB_NOTIFY_MSG_TYPE_NEIGH_AP_DATA[21] received (cache c:2871)

May 25 07:05:33: scmnd : prev_tx 150983395 curr_tx O (stats.c:1052)

May 25 07:05:33: scmd : prev_rx 1034060344 curr = O
(stats.c:1053)

May 25 07:05:34: wifid : notify msg type CMB_NOTIFY_MSG_TYPE_NEIGH_AP_DATA[21] received (cache c:2871)
May 25 07:05:40: wifid : notify msg type CMB_NOTIFY_MSG_TYPE_NEIGH_AP _DATAJ21] received (cache.c:2871)
May 25 07:05:43: wifid : lldp frame:dmac 01-80-C2-00-00-0E smac BO-B9-8A-6E-F1-03 type 88cc

{Idp.c:89)

May 25 07:05:46: scmd : stats timer at 1621926346 (stats.c:196)

2021-05-25 07:05:52 749 device-agent.c:667-P) DATA: len=28 msg [["Pid": "749", "PLoss": "0"]]

2021-05-25 07:11:.09 749 log.c:207:start_cns o Send log history {10 lines)

May 25 07:05:54: scmd : Device P 10.110.208137 (stats. c:346)

2021-05-25 07:05:54 749 wifi.c:948:Stats read successfully cleanup g_scm_fd

eth index 0
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Figure 32 Enterprise Wi-Fi Remote CLI Tools

[@ Wi-Fi > E500-BB15702

Dashboard

Configuration Software Update Clients

Tools

Remote CLI Wi-Fi Perfo

Ststus  Debug Packet Capture rk Connectivity ~ Wi-Fi Analyzer

Command

pe CLI co

Output
In Progress...

Device >

Device > show config

ment user admin password $crypt$1$bCE0UTLYXFKOCESESZpFOgYITssnfRYm

ote

ote url 10.10.209.84
mbium-remote validate-server-cert
nor tt
h

elnet

dle-timeout 300

management hitps port 443

WLANs

Flash LEDs

WIDS x

Figure 33 Flash LEDs

Wi-Fi > E500-BB15702

Dashboard Notifications Configuration Details Performance Software Update Tools

Status Debug Remote CLI Packet Capture Network Conneclivity Wi-Fi Analyzer

Duration

Flash LEDs

Clients

Wi-Fi Performance

Mesh Peers X

WLANs  WIDS x

Flash LEDs

Currently, Wi-Fi performance test feature is supported only on cnPilot devices. Wi-Fi performance test will be

triggered between the AP and Wi-FiPerf Endpoint.

Wi-FiPerf Endpoint can be either the cnMaestro instance or a locally installed speed test server.

cnMaestro Instance: To enable Wi-Fi performance test, navigate to Administration > Settings > Advanced

Features page and enable WiFiPerf Daemon option.

B Advanced Features

WiFiPerf Daemon X Enable to perform W

- @

Locally installed Wi-Fi Performance Server : Wifiperf performance interoperates with the open source

zapwireless tool.

(https://code.google.com/archive/p/zapwireless/). So install zap on the local host on the site. This is especially
helpful in the scenarios to troubleshoot connectivity/performance issues related to Wi-Fi AP/Client in a site.

To configure locally installed site level speed test server on cnMaestro, navigate to Site > Configuration > WiFiPerf

Server page.

= WiFiPerf Sewe’B
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NOTE:

m The Wifiperf manager running on cnMaestro establishes control session with AP (and other endpoint-
local host) using TCP port number 18301. So it is mandatory that both the AP and the other endpoint is

reachable from cnMaestro. Make sure that the NAT/firewall does not block the wifiperf traffic from

cnMaestro to any endpoint or AP (also between the endpoints and AP). Ensure that the port number

18301 is not blocked in the network for TCP and UDP.

o) NOTE:
m For more details on Wi-Fi performance (wifiperf) feature, refer here.

Performing the Test:

To run the Wi-Fi performance test, navigate to Tools > Wi-Fi Performance page.

It can be used to measure the following parameters with intervals of 10, 20 and 30 seconds:

Traffic Types

e TCP
UDP

Traffic Direction

e Downlink
e Uplink

WiFiPerf Endpoint

e cnMaestro

e WiFi Perf Local Host

ePMP Tools

The Tools page for ePMP devices consolidates a number of operations into a single troubleshooting interface.

The operations are listed below.

Table 26: ePMP Tools

Tools Description

Debug Displays the log details.

Network Executes Ping, DNS, or Traceroute tests.

Connectivit

y

Status Displays the status.

Link Test The Link Capacity Test measures the throughput of the RF link between two ePMP modules.

ePMP’s link test only utilizes the spare sector capacity for this test, therefore, sector traffic will not
be disrupted. For the most accurate wireless link test results, it is best to run this test when there is
no or very little customer data traffic being sent for the duration of the test..

Displays the link related test result with respect to Throughput. Link Test can be performed on the
ePMP AP and its SM link. In order to run this operation, select the device and then the Tools tab.

e IfanePMP AP is selected you can choose the SM from the list and start the test.
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Table 26: ePMP Tools

Tools Description

« | APs > F300_28074f2 o

Dashboard MNotifications Configuration Details Performance Software Update  Map  Tools

Status Debug Network Connectivity Subscriber Modules Link Test eDetect

The Link Capacity Test measures the throughput of the RF link between two ePMP modules. ePMP’s link test only utilizes the spare sector

ill not be disrupted. For the most accurate wireless link test results, it is best to run this test

when

ent for the duration of the test. Learn more

Packet Size ©

(® Small (128 bytes)
Medium (800 bytes)
Large (1500 bytes)

. Duration
(® 4 seconds 10 seconds 20 seconds

Status
Completed

Result
Downlink
32.635 Mbps
Uplink
32104 Mbps

Start Test l

Displays the following fields:

o Packet Size: Choose the packet size to use for the throughput test.

o Duration: Choose the time duration in seconds to use for the throughput test:

o IfanePMP SMis selected, click Start Test to run the link test.
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Table 26: ePMP Tools

Tools Description

+ SMs > F220_2087eb o

Dashboard NMotifications  Configuration Details Performance Software Updater Map Tools

Status Debug Network Connectivity Link Test eDetect

The Link Capacity Test measures the throaughput of the RF link between two ePMP modules. ePMP's link test only utilizes the spare sector

e, sector tre | not be dis ireless link test results, it is best to run this test when

there is no or

ttle customer data traffic being sent for Learn more
AP MAC Address
Packet S5ize (@
(® Small (128 bytes)
Medium (800 bytes)
Large (1500 bytes)

Duration
(® 4seconds 10 seconds 20 seconds

Status
Completed

Result
Downlink
20922 Mbps

Uplink
32.094 Mbps

Start Test |

Displays the following fields:

o Packet Size: Choose the Packet Size to use for the throughput test.

o Duration: Choose the time duration in seconds to use for the throughput test.

eDetect eDetect is supported on the ePMP AP or SM. It is also launched from the Tools tab.

The eDetect tool (not available in ePMP Master/Slave mode) is used to measure the 802.11
interference at the ePMP radio or system when run from the AP or the SM, on the current operating
channel. When the tool is run, the ePMP device processes all frames received from devices not
connected to the ePMP system and collects the interfering frame’s information such as MAC
Address, RSSI, and MCS.

Configure the duration for which the AP scans for interference.

« | APs > F300_28074f2

Q

Dashboard Notifications Configuration Details Performance Software Update Map Tools

tatus Debug Network Connectivity Subscriber Modules Link Test eDetect

detect 80211 ePMP AP and

including other ePMPs nc

ts ePMP SM on th

3ys the MAC Address, RSSI and

eDetect will scan and e current chann mes received from 80211 interf

will process fra

erers

its own sector and d

of the interfering

Duration (sec) Min:30

0
30

Status
Completed

Start Test

Configure the duration for which the SM scans for interference.
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Table 26: ePMP Tools

Tools Description

« SMs >F300_28074b

[}
Dashboard Notifications Configuration Details Performance Software Update Map Tools

tatus Debug MNetwork Connectivity Link Test eDetect

eDetect will scan and detect 80211 ePMP AP and its ePMP 5M on the current channel. It will process frames received from 80211 interferers

including other ePMPs not in its own sector and displays the MAC Address, R551 and MCS of the interfering
30 Duration (sec) Min:30 Max:120

Status
Completed

Start Test

Figure 34 ePMP Tools

&1 APs > vinodepmp-Force300

Dashboard  Notifications  Configuration Details SMs Performance Software Update Map Tools

Status Debug Metwark Connectivity Subscriber Modules Link Test

Machfu

In Status tab you can view the status of the device either Online or Offline, allows to download Tech Support File and
can reboot the device.

« | Machfu > M1001198

Dashboard MNotifications Configuration Details Performance Software Update Map Tools

Status

Machfu "
M1001198 i K
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PMP Tools

The Tools page for PMP devices consolidates a number of operations into a single troubleshooting interface.

The operations are listed below:

Table 27: PMP Tools

Tools Description

Debug Displays the log details.

Network Executes Ping, DNS, or Traceroute tests.
Connectivity

Status Displays the status.
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Table 27: PMP Tools

Tools Description

Subscriber Lists all the SMs connected to the selected AP. This is available for PMP APs only.
Modules
Link Test The Link Capacity Test measures the throughput and efficiency of the RF link between two PMP

modules. Many factors, including packet length, affect throughput. Packets are added to one or
more queues in the AP in order to fill the frame. Throughput and efficiency are then calculated
during the test

The Link Capacity Test tool has following modes:
 Link Test without Bridging - Tests radio-to-radio communication, but does not bridge traffic.

 Link Test with Bridging - Bridges traffic to “simulated” Ethernet ports, providing a status of
the bridged link.

* Link Test with Bridging and MIR - Bridges the traffic during test and also adheres to any MIR
(Maximum Information Rate) settings for the link.

« Extrapolated Link Test: Estimates the link capacity by sending few packets and measuring link
quality.

Displays the link related test result with respect to Throughput and Interference. Link Test can
be performed on the PMP AP and its SM link. In order to run this operation, select the device and
then the Tools tab.

o |IfaPMP AP is selected you can choose the SM from the list and start the test.

« | APs > PMP 450i-BBC827
Dashboard Notifications Configuration Details Performance Software Update Map Tools
Status Debug Network Connectivity Subscriber Modules Link Test
The Link Capacity Test measures the throug 1d efficiency of the RF link between two PMP modules. Many factors, including packet
length, affect throughput. Flood Link test is available for cnMedusa AP with software version of 15.2 or higher. Learn more
Link Test Mode
Link Test with Bridging = | @
@ Sector traffic will be disrupted for 2 seconds.
Current SM
450b-5M1 -
Packet Length
714 (@ Bytes (64 — 1714 Bytes)
Re-Test
Resuit
Downlink Uplink
442.37 Kbps 442.37 Kbps
99% Efficient 100% Efficient
Signal to Noise Ratio: 36 dB Signal to MNoise Ratio: 41 dB WV,
V,35dBH 43dB H

e |IfaPMP SMis selected, click Start Test to run the Link Test.

127 | Network Monitoring

Cambium cnMaestro On-Premises | User Guide



Table 27: PMP Tools

Tools Description

« SMs>PMP_450-B228C7
Dashboard  Motifications

Status  Debug

ler put. Flood

ngth, affect through
Link Test Mode

Link Test with Bridging + | @

Packet Length

174
Re-Test
Result

Downlink

74.22 Mbps
94% Efficient
Signal to Noise Ratio: 31dB V,

Configuration

Network Connectivity

The Link Capacity Test measures the throughput and efficiency of the RF link between two PMP modules. Many factors, including packet

ink test is available for cnMedusa AP with software version of 15.2 or high

@ Sector traffic will be disrupted for 2 seconds.

Details Performance  Software Update Map Tools

Link Test

1714 Bytes)

Uplink

32.76 Mbps
99% Efficient
Signal to Noise Ratio: 39 dB

31dEH V.40dBH
Figure 35 PMP Tools
& APs>PMP 450i-BBC827
Dashboard Notifications Configuration Details SMs Performance Software Update Map Tools
Status Debug  MNetwork Connectivity  Subscriber Modules Link Test

PMP 4501 AP
PMP 450i-BBCB27

Tower-to-Edge View

This component displays the network from the Point-to-Multipoint AP to the edge Enterprises devices.
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Figure 36 Tower-to-Edge View

Wi-Fi = cnPilot-R201P-140891

fAzzociated Clients

b
©°

Dashboard  Metifications  Configuration  Details  Performance  Software Update
Status Debug Packet Capture MNetwork Connectivity Wi-Fi Analyzer Wi

cnPilot r20NP i i o

enPilet-R201P-140891 b 2 il

o ] -

Tools Clients

Fi Performance

WLANS

WIDS

This section provides details on Rogue APs.

Detecting Rogue APs

A rogue AP is an unsanctioned AP, which is not onboarded to cnMaestro. The AP scans the channels, collects the

details about the neighbor APs and sends them to cnMaestro.

Configuring Rogue AP
To enable Rogue AP feature:

1. Navigate to AP Groups > Configuration > Security page
2. Select Rogue AP Detection checkbox.

AP Groups > Leopard_7

Dashboard  Notifications Statistics APs  Clients

Mesh Peers X

Configuration Report X

Basic DoS Protection

Management IP Spoof Enable

Smurf Attack Enab

Radic
IP Spoof Log Enable P s
Metwork
ICMP Fragment Enable fragmented ping attack protect
Security
Services Rogue AP
User-Defined Overrides [] Detection Enable rogue AP det

able before accept)

To enable OCS (Off Channel Scan):

1. Navigate to AP Groups > Configuration > Radio (Available on both radio 2.4 GHz and 5 GHz) page.

2. Select the Enable OCS check box under OCS tab.
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[5] off-Channel Scan
| Enable Enable OCS

Dwell-time

=]

Auto RF

| Save |

You can grant valid APs to provide secure access to the network by adding them to the Whitelist by providing their

MAC address and SSID.

To add Rogue APs to whitelist:

1. Navigate to APs > WIDS page.

Click Add Whitelist under Site Whitelist tab.

Enter MAC and SSID of the device to be whitelisted.
Click Save.

INNNIN

The whitelisted Rogue AP WLAN will be grayed out in Rogue AP list and it will be removed after 24 hours.

& Rogue APs (Last 24 Hours)

SSID MAC Channel First Seen Last Seen

To whitelist multiple Rogue APs:

1. Select the Rogue APs in the list.
2. Click Whitelist Devices.
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Rogue APs (Last 24 Hours)

The following pop-up is displayed after successfully adding the Rogue APs to the whitelist.

Channe First Seen Last Seen Signal (dBm] Manufacturer

You can view list of Rogue APs at the device level in the Monitor page:

14 Hours

The following parameters are displayed:
SSID: SSID of the Rogue AP.
MAC: MAC address of the Rogue AP.
Channel: Channel in which the Rogue AP operates.

First Seen: Time at which the Rogue AP is detected for the first time.
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Last Seen: Time at which the Rogue AP is detected last.
Signal: Signal strength of the Rogue AP detected by the device.

Manufacturer: Manufacturer of the Rogue AP (Cambium, Cisco, Aruba etc)

You can view list of Rogue APs at the Site level in the Monitor page:

S Rogue APs (Last 24 Hours)

The following parameters are displayed:

SSID: SSID of the Rogue AP.

MAC: MAC address of the Rogue AP.

Channel: Channel in which the Rogue AP operates.

First Seen: Time at which the Rogue AP is detected for the first time.
Last Seen: Time at which the Rogue AP is detected last.

Strongest RSSI: Rogue AP RSSI which is detected strongest RSSI by AP.
Detecting AP: Number of APs detecting the same Rogue AP.

Manufacturer: Manufacturer of the Rogue AP (Cambium, Cisco, Aruba, etc).

You can search for a specific Rogue AP based on the MAC, SSID, Channel, and the Manufacturer by using the search

option.

oK M K

D NOTE:

work at site and device level in cnMaestro.

2. It takes 5 minutes to detect Rogue AP on AP boot up.

1. OCS (on both 2.4 GHz and 5 GHz) and Rogue AP detection should be enabled for WIDS option to
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cnPilot Dashboards

Device Dashboard

The Device Dashboard page displays details of all the Wi-Fi devices in cnMaestro. It mainly focuses on the
following parameters:

e Overview

e Clients

e Network Info

e Mesh Peers

e Neighbors

Overview

The overview section displays the radio Details, Clients, Throughput, Channels, Top Alarms, Clients by SNR,
Clients by Performance, Clients by Radio, Top Clients by Usage, and Top WLANSs by Throughput.

Figure 37 Device Dashboard > Overview Page
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Clients
The Clients section displays the details of all the wireless and wired clients.

Following parameters are displayed for wired clients for R-Series:

133 | enPilot Dashboards Cambium cnMaestro On-Premises | User Guide



e Address Type
o Expires

e Interface

e |P Address

e MAC Address
o Name

e Status

Figure 38 cnPilot Home: Device Dashboard > Wired Clients Page

[ Wi-F > enPilot-ri95P-0A4549

Wired Clients

Name. B Addreas [ Addres Type Expires Intectace

Staten

Following parameters displays for Wireless Clients of R-Series:

e Band
o Download
e Host Name
e |P Address
e MAC

e Manufacturer

e RSSI
e WLAN
e Upload

Figure 39 cnPilot Home: Device Dashboard > Wireless Clients Page

[« Wi-Fi = cnPilot-r201P-DONOTDISTURE
b Clients  WLAN,

Wirsless Clients i Che

Host Mame 1P Asddress MAC Manufacturer S0 Band Rasio 1D Managed Account

Upload

Following parameters displays for Wireless Clients of E-Series:

e Actions

e Authentication

e Band

o Client Type

e Download

e Download Quota

e Download Quota Balance
e GA Mode

o Guest Access Type
o Host Name

e |P Address

e MAC

134 | cnPilot Dashboards

Cambium cnMaestro On-Premises | User Guide



e Manufacturer

e Managed Account

e Mode
e OS

e RSSI

e SNR

e Session Expiry

o Type
o User
e Upload

e Upload Quota

o Upload Quota Balance
e VLAN

o WLAN

Figure 40 Enterprise Wi-Fi: Device Dashboard > Wireless Clients Page

[E Wi-Fi > Xv3-8-Sasi-Do-not-Touch

Wieeless Clionts i

Usar aF o Audress MaC VLANAD et s turer o5 ssn Band Radie i Bagis Mode RSS! SR Cilet Type

Following parameters displays for Wired Clients of E-Series:

e Authentication

e Auth Status

e Client Type

e Download

e Download Quota

e Download Quota Balance
o Guest Access Type

e Host Name

o |P Address

e MAC

e Manufacturer

e OS

e Portal Mode

e Total Quota

e Total Quota Balance

o User

e Upload

e Upload Quota

e Upload Quota Balance

e VLAN
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Figure 41 Enterprise Wi-Fi: Device Dashboard > Wired Clients Page
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Network Info
The Network Info section displays the details of the Network.
Following parameters are displayed for R-Series:

e Ethernet Ports

m Type
= Tx Bytes
= Rx Bytes

=  Tx Packets
= Rx Packets
m Tx Error Bytes
m Rx Error Bytes
o FXS Ports
m Type
= SIP Account Status
= Phone Number

= Hook State

Figure 42 cnPilot Home: Device Dashboard > Network Info Page

« Wi-Fi > cnPilot-r201P-DONOTD!STURE

Ovteils  Peifemance  Sofwore Wpcate  Tools  Cle

v Metwork info

Ethemet Ports

Type e Bytes Rx Byted i Packets Rx Packits T Ervor Bytes Rx Ervor Bytes

Type SIB Account Status Prane Mumbe: Mook State

Following parameter details are displayed in E-Series:
e VLAN

o Routes

o DNS Server(s)

o Domain Name

o Ethernet Ports

e Tunnels
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Figure 43 Enterprise Wi-Fi: Device Dashboard > Network Info Page

IPv6 Routes

1P

Routes

Rels

Use Interface

DNS Servers

DNS Server(s)

IP Address

10103210

10ne12m

Interface

VLANT

VLANT

Following parameter details are displayed in E-Series:

Port

Tx Octets

Rx Octets

Tx Frames

Rx Frames

Rx Frames with Error
Tx Broadcasts

Rx Broadcasts

Rx Frames Undersize

Rx Frames Oversize

Figure 44 PTP: Device Dashboard > Network Info Page
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Mesh Peers

The Mesh Peers tab displays information related to mesh clients and respective RF parameters such as SNR, RSS|,
and Band. This tab helps the user to trigger Wi-Fi performance between the Mesh Client and Mesh Base.

Figure 45 Device Dashboard > Mesh Peers Page

) System

Mesh Posrs X

You can also perform the Wi-Fi performance test by clicking the icon in the Action field.

Roaming History for Mesh Peers

The roaming history provides details of the mesh clients such as Connected AP, AP MAC, Duration, number of
packets transferred and received by the clients (Tx and Rx), duration etc during roaming from one mesh base to a

different mesh base.

Figure 46 Roaming History for Mesh Peers

[ Wi-Fi > ES00MeshBase-BECADE-DONOTTOUCH

Information = Roaming History

Connected AP AP MAC

Connected

Duration Tx +Rx

Showing 0 - 0 Total: 0 10w

Neighbors

Displays the BSSID, SSID, Channel, RSSI details of neighboring 2.4 GHz and 5 GHz radios.

Figure 47 Device Dashboard > Neighbors Page

0 Wi-Fi > E410-9597F7

Densits  Peric

Neighbiors List
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Site Dashboard

The Site dashboard page provides the overview of site related parameters and devices as shown below:

Figure 48 Site Dashboard

!

.

® Em._1

The Site Dashboard displays the following parameters:

e AP Types

e Channel Distribution by Band

e Clients by SNR
e Clients by Performance
e Floor Plan

e RF Quality

e Radio/WLAN Distribution by Band

e Throughput
e Top Wi-Fi APs
e Throughput Graph

e Wi-Fi Devices Availability (Total and Offline)

e Clients Graph
e Statistics

e Wireless Clients

Wi-Fi Devices Availability (Total and Offline)

Displays total number of access points in the Site and the devices that are offline.

Y T

Offline Last Week Total
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Wireless

Wireless Last 5 mins

Count Last Week

Throughput
Displays aggregated throughput for all the clients.

Throughput Last & mins

RF Quality

RF Quality Last 5 mins

AP Types

AP Types

@ cnPilot e500 @cnPilot e400 @ cnPilot R201P

Top Wi-Fi APs

Top Wi-Fi APs by Throughput ~

NAME MAC

XW3 B Sasi-Do-not-Touch BC:ESTCADDALCA
THROUGHPUT WIRELESS CLIENTS
30.94 Kbps 2
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Channel Distribution by Band

Channel Distribution by AP displays usage of channels in 2.4 GHz and 5 GHz. This helps users in planning and
implementing WLANSs within a high-density environment.

Channel Distribution by Band Last 5 mins

2.4 GHz 5 GHz

100.0%
LI

Radio/WLAN Distribution by Band

@40 @104

Radio/WLAN Distribution by Band Last 5 mins
Radios WLANs
1 I I 1
] ]
Radio Radio Rado 2.4 GHz 3GHz 2.405 GHz
12.4GHz) 2{5GHz) 3{5GHz)

Clients by SNR

Clients By SNR

1

Cliamis

a 10 15 20 25 i) a5 40 454
SNR (¢B)

Radic 1 (2.4 GHz) W Radio 2 (5 GHz)
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Clients by Performance

Clients By Performance

1

a -] 12 24 38 54 108 450
Spead (Mbgs)

Radio 1(2.4 GHz) @ Radic 2 (5 GHz)

Clients By Performance (For XV3-8)

Clients Resolution: 1 hr

1

02 Jun 04 Jun 06 Jun 08 Jun

- Radio2(5GHz):- Radio 3 (5 GHz):

Clients Graph

Clients Graph displays clients that are connected in 2.4 GHz and 5 GHz for the last week.

Clients Resolution: 1hr

1

11 Oct 12 Oct 13 Oct 14 Oct 15 Oct 16 Oct 17 Oct
- - 5 GHaz: -

Throughput Graph

Throughput Graph displays client traffic for the last week.
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Throughput Resalution : 1 Hour
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Statistics

Statistics displays following parameters:

o Device

e Managed Account
e Product Name

e IP Address

e Status

o Type

e Channel

e Power

e Throughput (DL)
e Throughput (UL)
User can Export Statistics data to PDF or CSV.

==

Statun Frequency Bancwicth BLUL Batls Moz Bange DPS Status Throegheet (UL} Throughput (BL)  Registered SM Count

Wireless Clients
Wireless Clients displays following parameters:

e Auth Status
e Authentication Type

e Band
o Client Type
e Host Name
o |P Address
e MAC

e Manufacturer
e Mode

e OS

e Portal Mode
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e RSSI
e SNR

e Session Expiry

e User
e VLAN-ID
o WLAN

The table can be exported as PDF or CSV.

Wireless Cllenta | /rvd Chents

1P Acdrens

@ Wi-Fi > cnPilot_r200-080121

Dusbicard  Motfcatiom  Configwsson  Detsds  Perbormance  Softeas Upsale  Too

Mamaged Acceunt

Floor Plan

Floor Planis used to locate all APs on the map (and present device status, connected clients, and Tx power). This is
done by uploading the map in Site > Floor Plan > Edit > Upload or floor map can be uploaded when site is created.
Placing the APs on the floor map is done by clicking full-screen option and then click edit; then place the APs on the
map and click Save.

o)

NOTE:
While uploading the floor plan follow the recommended specifications such as:

Resolution: 1024 px X 800 px
Supported file types: jpeg, jpg, png & gif

File size: not more than 5 mb.

[ Sites > E-type
Dashocard  Medlfications

Floor Plan

+

Configuration

Statistics

Reporiéh  Fleor Plan  APs  Clients

Mesh Peers &

Radic §2.4 GHz)
fio 245 GHz)

Radio 3(5 GHz)

Dence S~ | Edt

Channel

Clients
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Inventory

Inventory displays a list of devices under the selected node. It presents health and maintenance information that
can be toggled through a button bar at the top. It aggregates children devices and provides a tabular view that
allows for sorting and filtering. When selected for a single device, it presents a detailed page tailored to that
device.

Navigate to Inventory.

Figure 49 Inventory - Access and Backhaul and Industrial Internet View

Device Managed Account Type I Addeess Heattn Serial Mumbar Dencription Onbossded Active SW Version Heiget

Figure 50 Inventory - Enterprise View
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Inventory Export

The inventory can be exported in either CSV or PDF format. The values exported will match those in the selected
table columns. You can customize the health and maintenance views to add or delete columns.

Bulk Delete

The Bulk Delete is available in the inventory page of System/Network/Tower/Site in cnMaestro On-Premises.
This feature helps the users in bulk deletion of devices from System/Network/Tower/Site.
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Figure 51 Bulk Delete

[ Managed Assount Type 1P Address Heaiin Sevial Mumber Description Onboarded Acthe SW Version Meight

To delete devices using Bulk Delete:

1. Navigate to Inventory page of System/Network/Tower/Site.
2. Select one or multiple devices as per the requirement.
3. Click Delete.

NOTE:
(o) o
t.I:I In Wi-Fi view, Bulk Delete can also delete the devices that are in waiting for approval state.

Bulk Reboot

The Bulk Reboot is available in the inventory page of Network/Tower/Site in cnMaestro On-Premises.
This feature helps the users in bulk reboot of devices.

When the devices are moved using the Bulk Reboot option, all the Network/Tower/Site Dashboards, Graphs,
Clients, Reports, and Mesh Peers will also get updated accordingly.

Figure 52 Bulk Reboot
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To reboot devices using Bulk Reboot:

1. Navigate to Inventory page of Network/Tower/Site.
2. Select one or multiple devices as per the requirement.

3. Click Actions and choose Reboot Now.
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Schedule Reboot

You can also schedule reboot of the device/devices by selecting Schedule reboot from Actions drop-down list, and
by providing the Date and Time.

Schedule reboot for 1 selecte. .. X
Date
2020/04/14 =
Time
_____ A ®©
Schedule Cancel

After creating a scheduled reboot job, you can view the status in the Administration > Jobs > Actions page.

Trae Maraged Account e — Conatedt vy Crested oo Compieted s Staten

[}

— ]

ERCE

CSV Configuration Import

Import device(s) configuration is available from inventory page at System/Network/Managed Account/ePMP or
PMP AP device levels.

7o) | NOTE:

The Import Device configuration is supported only for the Access and Backhaul account and is
applicable only on ePMP/PMP AP and SM devices.

The following parameters are supported for ePMP/PMP AP in the CSV file:

Azimuth
Beam Width
Elevation
Height
Latitude
Longitude

The following parameters are supported for ePMP/PMP SMis in the CSYV file:

Latitude
Longitude
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Figure 53 Import Device Configuration
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Sample Configuration File
MAC LATITUDE LONGITUDE AZIMUTH ELEVATION  BEAM WIDTH HEIGHT HEIGHT UNIT
Supports formats with "', '-', "'no space’, Signed degrees format Signed degrees format Degrees from Degrees from
upper and lower case, {DDD.ddd). (DDD.ddd). North horizon Degrees from
(0 to 360) {-90 to 90) 1to 360 Min=0, Max=5 Meters/Feet
16 19 17 17 130 1500 Feet
-00 119.0123 190 64 120 1000 feet
79.0123 11 111 74 112 110 Meters
-44 -12.78 124 67 177 190 meters
Sample Configuration File (60 GHz cnWave)
Al : fr | MAC
A B g | D E | B | G H 1 J K L M
1 !MAC Serial Nurm Device Na Model Device Mc PoP Node Site Latitude Longitude Azimuth Elevation Description
2 Supports fSerial Nurm Name of t V5000/V3(DN/CN  Yes/No  MName of 1Signed de;Signed dejDegrees fr Degrees from horizon (-90 to 90)
3 - POP-Node V5000 DN Yes East-Pole- 44.68233 12.1452 17 17
4 DN-Node V5000 DN No West-Pole -12,5425 119.0123 190 64
5 CN-Node-'V3000 CN No North-Polt 44,2311 35,622 111 74
6 CN-Node-' V1000 CN No South-Polt  22.6533 -12.78 124 67
7

While importing the file it automatically validates the data as shown below.

Sctect Fic O D] lemiplats

Emport

If any invalid fields are found while validating it pops-up an error window as shown below:
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Import Device|s) Configuration

ST bl G ] G o WMt i i, [ Soleir Bila O Uewnlnad lemplace
MAC Address Mame Model Mode Site Latitude Longrtude Azimuth Elevation
PP e i | = Cast Proie POT MALEER 121482

Ch-Moge NIk - | - Worth-Fooe-CH 12,2301

Downlosd Modified Date

Uploading a Configuration File
To upload a configuration file (CSV) as per the format specified in the sample template:

1. Download Sample Template or prepare a sheet in CSV file format with necessary column details.

2. Upload a configuration file (CSV) as per the format specified in the sample template.

o) NOTE:
You must know the MAC address of the device to push the configuration.

3. Click Import.

Figure 54 Uploading Configuration File

Import Device(s) Configuration

Configuration file
Select File

mport & Download Sample Template

4. A configuration job will be created in the tower page.

Import Summary

Configuration job was successfully created for 1/2 device(s).However, the
following device(s) were excluded as they had invalid values. Please check the
formatting or validity of the values.

Info: 1 Devices(s) accepted without latitude/longitude values.

5. You can view the completed status of import device (s) configuration in the Managed Account page.
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The following table provides details on different errors that might occur while importing a CSV file:

Table 28: CSV Importing Error

Error Description

Errorl: This error is displayed if the uploaded CSV file contains invalid MAC Address.
Error: {Count of

Devices} Device 5
(s) with invalid Import Summary
MAC

Configuration job was successfully created for 2/3 device(s). However, the
following device(s) were excluded as they had invalid values.

(=] Error: 1 Device(s) with invalid MAC

Error2: This error is displayed if the uploaded CSV file contains invalid Data or data not relevant for
{Count of Latitude, Longitude, Azimuth, Height and Elevation.
Devices} Device

(s) skipped due to %
invalid data Import Summary

Configuration job was successfully created for 1/3 device(s). However, the
following device(s) were excluded as they had invalid values

@ Emror: 1 Device(s) with invalid MAC

& Error: 1 Device(s) skipped due to invalid data

Error3: This error message is displayed if the devices were not found with supplied MAC address in
Devices were not the CSV file.

found for supplied
MAC Address
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Table 28: CSV Importing Error
Error Description

Error

Devices were not found for supplied
Inventory > default Rl

Managed Account: Hyd-Metro Import Device(s) Configur

This error is displayed when the latitude and longitude values are tried to push on to ePMP

Error4:
AP or PMP AP which are under a Tower.

Info: 1 Devices(s)

accepted without
latitude/longitude
values Import Summary

Configuration job was successfully created for 2/2 device(s). However, the
following device(s) were excluded as they had invalid values.

B Info: 1 Devices(s) accepted without latitude/longitude values
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Reports

This section provides details on how to schedule and generate different types of data reports in cnMaestro On-
Premises.

e Generating Reports
e Remote Upload

e Report Jobs

Generating Reports

The following reports can be generated such as:
e Device Report

e Reports

e Active Alarms Report

e Alarms History Report

e Events Report

e Clients Report

e Mesh Peers Report

Device Report
To generate device reports:

1. Navigate to Report > Devices tab.

2. Select the device type for which the user wants to generate the report or select ALL for generating the
report for All device types.

3. Click Start Job or Schedule based the Selected Export (Now, Daily, Weekly, or Monthly).
Based on the device type selection the Data Export parameters will change.

e If60 GHz cnWave with enabling CN or DN or both is selected as the Device Type, then Basic, Radio, GPS, and
Ethernet Data of CN or DN will be exported.

@ System
RepoctX  Saftwiee Upaale  Mog Mean Peers X

Davioks| Pefoimance  Active A

B = Radio

7] MAC 7] Pocket: 7] Raciia Ehanne 7] Thicwgh
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If ALL is selected as the Device Type, the Basic Data Export parameters will be exported.

[@ System

Devices

/| Hardware IP Address PvE Address

] Las

If cnMatrix is selected as the Device Type, then Basic data will be exported.

M System

Devices

Bl & Basic

If cnPilot Home (R-Series) is selected as the Device Type, then Basic, Network and Radio

[E System
Repont X Software te  Map Mest) Peers X

Dedcas i Active A A History  Event

B [ Basic

B £ Network

B [7] Radio

| Reports

Data will be exported.
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If cnReach is selected as the Device Type, then Basic, Radio and Network Data will be exported.

Devices  Fort

El [ Radio

If cnReach XIO is selected as the Device Type, then Basic, Radio and Network Data will be exported.

Ruport X 4 Mt Poon, X

If cnRanger is selected as the Device Type, then Basic, Radio, Location, CBRS, and Network Data will be

exported.

Drdees ©

B ] Network

m

o]

& Zicers

If cnVision is selected as the Device Type, then Basic, Network, Location and Radio Data will be exported.

| Reports
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If Enterprise Wi-Fi is selected as the Device Type, then Basic, Network, Location, and Radio Data will be exported.

@
z
F

Location

If ePMP is selected as the Device Type, then Basic, Network, Location and Radio data will be exported. User can
select to generate the report for either AP or SM or both. Based on the AP or SM selection, the data related to AP
or SM will be exported.
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If Machfu is selected as the Device Type, then Basic, Cell, VPN, Wi-fi Access Point, Wi-Fi Client, GPS and Ethernet
data will be exported.

If PMP is selected as the Device Type, then Basic, Network, Location and Radio data will be exported. User can
select to generate the report for either AP or SM or both. Based on the AP or SM selection, the data related to AP
or SMwill be exported.
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If PTP is selected as the Device Type, then Basic, Network, Location and Radio data will be exported.

=] : Bas
D) NOTE:
m The data will be exported for the devices which are under the System/Managed
Account/Network/Tower/Site/AP Group based on the selection made by the user in the LHS Tree.

Performance Report
To generate performance reports:

1. Navigate to Report > Performance tab.

Select Time Interval based on which the report can be generated for Last Day or Last Week or custom Interval.

2

3. Select Interval to report at either 5 Minutes or 1Hour or 1Day.

4. Select Device Type.

5. Click Start Job or Schedule based the selected Export (Now, Daily, Weekly or Monthly).
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/o), | NOTE:

t,l:l Custom Interval is currently supported only for one week and in future releases it will be expanded for
Monthly data.

60 GHz cnWave Performance Report

Figure 55 60 GHz cnWave Performance Report (Node Type)
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Figure 56 60 GHz cnWave Performance Report (Links Type)
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cnMatrix Performance Report

Figure 57 cnMatrix Performance Report
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cnPilot Home (R-Series) Performance Report

Figure 58 cnPilot Home (R-Series) Performance Report
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cnReach Performance Report

Figure 59 cnReach Performance Report
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cnRanger Performance Report

Figure 60 cnRanger Performance Report
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cnVision Performance Report

Figure 61 cnVision Performance Report
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Enterprise Wi-Fi Performance Report

Figure 62 Enterprise Performance Report
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Figure 63 ePMP Performance Report
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Figure 64 Machfu Performance Report
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PMP Performance Report

Figure 65 PMP Performance Report
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Figure 66 PTP Performance Report
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Active Alarms Report

To generate the Active Alarms reports, navigate to Report > Active Alarms and select the Data Export tab.

This report will export the data for the Alarms which are currently active at the report generation time.

Figure 67 Active Alarms Report
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Alarms History Report

To generate the Active Alarms reports, navigate to Report > Alarm History and select the Data Export tab.
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This report will export the data for the Alarms which are currently active at the report generation time and the

historical alarms for the specified time period and interval.

Figure 68 Alarms History Report
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Events Report
To generate the Events reports:

1. Navigate to Report > Events tab and select the Data Export tab.

2.
and Reporting Interval of either 5 Minutes or 60 Minutes.

Select the Time Interval based on which the report can be generated Last Day or Last Week or Custom Interval

3. Click Start Job or Schedule based the Selected Export (Now, Daily or Weekly).

Figure 69 Events Report

[ System
Report X S0

Evonts

E £ Basic

The Events report will export the data for the events for the specified Time Period and Interval.

Clients Report

NOTE:
(o) o
Clients Data is available for Last day or last 24 Hrs only.

To generate the E-Series device reports of Client report:

1. Navigate to Report > Clients tab and select the Data Export tab.

2. Select the Time Interval based on which the report can be generated Now, Daily or Weekly.

3. Click Start Job or Schedule based the selected Export (Now, Daily, Weekly, or Monthly).
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Figure 70 Clients Report
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The Clients report exports the data for the clients for the specified Time Period and Interval.

Mesh Peers Report

D NOTE:
tj:l Mesh Peers is available for Last day or last 24 Hrs only.

To generate the Mesh Peers report:

1. Navigate to Administration > Settings page and enable Detailed Mesh Statistics check box under Advanced
Features. The Mesh Peers tab appears in Reports page.

2. Select the Data Export tab under Mesh Peers tab.

3. Click Start Job or Schedule based the Selected Export (Now, Daily, Weekly, or Monthly). The Mesh Report for

the last 24 hours will be generated.

Figure 71 Mesh Peers Report
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NOTE:

1. Every report page has a View Report Jobs link that directs the user to the Report Jobs page under
Administration > Jobs > Reports.

2. To schedule a report Now, click Start Job under the respective report section. cnMaestro downloads
the report immediately for the current system time.

Daily report will generate reports on a daily basis depending upon the start and the end time. The
weekly report generates report on seven days interval depending upon the start and the end time. Click
Schedule button and configure start and end time to schedule daily or weekly reports under the
respective Reports section.

3. Export now option helps the user to create no of export jobs and these will be stored under
Administration > Jobs> Report tab in the export page and can be downloaded with in seven days from
the day of generation. This saves user’s local memory from downloading each and every export report.

Remote Upload

Reports scheduled for Now, Daily or Weekly can be downloaded directly through the Ul, or froman FTP or SFTP

server.

To transfer reports to FTP or SFTP server:

—_

© ® N O T A KN

165| Reports

Navigate to Administration > Settings page and select Optional Features tab.

Select the Report Scheduler check box to enable scheduling feature for data reports.

Select Remote Upload check box to upload the generated reports to the configured file server by FTP or SFTP.
Enter the Remote Host.

Enter the Port Number.

Enter the Username.

Enter the Password.

Enter the File Path.

Click Save.
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Figure 72 Scheduling Reports
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Report Jobs

Displays the list of scheduled report job created by different users.

Figure 73 Report Jobs
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A scheduled report Job displays the following action buttons:

o Edit: Visible only for the active Jobs which are not yet run once. With this option, you can reschedule a job.
e Terminate: Stop the active Jobs.

e Show History: Display the detailed status of the generated reports and the file transfer status.

o Delete: Delete active and completed Jobs.

o Instant Download: User can instantly download the latest report directly once the download is complete without
checking the show history.
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Provisioning

This section includes the following topics:

Software Update

Fixed Wireless Configuration

Wireless LAN Configuration

Auto-Provisioning

Software Update

The Software Update tab displays the device update details for cnMaestro On-Premises. This section includes the
following:

Software Update Overview

Create Software Update Job

Viewing Running Jobs in Header

cnReach Bulk Software Upgrade

Software Update Overview

The Software Update feature allows users to deploy the latest software images to devices. Software updates can be
started at any level in the Device Tree, and individual devices can be selected for update. Updates are created as
Jobs and placed into the jobs queue. When the update is ready to run, it can be started. The basic flow is the
following:

Figure 74 Software Update Overview

Navigate Level in Device Tree

Select Device Type

Select Image Version

Select Devices to Update

ADD to Active Jobs

Run Update

P

When a Job finishes, it is placed in the completed Jobs table, where it remains for a week before it is deleted.
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Create Software Update Job

Device Selection

Navigate the Device Tree to an appropriate level for the devices to be updated. For example, selecting an AP will
filter the selectable devices to include itself and its children.

Device Type

Software Updates are executed on one device-type at a time. The type includes the specific hardware (Backhaul and
Wi-Fi devices).

Software Update Dashboard

Once device type is chosen, the Software Update Dashboard displays the most recent software release version for
that device type. It also displays a breakdown of the different software versions currently installed on the devices in
the upgrade view.

Figure 75 Software Update Dashboard Enterprise Wi-Fi (E-Series)
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D) NOTE:
m Update both partition option is available at System/Managed Account/Network/Site/Device levels.

Perform sequential updates with in a site option is available at System/Managed
Account/Network/Site level except the device level.

If the Update both partition is enabled/disabled. In the device level of the software update will be displayed as
follows:

e Enable: The selected target image will be upgraded in both active and inactive portions of device.
o Disable: The selected target image will be upgraded in only active portion of device.
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Figure 76 Software Update Dashboard Device level
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If perform sequential updates with in a Site is enabled the image upgrade will happen only on one device at a time in
that particular site or upgrade will happen on all the device.

Figure 77 Software Update Dashboard (cnMatrix)
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Disable Auto Reboot option disables reboot after applying the new software image. User has to manually reboot the
switch to complete the software update and boot with new version.

Figure 78 Software Update Dashboard (cnRanger)
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Figure 79 Software Update Dashboard (60 GHz cnWave)
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Scheduling Software Update Job

You can now schedule a software update job on the devices by selecting Schedule radio button and providing the
Start Date and Start Time.

Figure 80 Scheduling Software Update Job
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You can view the status of software update job in Administration > Jobs > Software Update>Manual or Auto page.

Software Update

The software version on the devices can be auto/manually updated to the preferred version when the device first
contacts cnMaestro.

To enable the device software feature update feature perform as follows:

1. Navigate to Administration > Jobs > Software Update >Manual/Auto page.
2. Select the Manual/ Auto page for updating the device software feature.

3. Choose the software version depending on the device type.

4. Click Start.

The device will get automatically upgraded based on the software selected while Onboarding.
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Figure 81 Manual Update Page
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o\ | NOTE

Manual update can be aborted at any point of time by clicking Abort.

Figure 82 Auto Update Page
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’fca\‘ NOTE
t_lj Auto update can be aborted during job is in-progress or idle state.

You need to download the newly released image from the Support Site. Refer Syslog for more details.

Device Table

Select the devices to upgrade in the Devices Table.

0N NOTE:
tfl’;l You can upgrade a device only when its status is Up. If you try to upgrade a device when it is Down, The
selected device is down message is displayed in the UL

If the device is under the Auto Software upgrade, we cannot do the manual software update.

The following parameters are visible (though some are only available for certain device types).

Table 29: Parameters Displayed in Device Table

Parameter Description

Current Version The version of the active software image running on the device.

Devices The names of available devices in a system. The list is pre-filtered based upon the node
selected in the Device Tree.

Selected SMs If the AP is selected, the corresponding SMs will also be selected.

Status The status of a particular device in a system. Devices that are not connected and cannot
have images pushed to them.
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The Retry Software Update option is available in every Software Update tab, and it is enabled by default.

Figure 83 Retry Software Update
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If the software update job was skipped for a device as it was offline, an icon ( @ ) appears next to the active
software version of the device. This indicates that the software update for the device will be done with the Target
device version in the Job, whenever it reconnects to cnMaestro.

If the software update job was skipped while upgrading with the same version as the device active version, then the
icon will not be displayed and the device will not update when it reconnects.

D) NOTE:
The device which undergoes Retry Software Update, does not create a new Job.

Stop Updates on Critical Error

If one of the updates fails, then do not start any additional updates and instead pause the update job. All existing,
concurrent updates will be allowed to proceed until completion. The administrator will be able to continue the
update where it left off, if desired.

Sector Upgrade Order

The recommended update ordering for devices within a sector will be pre-configured according to the
recommendations for the device. It can be changed if desired.

N NOTE:
tb Device updates occurs sector-by-sector. One sector needs to complete before a second sector is
started.

Parallel Upgrades

Specify how many device upgrades to perform in parallel to complete the upgrade faster. However if the job is
configured to halt on an error, all concurrent sessions will still be allowed to complete.

To upgrade an ePMP (Sectors) device:

1. Navigate to System or Network or Tower or Device level. From the list, select the system or network or tower or
device to which the device belongs.

2. Navigate to Manage > Software Update > Select Devices page.
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3. Select ePMP (Sectors) from the following Select Device Type drop-down list:

a
b.

> Q@

k.

-~ 0o o 0

60 GHz cnWave

cnMatrix

cnReach

cnhRanger

cnPilot Home (R-Series)
cnPilot Enterprise (ePMP Hotspot)
cnVision

Enterprise Wi-Fi (E-Series)
Enterprise Wi-Fi (XV-Series)
ePMP (Sectors)

Machfu

PMP (Sectors)

m. PTP

N oo oo a

Select the software image to update from the Select Image Version drop-down list.
Select the devices to update by clicking the tick icon.

Set desired Job Options.

Click Add Software Job button.

Software Update Parameters

The Software Update Jobs table lists all currently running, queued, and completed jobs. The jobs can be triggered
immediately or can be run later.

(Administration > Jobs > Software Update tab)

The following table displays the list of parameters displayed in the Software Update Jobs tab:

Table 30: Parameters displayed in Software Update Jobs tab

Parameter Description

Created By The user who has created this job.

Created On Date and time on which the job is created.

Completed On Date and time on which the job is

Details Count of devices and date and time the upgrade process is initiated.
ID Identification number of the active job.

Image Type Displays the type of image selected for the device.

Occurrence Displays the occurrence of the update like now, scheduled, etc.
Status Status of update.

Target Target software version to upgrade.

Managed Account Displays the Managed Account Name.
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The user can filter the jobs based on the running status. The user can also filter the devices in a particular job based
on the parameters mentioned in the above table.

Abort operation will skip devices that are waiting for update to begin. Devices already being updated may continue,
but cnMaestro will stop tracking their progress. Aborting a Software Job puts the device into a Completed state that
cannot be manually restarted by the user. The Pending devices will not begin their updates.

Figure 84 Abort Software Job

o e Image Tres Oucumence Target Crnsted by Cresed an Compietrs o Sns

BB 5 E B
m ® @ @D W

__f'o\l NOTE:
t.I:I 1. Devices which are already completed display as Completed with a message update complete along
with the status as Completed.

2. Devices which are ongoing display as Aborted with a message Manually Aborted with the status as
Aborted.

3. Devices which have not yet started display as "skipped"” with a message "job was aborted” with the
status as Skipped.

4. Software update jobs can be scheduled in parallel irrespective of other running Jobs as PRO account
supports Parallel Jobs also If same devcie is used for config/ software job at a time only one
operation will be done as the Job locks the device until it finishes.

Viewing Running Jobs in Header

Click the @:’3 icon at the top right corner of the Ul. This directs you to the Jobs page of the Software Update tab. For

more information, see Software Update Parameters.

chReach Bulk Software Upgrade

Distributing software to cnReach devices can take many hours, due to the relatively low RF bandwidth. In order to
minimize wireless traffic, cnMaestro supports the cnReach mechanism by which a single AP coordinates the
broadcast distribution of firmware to every cnReach device within its VLAN. In the below figure, the bulk upgrade
operation transfers an image to the middle AP, which then distributes it to all APs with VLAN 2. The APs are not
updated in this process; the firmware is just pushed into their storage, where it can be applied later (once the
distribution completes). cnReach has a mechanism to handle offline devices during the distribution (which can take
upwards of a day), or devices added midway through the transfer. Often this means the process repeats a second
time, to handle any updates.
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The Bulk Software Upgrade is optional, and meant to be used for efficiency. One can still use the standard Software
Update mechanism to transfer images to cnReach devices one-at-a-time, though the distribution could be many
hours or days.

cnReach devices have two versions of software: one for the Motherboard OS, and another for the Radio. Each Radio
can have a different version of firmware. When selecting software to distribute, one should choose either OS or
Radio. During the Apply phase, when the image is updated, one or both Radios can be selected.

The Bulk Upgrade tab is accessed by selecting a cnReach AP then Software Update > Bulk Upgrade. The
Motherboard (OS) or Radio software is available, and the distribution started and stopped. Once started, the
distribution continues until stopped, so be sure to manually stop the process when complete.

[ cnReach > Vanguard-B-School-HTTPS
= Job Options
NOTE:
o)
You must start the distribution on a single AP in a cnReach VLAN, and only run it from that AP.
Executing Bulk Software Upgrade on more than one AP ina VLAN will not be prevented by cnReach
devices, and it could lead to distribution failures.
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The following page is displayed when an AP is actively distributing software. One can view other devices in the VLAN
(and their current software versions), and the distribution status. Distribution can be stopped at any time, and images
can be applied directly to the devices in the list.

View Affected Devices

Device Modde 11 Address o5 Version Hadio 1 Version Readia 2 Version Distribution Status Apply Status
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Fixed Wireless Configuration

This chapter provides the following information:

Overview

Configuration Templates

Configuration Variables

Configuration Update

Overview

Template configuration is supported for cnMatrix, cnPilot Home, ePMP, PMP, Machfu, cnVision and cnReach
devices. Templates are textual representations of device settings that contain a full configuration or partial
configuration. When a template is applied to a device, the only parameters changed are those in the template.

The below figure presents the basic template configuration flow:

Figure 85 Basic Template Configuration Flow

Create Configuration Template

Map Template to Device

Set Device-Specific Variables

Add to Active Jobs

Run Update

Configuration Templates

Templates can be pushed to a device manually through a configuration job. This is accomplished in the
configuration management page. Templates can also be applied prior to onboarding, in which they would be
provisioned in the Onboarding queue.

Some sample templates are listed below. The ellipses (...) represents additional content that has been excised
from the example to limit the size of the text.

Sample ePMP Template

The ePMP template uses the exported ePMP configuration format, which is JSON-encoded.
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Figure 86 Sample ePMP Template

"device props™: {
"acsEnable": SN
"acsScanMinDwellTime": "2007,
"acsScanMaxDwellTime": "300",

"acsControl™: non,

"bePriority™: Tom,
"cambiumInternetConnectionSeryverIP™: o
"centerFrequency™ : mSeTom,
"dataVLANEnabhle™: ™07,

"dataVLANYID™: [

-

T"snmplrapTable™: [{

"snmpTrapEntryIP™: "10.120.143.176"™,
T"snmplrapEntryPort™: nie2"™

oy

Configuration Variables

Administrators can embed variables into templates that will be replaced when the template is applied to a device.
This allows one to leverage a shared, generic template, but to tailor it to individual devices when it is pushed.
Template variables are added to a configuration file by replacing an existing parameter with a customer-defined
string of the format ${VARIABLE}. An example configuration line with a single variable replacement is shown below:

“networkLanlPAddr”: $ {IP ADDRESS}

The above variable is named IP_ADDRESS. When the template is pushed to a device, this variable will be replaced
with a value specific to the device. This value needs to be set for the device prior to the template application, else the
configuration will not be pushed. Default values can also be specified for variables, as shown below:

“networkLanIPAddr”: $ {IP ADDRESS="10.1.1.254"},

The default value is "10.1.1.254". In this case if the variable is not set for a device, the default value is used.

Variable Usage

The figure below highlights how Templates and Variables are merged to create the final configuration that is pushed
to the device.

Figure 87 Variable Usage

Template Variables Configuration

ePMP_Natwork —
+ T Final Configuration

“networkLanlPAddr™;
"${IP_ADDRESS )"

“networkLanlPAddr”;

IP_ADDRESS="1.2.3.4 it

Macros

Macros can be used in templates similar to configuration variables except they automatically take values provided by
the device itself.

o %{ESN} will be replaced with the MAC address of the device
o %{MSN} will be replaced with the Serial Number of the device.

178 | Fixed Wireless Configuration Cambium cnMaestro On-Premises | User Guide



Variable Caching

Variables set for a particular device will be cached, so they can be re-used later. This means the next time you apply a
template that leverages a variable with the same name as one used previously, its value will be pre-populated with
the previous value. It is therefore beneficial to define a uniform variable naming and usage scheme for variables
across different templates.

Device Type-Specific Configurations

The format and values of a configuration template are unique to the different device types. Templates that work with
one type of device will not work with others, and all templates need to be mapped to a specific device type upon
creation.

Some devices, such as ePMP, executes in AP and SM modes. The ePMP templates can be configured so they can only
be applied to devices that support a selected mode.

Variable Validation

All variables for a selected template must be mapped to a value in order to create a configuration job. If any variables
are not mapped, an error will be generated. Variables that have default settings will not cause an error if they are
unset.

Sample Templates

A number of sample templates are provided for each device type. These are not meant to be applied directly, but
rather serve as an example of the configuration data format accepted by the device. See the documentation for your
devices for full details.

Template File Creation

The typical process taken for creating your own configuration template text from scratch are below.

1. On atest device configure the parameters you are interested in pushing to devices with values that will be easy to
search for. This can be done directly on the device web Ul .

2. Export the device configuration. Via cnMaestro this is done by navigating to Configuration > Templates,
selecting the device in the left-hand tree and then clicking the View Device Configuration link. This can also be
done via the device GUI, typically in the Administration or Operations section where there will be an Export for
configuration.

3. View the configuration file in a text editor like Notepad++ and search for the values you entered in step 1. You can
also search for the parameter name to try to find the correct lines.

4. Copy and paste the relevant lines into a new file.
Optionally replace values with replacement variable text. This will allow you to set the value per device.

6. Once you have this partial template it can be copied into the template creation text field and saved.

Template

To create a configuration template:

1. Navigate to Shared Settings >Templates in the main menu.
2. Click the Add Template.

Choose a Device Type, Name, and Description for the template. For ePMP templates, you should select a Device
Mode.
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4. Either upload your template into the Ul or paste the template.

After clicking Save, the template will be available in the selection menu on the configuration and onboarding
pages, as long as the device type and mode match the device selected.

6. By selecting Custom option under Template type filter. All Default templates will be hidden.

NOTE:
(o)
t.I:I When you navigate to the Template default template type filter will be custom. User needs to select All
or Default in order to view other templates.

Figure 88 Template configuration (ePMP/PMP)
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Figure 89 Template configuration (cnPilot Home R-Series)

,eo00c000000

180 | Fixed Wireless Configuration Cambium cnMaestro On-Premises | User Guide



Figure 90 Template configuration (cnVision)
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Figure 91 Template configuration (Machfu)
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Configuration Update

Device Selection

First navigate to the Configuration Update tab, then navigate the Device Tree to the appropriate level for device
selection. For example, selecting an AP will enable selection of the AP and all its SMs.

Device Type

Configuration jobs are created for a single device type. The type includes the specific hardware (ePMP, PMP) as well
as the mode of the device (cnVision, PMP or PTP mode for ePMP for example).

Device Table

Select the devices to upgrade in the Devices Table. The following parameters are visible in the table:
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Table 31: Parameters Displayed in the Device Table

Parameter Description

Devices The names of available devices in a system. The list is pre-filtered based upon the node
selected in the Device Tree.

Network/Tower The network and the tower on which the device is located.

Status The status of a particular device in a system. Devices that are “Down” cannot have images
pushed to them.

/0\. NOTE:
t‘lj You can save and download the existing device configuration as template by clicking View Device
Configuration link.

Options

Stop all Configuration on a Critical Error

If one of the configuration updates fails, then do not start any additional updates and instead pause the update job.
All existing, concurrent updates will be allowed to proceed until completion. The administrator will be able to
continue the update where it left off.

Parallel Upgrades

Define how many configuration updates to perform in parallel.

Start Job Now

If enabled, attempts to automatically start the configuration job immediately after creation.

Update Ordering
Allows you to specify update ordering within a sector. Options are SMs first and then AP or AP first and then SMs.

Abort Configuration

Abort operation will skip devices that are waiting for update to begin. Devices already that are being updated may
continue but cnMaestro will stop tracking their progress. Aborting a Configuration Job puts the device into a
complete state that cannot be manually restarted by the user. The pending devices will not begin their updates.

Figure 92 Abort Configuration
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NOTE:
)
t_l:l 1. Devices which are already completed display as "completed” with a message "update complete”

along with the status as Completed.

2. Devices which are ongoing display as "Aborted” with a message "Manually Aborted"” with the status
as Aborted.

3. Devices which have not yet started display as "skipped” with a message "job was aborted” with the
status as Skipped.

Configuration Update Steps

To update the configuration of an ePMP (Sectors) device:

1. Navigate to Manage > Configuration > Device Details in the main menu.

2. Navigate to System > Network in the Device Tree. From the list of available networks, select a network in which
the device belongs.

3. Select ePMP (Sectors) from the following Device Type drop-down list:

e.

-

g.
h

-

a
b
C.
d

cnMatrix

. cnPilot Enterprise (ePMP Hotspot)

cnPilot Home (R-Series)

. cnReach

cnVision

Enterprise Wi-Fi (E-Series, XV-Series)
ePMP (Sectors)

Machfu

PMP (Sectors)

PTP

4. Select the configuration template to upgrade from the Template drop-down list.

Select the device(s) to upgrade by clicking the tick icon.

6. Set any variables that are required for selected devices by clicking the gear icon under the "Configure” column on
the right side of the table. The configuration upgrade cannot proceed until all required variables (those without
default parameters) are set. If you attempt to create a configuration job without setting required variables, the
gear icon will turn red for any devices not meeting this requirement.

7. Click Apply Configuration.

7o) | NOTE:

You can save and download the existing device configuration as template by clicking View Device
Configuration link.

Configuration Backup

Configuration Backup pulls and stores configuration from Fixed Wireless devices (PMP and ePMP) and cnReach
devices which are currently online.

The backup operations log can be done through:

System level

Device level
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1. Navigate to Manage > Configuration.

2. Select cnReach/cnVision/PMP/ePMP (Sectors) from the following Device Type drop-down list:

3. In Global cnReach/PMP/ePMP Configuration Backup click Backup Now.

4. Last backup displays in the Log from Last Execution tab with the date and time.

5. Click Export to export the backup in .json format.

1. Navigate to Manage > System > select cnReach/cnVision/PMP/ePMP Network in the Device Tree.

2. Navigate to Configuration > Configuration Backup click Backup Now.

55 St the devics location using s map

Dovice Configuration

) Contiguration Backup

Baivp by | Lt Backu 24200 11

3. Click View to view the backup data.
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Backup

"userParameters”: {
"pingWatchDogConfig": {
"pingWdogEnable™ 0,
"pingWdogIP" "0.0.0.0",
"pingWdogInterval": 300,
"pingWdogRbtCnt™ 3
b
"apSyslogConfig": {
"syslogServerPort™: 514,
"syslogDomainNameAppend": 0,
"syslogServerAddr™: "0.0.0.0",
"syslogXmitAP"™: 0,
"syslogXmitSMs": 0
2
"pppoeConfig”: {
"pppoeCtiPriority”: 0
B
"snmpConfig": {
"user2Group™: 0,
"snmpv3Engineld™: "800000a1030a003ebb9d33"
"rwAuthPasswordEncrypted”: "0931a4cd1c23f47¢
"commStringROnly": "Canopyro”,
"user2PrivPassword™ ™,
"user1AuthPassword™ ™,
"snmpv3AuthProt™ 0,

Close

Import Configuration Backup
Perform as follows to import the configuration backup of the device.

1. Navigate to Manage > Configuration > Device Details in the main menu.

2. Select cnReach/cnVision/PMP/ePMP (Sectors) from the following Device Type drop-down list:

In Global cnReach/cnVision/PMP/ePMP Configuration Backup, click Select File in import tab.

= Global PMP/ePMP/cnReach Configuration Backup

Backup Now Export

Import

Select file
Import

Log from Last Execution (Fri Apr 24 2020 14:42)  ZRefresh

Apply Configuration to 0 device(s) = View Configuration Jobs

Configuration Backup pulls and stores configuration from all Fixed Wireless (PMP and ePMP) and cnReach devices currently online. The operations log can be viewed below.

4. Once selected the file click Import.

Restore from Backup
Restore from backup operations can be done through:

m  System level
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Device level

System Level

Perform as follows to restore the configuration backup of the device.

1.

2
3
4.
5

Navigate to Manage > select System/Managed Account/ Networ/Tower > Configuration in the main menu.

Select cnReach/cnVision/PMP/ePMP (Sectors) from the following Device Type drop-down list:

Enable the Restore from Backup.
Select the Device from the list.

Click Apply Configuration to devices.

Devire Setecind SMs Status

B et Optians

[E Global PMP/ePMP/cnfeach Configuration Backup

Network » Towes

w

]

& o

Device Level

1.

Navigate to Manage > System > select cnReach/cnVision/PMP/ePMP Network in the Device Tree.

2. Navigate to Configuration > Device Configuration > click Restore from Backup.

3. Click Apply Configuration to devices.

[@ APs > F300-Link2-AP

Configuration |

Device Details

@ View Tower location on map

Davice Configuration Yiew Dev

(@ configuration Backup
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Jobs

Administration > Jobs > Configuration Update tab lists all currently running, queued and completed jobs. The jobs
can be triggered immediately or run later.

The following table displays the list of parameters in the Jobs tab:

Table 32: Parameters displayed in Configuration Update tab

Parameter Description

Action Use the Start or Delete button to manage the upgrade process. After upgrade has started,
the Pause button will stop new upgrades from beginning. If the upgrade process fails or
the upgrade has been paused, you can restart the process by clicking the Resume button.

Created By The user who has created this job.

Created On Date and time on which the job is created.

Details Count of devices and date and time the upgrade process is initiated.

ID Identification number of the active job.

Parallel Number of device to start in parallel.

Stop on Error

Stop the job, if any device in middle finds any error.

Sector Priority

For ePMP/PMP, cnVision Client/Hub, the priority of AP/SM to start.

Status

Status of update.

Target

Target software version to upgrade.

By selecting the Show More icon, you can view the following parameters:

Device Device for which the upgrade is initiated.
Message The message displayed after the update.
Result The upgrade status of the device.

Status Status of the device.

Configuration Update

Administrators can apply configuration to devices during the onboarding process: prior to approving the device in
the Onboarding queue, the configuration template and variables can be specified.These will then be pushed to the
device during onboarding. For more details on onboarding, see Device Onboarding.
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Wireless LAN Configuration

Wi-Fi configuration is handled through AP Groups (Fixed Wireless devices, such as cnMatrix, ePMP and PMP, use
Templates).

This chapter provides the following details:
e cnPilot Home and Enterprise Wi-Fi

e Factory Reset

e cnMatrix Switches

chPilot Home and Enterprise Wi-Fi
This section provides the following details:

e Configure cnPilot using cnMaestro

e Pre-Defined Overrides

e User-Defined Overrides (Advanced)

e User-Defined Variables (Advanced)

e Synchronize (Sync) Configuration

e Configuration Job Status

There are two types of cnPilot devices:

1. Enterprise Wi-Fi by Enterprise Wi-Fi (E-Series), Enterprise Wi-Fi (XV-Series) and cnPilot Enterprise (ePMP
hotspot)

2. cnPilot Home by cnPilot R-Series devices.

Each WLAN or AP Group, prior to creation, is mapped to one of these device categories and can only be used
with supported device types. Two categories are required, because the features available in Enterprise and
Home are different.

Configure cnPilot using cnMaestro

cnPilot devices are configured by creating an AP Group, mapping it to shared WLANSs, and then assigning it to a
particular device through the Configuration tab. Once assigned, the configuration is pushed automatically if
Auto Sync is enabled, or manually if disabled (this requires a manual sync).

Auto Synchronization

AP Groups can automatically synchronize device configuration whenever the AP Group or associated WLANSs are
updated. This is done by enabling Auto Sync in the AP Group configuration page.

Manual Synchronization

When a device is mapped to an AP Group without Auto Sync turned on, the device will be placed inan
unsynchronized state until it is manually synchronized. This can be done by navigating to the device
Configuration page and clicking the Sync Now button, or by navigating to the Sync Configuration page
(Administration > Sync Configuration).

The process for creating a Wi-Fi device configuration is as follows:

1. Navigate to Shared Settings > AP Groups and WLANSs.
2. Create an AP Group.
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3. Select an AP Group Type. The choices are cnPilot Home (which represents the R-Series) and cnPilot Enterprise
(which maps to the E-Series and ePMP Hotspot). The configuration options depend upon the AP Group Type.

NOTE:

o)

m The Wireless LAN view supports cnPilot Enterprise devices, so the cnPilot Home device type is not
available.

4. Assign WLANSs to the AP Group (you may want to update WLAN SSID and security parameters during this step).
5. Map devices to an AP Group by selecting the AP Group in the device Configuration tab.

AP Groups support all Wi-Fi devices, including: cnPilot R190/200/201, cnPilot E400/E410/E500, and ePMP 1000
Hotspot.

To create a WLAN, navigate to Shared Settings > AP Groups and WLANSs (or the WLAN page in the Wireless

LAN View) and select New WLAN. As with AP Groups, WLANSs are separated into cnPilot Home and cnPilot
Enterprise types. cnPilot Enterprise WLANSs are able to configure WLAN, RADIUS, Guest Access, Usage Limits,
Scheduled Access, and Access parameters. cnPilot Home WLANs can configure SSID, Scheduled Access, and Access
parameters.

o) NOTE:

The special characters can be used to create AP Group and WLAN names (Eg: a-zA-Z0-9_-*&%#@!<>.0)
[1°~"$). The user can also rename them if required.

Steps to create WLAN policy:

1. From homepage navigate to WLAN:Ss.

2. Click New WLAN, provide basic parameters to WLAN, and ensure WPA2 Pre-Shared keys is enabled in Security
drop-down.
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3. Click Save.

To create a WLAN, navigate to Shared Settings > AP Groups and WLANSs (or the WLAN page in the Wireless

LAN View) and select New WLAN. As with AP Groups, WLANSs are separated into cnPilot Home and cnPilot
Enterprise types. cnPilot Enterprise WLANSs are able to configure WLAN, RADIUS, Guest Access, Usage Limits,
Scheduled Access, and Access parameters. cnPilot Home WLANs can configure SSID, Scheduled Access, and Access
parameters.

‘/—o\‘ NOTE:
The special characters can be used to create AP Group and WLAN names (Eg: a-zA-Z0-9_-
*&%#@!<>.(O[1"~"$). The user can also rename them if required.

In cnMaestro X pro user allowed to create 1024 espk per Wlan.

By default password will not be configured. User has to configure the password for WLAN.

Steps to create WLAN policy:

1. From homepage navigate to WLANSs.

2. Click New WLAN, provide basic parameters to WLAN, and ensure WPA2 Pre-Shared keys is enabled in Security
drop-down.
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3. Click Save.

4. Navigate to ePSK tab. Select the Passphrase Strength as Easy or Strong or Number.

a

5. Click Add New. The Add PSK window pops-up where you can select the Mode as either Single or Bulk.

6. In Single Mode User Name is mandatory and rest of the entries are optional.
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Add PSK

Mode
(®) Single

User Name

Passphrase

'\.",l' _;:" N

MAC Address

Bulk

*

NOTE:

Passphrase is optional and it will be automatically generated based on the selected passphrase
strength.

6. In Single Mode we can see single entry only.

Usar Name MAC Address Pasiphrase Crextion Date VLAN

7. In Bulk Mode, Count and User Name Prefix are mandatory fields. Enter the Count and User Name Prefix.

192 | Wireless LAN Configuration Cambium cnMaestro On-Premises | User Guide




Add P5K

Mode
Single (@) Bulk

Count®

User Name Prefix*

8. In Bulk Mode we can see many entries.

Import ePSK
1. Click Import. A dialogue box appears.

2. Select import.csv and import the file.

Add PSK
CSV File
mport .csv
mport Cancel & Download Sample File

3. When you click Download Sample File, you can see Sample ePSK excel sheet.

A B = D E F G H |
1 |username mac passphrase vlan
2 | Unique na/ MAC address of the client,if any [optional) The Passhprase {Pre Shared Key) to be used in the WPA2 handshake  The VLAN to which the client traffic should be mapped {optional}
3 |Lounge-1 6-46]hjbab;ABI[; 9
4 |Lounge-2 9jdf);q)*386U53% 10
5 |Lounge-3/, *{{;nQg=UdeM2ErR 1
6 |Lounge-4 1ilzamar1]x)Zga% 2
7
8
9
0
11
12
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Export ePSK

1. Click Export. A dialogue box appears.

2. Select export.csv and export the file.

111_Portal_Hostname_Oct17

XN N X X XX R | XX

3. When you click Download Sample File, you can see Sample ePSK excel sheet.

A B C D E F G H I
1 |username mac passphras¢vian
2 | Unigque na:.MAC addre The Passh The VLAN to which the client traffic should be mapped (optional)
3 Room-1 WVghr8SmY_a;;Q(e
4 Room-2 a{n5&amp;Hepk)™~=Qt%,
5 Room-3 6q@Qk#WUB)zC.Br)
6 Room-4 eX~gln!sjitZw(j
7 Room-5 yScqds{!YAwSgl;p
8 |Room-6 i;Ag]EBKkBKNRS*c
9 Room-7 8H(SFlu;m9C4_MQ=
10 |Room-8 _{hgH7;dzb]Ys™~9w
11 |Room-9 7%[C5bgDMpt#()2]
12 |Room-10 3mag=xY~zg&amp;fn!mM%
Delete ePSK

To delete ePSK, select the ePSK and click Delete.

X x x x

7\ | NOTE:

e Youcangroup select or individually select ePSK entry and delete the same.

o ePSK feature is supported in cnPilot from System Release 3.11.1 onwards.

Create an AP Group

To create an AP Group,
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Navigate to Configuration > AP Groups and WLANSs page > AP Group tab.
Click New AP Group tab.

Enter values of AP Group name, Country name, and WLAN parameters.
Click Add WLAN and select WLAN from the list.

Enter the Administrator password in the Management tab.

Click Save.

S IRC NN

WLANSs are added to AP Groups in the AP Group configuration. Ensure that the WLANSs are ordered correctly if Mesh

mode is used.

o) NOTE:
m Maximum of 16 WLAN policies are supported for E-Series and XV-Series devices and 8 WLAN policies
are supported for ePMP 1000 Hotspot and Only one WLAN for cnPilot Home AP Group.

This feature supports automatically restoring the configuration of devices to their mapped AP Group if their
configuration is changed outside of cnMaestro. When this feature is enabled in cnMaestro, the configurations
changed from the Ul or CLI of the device are reverted back by pushing the existing AP Group configuration. The
configuration will get pushed only if the device is in sync status.

[E Advanced Features
WiFiPerf Daeman X Enabl

E Lock Fi AP/cnMatrix device Configuration X
E i it Fi AP/cnb

To enable this feature:

1. Navigate to Administration > Settings > Advanced Features page.

2. Enable the Lock cnPilot/cnMatrix device Configuration check box.

3. Click Save.

When a configuration change is made on the device via its Ul or CLI, cnMaestro detects the change as Device's
configuration changed outside of cnMaestro and the device is marked as Not In Sync. In this scenario, an Auto-
Sync job is triggered automatically by cnMaestro to revert back the changes.

The Auto-Sync job can be viewed in Administration > Jobs > Configuration Update page.
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When the user tries to apply any AP Group on the device and if the job was skipped for the device as it was offline,
the reason for the skip will be displayed as "Device was offline"”, in the Jobs page. In this case, when device comes up
and connects to cnMaestro, then cnMaestro will create an Auto-sync job for that device and pushes the AP group. (It

will not apply the AP group if the Auto-Sync was disabled in the AP group).

7o) | NOTE:

offline"”, then the device will not be updated.

The config update (Auto-Sync) will happen only when the "Auto-Sync” option was enabled in the AP
Groups page. If the device was skipped/failed because of any other reason other than the "Device was

AP Groups > Add New

Basic Basic Information
Managemen Type
Radio

Network

User Defined Overrides Scope

Delete

Default password: admin of cnPilot R-series should be changed before upgrading to the build 4.6-RX.

Administrator Access

Management

Once after the upgradation of build 4.6-RX, default password; admin becomes invalid and password needs to be

reset through the WAN.

o) NOTE:

Default User Name: admin can be used after the upgradation.

The AP Groups and WLANSs are created for cnPilot Home and Enterprise devices. The configurations created for
each AP Groups and WLANSs in a server can be exported and imported to different servers. This will help the users

reduce the effort of manually creating the WLAN and AP Group each time.
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To export WLAN and AP Group,

1. Navigate to Shared Settings > AP Groups and WLANSs page > WLAN or AP Group tab (according to the
choice).

2. Click Export.

D) NOTE:
m The AP Groups and WLANSs should be exported separately as the associated WLANSs are not
exported while exporting an AP Group.

The AP Groups and WLANs will be exported with proper name and time stamp.

To import WLAN and AP Group,

1. Navigate to Shared Settings > AP Groups and WLANSs page > WLAN or AP Group tab (according to the
choice).

2. Click Import WLAN.

mport WLAN

Name*

Scope

Shared -

Configuration file

mport json

3. Enter the Name.
4. Select the Configuration file in Json format.

5. Click Import.
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/), | NOTE:

AP Group import.

m To import an AP Group, ensure that all the associated WLANSs in that AP Group are already imported.
If the WLAN associated with the AP Group is unavailable, an error message will be displayed during

If the name is not provided for WLAN or AP Group while importing, it will take the name of the file
that is to be imported, automatically.

If the name provided for the AP Group/WLAN while importing matches with the existing list of WLAN
or AP Group in the system, an error " The specified policy name already exists"” will be displayed.

Importing WLAN and AP group type R-series are not allowed in Wi-Fi mode.

Configuration job can be created from Monitor and Manage > System > Configuration. Select a device type and a
set of devices along with AP groups to which they will be mapped. This can be done in three steps:

Configuntion

Devics Schected 38 Managed account

[E Globel PMPIsPMP/cnRvsch Contiguation Backup

Motwork » Tower

1. Select the AP Group.
2. Select the list of Wi-Fi Devices.
3. Click Apply Configuration.

sooceceoBo0e
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Pre-Defined Overrides

Some device configuration is generally specific to an individual device, and hence not easily shared through an AP
Group. This includes IP Address, Radio Channel Settings, and WLAN details such as SSID, Enabling/Disabling SSID,
Enabling/Disabling Radio 2.4 GHz and 5 GHz, and Passphrase. These items can be configured in the device
Configuration tab, navigate to Manage > Configuration and select a device in the tree to update.

You can then choose/change different values from AP Group to be overridden. The icon to the left of a field must be
selected first to override that parameter. After specifying override parameters, select Apply Configuration on the
bottom right to save your changes to the server and create a job to push the new values to the device. This optionis
also applicable for Onboarding process queue.

By default, Enterprise Wi-Fi devices will have Auto-set from device enabled. This option reads several network
related configuration fields from the device and uses those as override values to prevent overwriting values that
would disconnect the device.

(B Device Overrides (Advanced)
Radio and Location cnMaestro VLAN (VLAN 1) Other VLANs WLANs
Override Field Name Value Default Value
Location

Placement @ Indoor () Outdoer indoor

Radio 2.4 GHz (® Enabled Disabled Enabled

BEE

Radio 2.4 Ghz Channel auto .| auto

=

Radio 2.4 Ghz Power auto + | auto

&

Radio 2.4 Ghz Antenna Gain 5 - 5

Radio 5 GHz (® Enabled Disabled Enabled

R ®

Radio 5 Ghz Channel auto - auto

Radio 5 Ghz Power

5]

auto - auto

X

Radio 5 Ghz Antenna Gain 5 .| s

User-Defined Overrides (Advanced)

User-Defined Overrides can be entered into the end of an AP Group configuration. They will be merged into or
appended to the AP Groups before the configuration is applied to the device. This allows setting configuration
parameters which are not supported by GUI, and they are considered as advanced operation that should rarely be
used. The format of the commands would be same as with the device CLI.

For example, if a new version of the software had a feature unsupported in cnMaestro, it could can be pushed to the
device using CLI commands through the User-Defined Override mechanism

This can be explained with the following example, in which country-code and hostname are appended to the end of
the configuration, and will override any settings in the Ul

country-code IN

hostname Wi-Fi Device

User-Defined Variables (Advanced)

Override configuration also supports a programmatic concept called user-defined variables (which are also used
with Fixed Wireless templates). User-Defined Variables can be embedded into the User-Defined Override text area.
They require a value to be set for each device mapped to the AP Group before the configuration can be applied. This
is either through a default value, or an explicit setting in the device configuration.

The syntax for user-defined variables is shown in the following example: the VariableName maps to an identifier set
by each Device. If the value is not set, the optional DefaultValue will be used.

Parametername ${VariableName=DefaultValue}
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N NOTE:
ictl You can also configure the user-defined variables in the Onboarding process queue page. They are
mapped individually to each device.

Other Examples

Enterprise Wi-Fi (E-Series and XV-Series) and cnPilot Enterprise (ePMP hotspot)
country-code ${countryname=US} // country name with US as default value
hostname ${hostname=ePMP 1000 Hostpot}

cnPilot Home R-Series

Parametername ${varaibleName=someDefaultValue}

Example
CountryCode=${countryName=IE}
RTDEV_CountryCode=${5GHz CountryName=IE}

wan_ipaddr=${wan ip=10.110.68.10}

Macros can be used in Advanced Configuration similar to User-Defined Overrides except they automatically take
values provided by the device itself.

%{ESN?} will be replaced with the MAC address of devices.
%{MSN} will be replaced with the Serial Number of devices.

Synchronize (Sync) Configuration

AP Groups can be configured to synchronize automatically or manually when they are updated. The setting is found
in the AP Group configuration.

1. Enterprise Wi-Fi AP Groups by default synchronize automatically (so any change of AP Group or WLAN, followed
by a Save, will immediately push configuration to the devices without manual intervention).

2. cnPilot Home AP Groups by default synchronize manually. Updates to them (or the WLANSs to which they map)
need manual synchronization to push configuration to the devices.

Manual Synchronization

Manual configuration synchronization allows the user to synchronize any devices with a single action rather than
updating each device separately. Navigate to Administration > Sync Configuration.

Sync Configuration only displays devices currently out-of-sync with a mapped AP Group .
Sync Configuration has the following fields:

AP Group (AP Group to which device is mapped)

Device (Hostname)

Device Type

Network (Network in which device is present)

Status (Up/Down)

Site (Site under which device is present)

Sync Status (Sync status will tell whether job is completed or failed )

Steps to do Sync Configuration:

1. Click the Sync Configuration in the top right of the Configuration > WLAN and AP Groups or Manage >
Configuration > Device Details or Jobs tab.
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2. Select devices you wish to synchronize.

3. Click the Sync Now.

(o)

NOTE:

Sync configuration can only be used if a AP Group is already mapped to the device.

Software update jobs can be scheduled in parallel irrespective of other running Jobs as PRO account
supports Parallel Jobs also If same devcie is used for config/ software job at a time only one operation
will be done as the Job locks the device until it finishes.

Configuration Job Status

After applying configuration, navigate to Administration > Jobs to view configuration jobs (for Wireless
LAN devices). When configuration is pushed from Sync Configuration, a Configuration job will be created in the
background.

RGeS S S

NOTE:
1. Configuration jobs will skip devices which are offline. With manual synchronization, they need to be
synchronized by the administrator.

For more information on Wi-Fi AP configuration, refer the following URLs:

e Unique per-Device values in Profiles Using User-Defined Overrides
e AP Groups and Overrides for Wi-Fi Devices.
e Migrating from Templates to Profiles

2. cnMaestro X account user can run any number of Jobs in parallel.

Factory Reset

A factory reset erases all the data on the device. Factory reset is supported for two device models, Enterprise Wi-Fi
with greater than 3.10-R6 version and cnMatrix with greater than 4.0 version.

To factory reset the device from cnMaestro:

1. Navigate to the Configuration tab of the device.
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http://community.cambiumnetworks.com/t5/cnMaestro/Unique-per-device-values-in-Profiles-using-User-defined/m-p/63560#U63560
http://community.cambiumnetworks.com/t5/cnMaestro/AP-Groups-and-Overrides-for-Wi-Fi-devices/m-p/71173#U71173
http://community.cambiumnetworks.com/t5/cnMaestro/Migrating-from-Templates-to-Profiles/td-p/63471
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2. Select Factory Reset.

10 EFECAD

3. Click Factory Reset.

Please confirm factory reset

Are you sure you want to factory reset E410-
050540_Only_Https_AParp !

Yes, Factory reset No

The following window pops-up if you click Yes, Factory reset option.

Once the Factory Reset is successful, the following message is displayed in the Notifications tab.

Managed Accounl: 5

severity Dewice Type Device Managed Brceunt W1 Adebreis Calegoey Meage Habed Time

If the user does Factory Reset on an offline device it displays error as shown below:
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Cambium Networks

Factory Reset x
W Oevice isunveachable. This operation
cannot be done..

APs > E60

Device Details

10.110.228.35

Set the device location using a map

Device Configuration

Factory Reset

Association ACL

This section describes how cnMaestro replies to AP's request to allow or disallow client associations. This feature

allows you to configure MAC association list on the controller.

Overview

When a client requests to get connected to an AP,

1. The AP sends MAC authentication request along with the MAC Address of client and the Customer ID (CID) to the
Controller. This is optional and occurs only if MAC ACL is configured for the WLAN on the AP and the policy for the

MAC ACL is cnMaestro.
2. Controller checks and responds with an action to allow or deny the request.

3. AP allows or denies the client’s request based on the response of the Controller.

Configuring Association ACL
To configure the Access Control List (ACL) in cnMaestro:

1. Navigate to Shared Settings > Association ACL page.
2. Click Add.

Enter the MAC.

Click the Allow check box.
Enter the Description.
Click Save.

o 0 s ow
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Add Association ACL
Allow
MAC
Description
Save Close

4. Once the MAC is successfully configured, a pop-up Association ACL default action is saved successfully is
displayed and lists the configured MAC in Shared Settings > Association ACL tab.

5. To configure MAC authentication as cnMaestro:

The Association ACL is shared among all Enterprise WLANS, but it must be explicitly mapped to each Enterprise
Wireless LAN that uses it (at Access Control > MAC Authentication)

‘/'o\‘ NOTE:
If MAC is not configured under the policy (to allow/deny), the default action will be applied.

To edit/delete Association ACL, click the respective icons.

You canimport Association ACL, by clicking Import.csv and export using the Export.

cnMatrix Switches

cnMatrix switches simplify the network deployment and operation. cnMaestro provides management, configuration
and control, and security services for cnMatrix with deployment options such as policy-based automation (PBA) to
streamline core operations and improve network security. Central to cnMaestro’s orchestration of cnMatrix devices
is the concept of Switch Groups.

Switch Groups Configuration

A Switch Group can also be considered a Virtual Stack. The Switch Group functionality enables the users to manage
multiple switches with the same configurations.
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Configuration is common to all switches belonging to a Switch Group:
Configuration changes are synchronized and applied for all the switches in a Switch Group.

A subset of configuration attributes can be overruled for an individual switch.

Switch ports across all physical switches are associated with a Switch Group and can be simultaneously bulk
edited.

From the Switch Groups tab, the administrator can navigate to the Switches and the Switch Ports tabs for
configuration. The Dashboard tab is used to monitor the health condition of the virtual stack.

The process for creating a new Switch Group configuration is as follows:

1. Navigate to Shared Settings > Switch Groups.
2. Click New Switch Group.

harma s S Srope P e et Pl Porm, B B Lo Bt
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NOTE:
(o) o
To Edit the Configuration of existing Switch group, click Edit icon > navigates to Configuration page.

3. Configure the following tab parameters to create a Switch groups:
Basic
Management
Network
Security

User-Defined Overrides

WESP Comfiguration

o) NOTE:
Click Show Advanced to view the advanced options of the Switch Groups.

Click Save on individual tab parameters or click once after entering all the four tab
parameters.
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The Basic tab provides options to the user to configure the device name as well as other standard values used to
identify a switch.
1. Navigate to Configuration > Switch Groups > Basic.
2. Onthe Basic page enter device identification data such as:
Name
Scope
Contact
Description
WISP Configuration

g c:\‘ Note:

The special characters can be used to create names of Switch Groups (Eg: a-zA-Z_-*&%#H@!<>.0)
[1"~"$1234567890).

Basic information

WISS Configuration

3. Click Save.

1. Navigate to Management page.

2. Enable the Daylight Saving Time and enter the details.
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Anminisanee Arcess

5 Time Settings

3. Click Add New to add Administrator Access, enter the details and click Add.

Administrator Access

Usemame*

Password® (@ Hower info icon for password rules

Show

Confirm Password*

Show

Privilege

Guest -

4, Password should match the special characters as shown below:

Administrator Access

Usemame*

Password® (@ Howver info icon for password rules

Password length should be in the range of 8 - 20 characters
Confirm Passwo  Password should contain at least 1 lowercase characters
Password should contain at least 1 uppercase characters
Password should contain at least 1 numerical characters
Privilege Password should contain at least 1 special characters

Gues! Mew Password should contain at least 4 characters different from old password

[ Add

5. Click Save.
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The Network page allows the user to configure VLANs, PBA, IP Route, and Spanning Tree details.

1. Navigate to Network, enter the details of VLANSs, Policy Based Automation, IP route, and Spanning Tree.

2. Click Save.

The Security page allows the user to configure RADIUS and Access Control List (ACL) details.

1. Navigate to Security page and enter the details of RADIUS and ACL IP.

RADIUS

st

Hamme Proteco Sawrea I Mass. e Min Part e M Pt Duatinstion 18/ Mk Dst M Pt ot M Pt

2. Click Save.

NOTE:
o) ©
m The minimum device software version required for this feature is 4.0.

User-Defined Overrides allows you to apply configuration in cnMatrix switches. If there are conflicts, the below
settings will take precedence. The format used is the same as a configuration file exported from the device via its
web Ul or the "View Device Configuration” link in the device level configuration page.
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Import Switch Group

1. Click Import Switch Group. A dialogue box appears.

2. Select import.json and import the file.

Import Switch Group

MName”
Scope

Shared -
Configuration file

Import json

3. When you click Download Sample File, you can see Sample excel sheet.

4. Click Import

Delete Switch Group

To delete Switch Group from the list click Delete icon of the specific device row.

Mama Oftine Semices Scepe Pemup Vian Active Peg P Betn By Lot B

When the user tries to apply any Switch Group on the device and if the job was skipped for the device as it was
offline, the reason for the skip will be displayed as " Device was offline”, in the Jobs page. In this case, when device
comes Up and connects to cnMaestro, then cnMaestro will create an Auto-sync job for that device and pushes the
Switch Group. (It will not apply the Switch Group if the "Auto-Sync” was disabled in the Switch Group).

/o) | NOTE:

tg The config update (auto-sync) will happen only when the "Auto-Sync"” option was enabled in the Switch
Groups page. If the device was skipped/failed because of any other reason other than the "Device was
offline”, then the device will not be updated.

Configuration job can be created from System/Network/Tower/Site/Device Configuration page. Select a device
type and a set of devices along with Switch Groups to which they will be mapped. This can be done in three steps:

1. Select the Switch Group that needs to be pushed from drop-down.
Select the list of Switch Group Device.

Select update Now/Schedule.

IS

Click Apply Configuration.
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Synchronize (Sync) Configuration

Switch Groups can be configured to synchronize automatically or manually when they are updated. The setting is
found in the Switch Group configuration.

Switches by default synchronize automatically (so any change of Switch Group, followed by a Save, will immediately
push configuration to the devices without manual intervention).

Manual Synchronization

Manual configuration synchronization allows the user to synchronize any devices with a single action rather than
updating each device separately. The page is located at Administration > SyncConfiguration.

Sync Configuration has the following fields:
Device (Hostname)
Type
Status (Online/Offline)
Network (Network in which device is present)
Site (Site under which device is present)
AP Group/Switch Group (AP Group/Switch Group to which device is mapped)

Sync Status (Sync status will tell whether job is completed or failed )

Steps to do Sync Configuration:
Navigate to Manage > Network > Configuration > Device Details or Jobs tab.

1. Select devices to synchronize and click the Sync Configuration.
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2. Automatically it navigates to Administration > Sync Configuration and select devices to synchronize.

[ T —

P

3. Click Sync Now.

o) NOTE:

N

Sync configuration can only be used if a Switch Group is already mapped to the device.

Policy Based Automation(PBA)

Cambium Networks PBA functionality fully automates certain commonly performed operations, improving network
security while eliminating potential configuration errors. It allows the user to automatically configure switch port
settings based on the device currently connected to the port. These dynamic PBA settings remain in-use for the
duration of the device connection and are automatically cleared when the device disconnects from the switch.

PBA configuration is common to all switches within a switch group.

/o) | NOTE:

N

pages.

Dynamic PBA updates are indicated by asterisk * on the Switch Dashboard and on the Switch Ports

Configure the PBA as follows:

1. Navigate to Switch Groups > Configuration > Network > Policy Based Automation.

2. Navigate to Rules tab.

211 Wireless LAN Configuration
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Policy Based Automation [

3. Click Add New to set the rules.

Add New Rule

Name®

Type

LDP-ANY -

Device Data®

Add

4. Click Add.
5. Navigate to Actions tab.

Policy Based futomation (£

Hare Sweiteh Porl Mate VLANs Bative VLAN Dretault User Priotity G Trust PaE Priarity Pratected Port Reset Link

6. Click Add New to set the actions.
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Add New Action

300 able
S e

Name*

Native VLAN

" i + AR T i
Dé Cluded 0 the VELANS field

Default User Priority

None

QoS Trust

Mone

PoE Priority

Mone

Protected Port

None

Reset Link

Add

to a port. Updated settings are reset onc

loggle the port link state when native VI

AM = ninet
AN IS Upa

Click Add.

8. Navigate to Policies.

Policy Based Automation [

Preceden:

Ensbled

9. Click Add New to set the policies.
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Add New Policy

] Enable

Name®

Rule*

10. The VLANs Action which is set with the Device Data rules and policies is displayed in the System Dashboard Port

Status under each port.

By Packet Dintrbuation.

Switches

The Switches page is accessed by selecting the Switch Groups > Switches tab lists all of the physical switches
assigned to the Switch Group. The switch dashboard and switch override configurations settings are accessible

through this page.

Switch overrides allow certain attributes for each switch to be configured individually.

o) NOTE:
tjj For configuration, a switch must belong to a Switch Group.

Configure the Switch Group as follows:
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Navigate to Switch Groups > select the switch from the list and click Switches page to view and edit the
onboarded switches.

Ovite Masaged Atcous  Hewth Sch Grovees Otrparing st Selddrber ¢ P A - BW Version Tree (o

The Switches details view displays following fields by default:
Device, Health, Onboarding Status, Serial Number, IP Address, Switch Group, Type, Site and Action tab.
Action column can be used to edit or delete any device of the Switches.

User can click on top bar to include additional fields in Switches Detail view.

=)
Device IP Address
Type
3 [+] Health
Health Switch Group
Onboarding Status Serial Number
Site
= || Maintenance
Onboard Date 5/W Version
Hardware Last Reboot
DA Version Onboarded

Export Switches

1. Click Export. A dialogue box appears.

Actions - Export - -
e = Exportpage as CSV
ower | Export page as PDF | E

Export all as CSV

~ T

2. Select Export page as CSV/PDF/all as CSV and export the file.

Action
Action column can be used to edit or delete any device of the Switches.

1. Click Action. A dialogue box appears.
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2. Select Configuration to edit the device details or click Edit icon 4
3. Select Software Upgrade to update the device software or click L

4. Click * to delete the selected device from the list.

To edit or configure the switches, click the Edit or Configuration from the Action drop-down.
Navigates to the Device Configuration page.

1. Enter the Device Details, Set the service location and Device Configuration.

2. Click Apply Configuration.

Device Configuration allows the customer to configure the Configuration Method as Switch Group.

Switch Group Configuration Method

Enable the Switch Group and select a device from the Switch Group drop-down.

ViAo P Srocpng 1GNP Guerier Cruerer 1P Adtras s et s CHCP Cert " Ao Sutoret Mask
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To Edit or Create a Switch Group, refer to the Switch Groups Configuration.
Navigate to the Advanced Settings and configure the following parameters:
Vlan Interface

VLAN Interface allows the user to edit/Add the VLAN details such as Vlan ID, IGMP Snooping, IGMP Querier, Querier
IP Address, DHCP Client, IP Address, and Subnet Mask.

1. Click Advanced Settings in Configuration page and navigate toVlan Interface tab.

ibvmrrted Sellings

2. Click EditIcon ¢ or Add New.

3. Enter the required details and click Add

Add VLAN

GMP Snooping
GMP Querier

Querier IP Address

Vlan Interface

Enable Administrative State
DHCP Client
P Address

Metmask

Update

General
Certain configurations are different for each Switch, and these are highlighted within cnMaestro as overrides.
Configure the Overrides as follows:

1. Click Advanced Settings in Configuration page and navigate to General tab.
2. Click Enable Spanning Tree Overrides.

3. Select the Spanning Tree parameters.
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= Advanced Settings

VLANs IP Routes General

Enable Spanning Tree Overrides

Spanning Tree

Enable To configure Spanning Tree to override the Switch Group settings
Mode

RSTP -
Priarity

32768 -

PBA Uplink Ports

Mo Configured PBA Actions

Switch Ports tab

a1

Maote: Port configuration can be done from Switch

D NOTE:
m If Spanning Tree is disabled the overrides feature will be disabled on the Switch configuration.

IP Routes

IP Routes allows the user to configure the Default Gateway and IP Routes to override the Switch Group.

Configure the IP Route as follows:

Enable the IP Routes Override and enter the Default Gateway.

[ Advanced Settings
VIANS  Overrides 1P flsat

| 1P Houtes Override

Destination Submet Mask Hext Hop Distance

1. Click Add New.
2. Enter the parameters such as Destination Network, Subnet Mask, Next Hop, and Distance.
3. Click Add.

Add New IP Route

Destination Network
L

Subnet Mask

Next Hop

Distance

1

Add
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Default gateway IP will override the all IP's of the Switch Groups.

Switch Ports
Switch Ports tab displays the list of the Ports and the port channel assigned to the specific switch.

The Switch Ports tab allows the administrators to configure the port settings by port ID for all ports within the switch
group. By default, a port ID identifies the switch (by switch name) and port number, example., EX2028P-EC9541: 1.

It supports bulk editing of switch port settings across all physical switches.

To view the Switch Ports, navigate to Shared Settings > Switch Groups > Switch Ports.

cnMaestro Switch Ports Configuration tab allows the user to configure the following parameters:
General
Physical
Network

Security

General Tab

L S T T S L Y

The Ports General details view displays following fields by default:

Port, Tags, Description, Interface, Administrative State, Operational State, PoE Capable, and Edit.

User canclick =7 on top bar to include additional fields in Ports General Detail view.

| Wireless LAN Configuration Cambium cnMaestro On-Premises | User Guide



= General
nterface Administrative State
Operational State PoE Capable

= Physical
PoE State PoE Priority
PoE Mode Output signal
Speed Duplex
MTU

= Metwork
Type WLANS
Mative VLAN Channel ID
PEA Palicy PBA State
STP State STP Pricrity
STP BPDU Guard Eroadcast
Unknown Unicast Multicast
Suppression Rate

=] Security
Q05 Trust User Priority
Dotlx port-control Protected Port
DHCP Snooping Trust ACL Mame

1. Click Edit # icon or Port device in the list to edit the Ports Configuration General tab details.

2. Navigates to Switch Groups > Switches > Port Configuration.

Switch Groups > Complete Configured > Port Configuration

Switch Port(s) Configuration
EX2010-EF6CAL 1]

Basic >

Physical

Network

Security

Description

Enter string with max 32 characters

3. Enter the Tags and Description details.
4. Click Save.

Physical Tab
The Ports Physical details view displays following fields by default:

o Port, Tags, Operational State, POE State, PoE Priority, Speed, Duplex, MTU, and Edit.
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User can click ke ontop bar to include additional fields in Ports Physical Detail view.

= General
Interface
Operational State
= Physical

PoE State

Mative VLAN

PEA Palicy

STP State

STP BPDU Guard

Unknown Unicast

Suppression Rate
=] Security

Q05 Trust

Dotlx port-control

DHCP Snooping Trust

Administrative State

PoE Capable

PoE Priority
Output signal
Duplex

WLANS
Channel ID
PBA State
STP Pricrity
Broadcast

Multicast

User Priority
Protected Port

ACL Mame

1.

221 Wireless LAN Configuration

Click Edit ¢

icon or Port device in the list to edit the Ports Configuration Physical tab details.
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Switch Groups > Complete

Configured > Port Configuration

Basic

Physical >

Network

Security

Switch Port(s) Configuration

EX2010-EF6CAT 1]

Port Management
Administrative State

Enable

Speed
Auto

MTU
1500

2. Enter the Port Management and PoE details.

3. Click Save.

Network Tab

The Ports Network details view displays following fields by default:

Port, Tags, Type, VLANSs, Native VLAN, Channel ID, PBA Policy, PBA State, STP State, STP Priority, and Edit.

Cortouranan
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User canclick *
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=] General
nterface Administrative State
Operational State PoE Capable
= Physical
PoE State PoE Priority
PoE Mode Qutput signal
Speed Duplex
MTU
=] MNetwork
Type VLANS
[] Native VLAN Channel ID
PEA Palicy PBA State
STP State STP Priority
STP BPDU Guard Broadcast
Unknown Unicast Multicast
Suppression Rate
= Security
QoS Trust User Priority
Dotlx port-control Protected Port
DHCP Snooping Trust ACL Mame

1. Click Editicon ¢

or Port device in the list to edit the Ports Configuration Network tab details.

Switch Groups = Complete Configured > Port Configuration

Switch Port(s) Configuration

Baslc
EX2010-EFGCAL [1]
Physical
VLANs
Network > Type
Security Hybrid

WLANs

B Show avallable VLANs

Natlve VLAN

STP

STP Status
Enzle

BPDU Guard

Cizanie

Pollcy Based Automation
PBA port status

Enznie

= Storm Contrel
Suppression Rate

2. Enter VLANS, STP, Policy Based Automation, and Strom Control details.

3. Click Save.

223 | Wireless LAN Configuration

Cambium cnMaestro On-Premises | User Guide



Security Tab
The Ports Security details view displays following fields by default:

e Port, Tags, QoS Trust, User Priority, Dot1x port-control, Protected Port, DHCP Snooping Trust, ACL Name,
and Edit.

LT T W L U L T

User can click ™ ontop bar to include additional fields in Ports Network Detail view.

= General

nterface Administrative State
Operational State PoE Capable
= Physical
PoE State PoE Priority
PoE Mode Output signal
Speed Duplex
MTU

=] MNetwork

Type VLANSs
Mative VLAN Channel ID
PBA Policy PBA State
STP State STP Pricrity
STP BPDU Guard Eroadcast
Unknown Unicast Multicast

Suppression Rate

=] Security

Q05 Trust User Priority
Dotlx port-control Protected Port
DHCP Snooping Trust ACL Mame

1. Click Edit ¢ icon or Port device in the list to edit the Ports Configuration Security tab details.
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Switch Groups > Default Switch > Port Configuration

Switch Port(s) Configuration
["Harshit-151:1"]
802.1x Port Control
Port Control
ce-Authorized -
Security > rem e
DHCP Snooping Trusted State

Port Trusted State

User Pricrity

1 -

Protected Port
State

Disable -

Access Control List
ACL Name

h ACL...

Save

2. Enter 802.1xPort Control, DHCP Snooping Trusted State, QoS, Protected Port, Access Control List details.
Click Save.

1. To create a Port Channel, select a Port from the list under the specific parameters and click Create Port Channel.
2. Create Port Channel window pops-up, enter details.
3. Click Create.

Create Port Channel

Channel ID

Maode

Create

The PortChannel details view displays following fields by default:

Channel ID, Switch, Tags, Description, VLANSs, Native VLAN, Type, Administrative State, Mode, Ports, STP State,
and STP Priority.

User can click ke on top bar to include additional fields in Port Channel Detail view.
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= [+ General
Tags Description
VLANs Native VLAM
Type Administrative State
Mode Ports
STP State STP Priority
Statistics

The Statistics page displays the latest data and statistics of each Port. Port statistics match the Client statistics and

generate the Client View.

To view the Switch Ports Statics navigate to Shared Settings > Switch Groups > Switch Ports > Statistics.

i

User can click *

= General
Port
Description
Operational State
= Statistics
Rx Octets
Rx Multicast Pkts
Rx Errors
Tx Octets
Tx Multicast Pkts

Tx Errors

Tags

Interface

R Unicast Pkis
Rx Broadcast Pkts
Rx Total Pkis
T Unicast Pkts
Tx Broadcast Pkts

Tx Total Pkts

Device Details

” ontop bar to include additional fields in Statistics Detail view.

Details page provide the information about the switches Overview, Topology, and Port Statistics.
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@ cnMatrix > EX2010-EF6C80-onboard

Dashboard Motifications Configuration Detaills Performance Software Update Tools

Overview  Topology Port Statistics

System

Mame EX2010-EF6CB0-onboard
Device Type cnMatrix EX2010

System Uptime 5d 19h 5m

Coordinates [78.96, 20.59]
Description

Hardware Ethernet switch & copper 1G ports, 2 5FP 1G ports
Hardware Viersion o1

DA Version 49

Manufacture Date 2019-04-06

Onboard Date Jan 29 2021 16:12:35

Software Update

Active Software Version 3.2-r4
History
Date Status Version
Wed Feb 03 202118:40:41 UTC +0530 3214
Wed Feb 03 202116:34:08 UTC +0530 32105
Wed Feb 03 202113:58:55 UTC +0530 3113
Configuration Update
History
Date Status Template
Wed Feb 03 202118:02:00 UTC +0530 Testiz
Wed Feb 03 202117:59:57 UTC +0530 e
Wed Feb 03 202117:59:27 UTC +0530 e

Details Overview

To view the details of the overview page, navigate to the Details > Overview tab.
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[@ cnMatrix > EX2010-EF6C80-onboard

Overview  Topology Port Statistics

System

Name

Device Type
System Uptime
Coordinates
Description
Hardware
Hardware Varsion
DA Version
Manufacture Date

Onboard Date

Dashboard Motifications Configuration Details Performance Software Update Tools

EX2010-EF6CEB0-onboard
cnMatrix EX2010

5d 19h Em

[78.96, 20.59]

Ethernet switch 8 copper 1G ports, 2 SFP 1G ports
01

4.9

2019-04-06

Jan 29 202116:12:35

Software Update

Active Software Version 3.2-r4

History
Date Status Version
Wed Feb 03 202118:40:41 UTC +0530 3214
Wed Feb 03 202116:34:08 UTC +0530 3.2105
Wed Feb 03 202113:58:55 UTC +0530 31143
Configuration Update

History
Date Status Template
Wed Feb 03 202118:02:00 UTC +0530 Testiz
Wed Feb 03 2021 17:59:57 UTC +0530 R
Wed Feb 03 2021 17:59:27 UTC +0530 e

Topology

To view the details of the Topology page, navigate to the Details > Topology tab.

[ enMatrix > EX2010-EFGCE0
Hmte etan

Topakogy P G

ac [Lyre——

Port Statistics

To view the details of the Port Statistics page, navigate to the Details > Port Statistics tab.
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60 GHz cnWave Network Configuration

60 GHz cnWave operates with Cambium Networks cnMaestro management system. cnMaestro simplifies device
management by offering full network visibility and zero-touch provisioning. Using cnMaestro, user can view network
status and perform a full suite of wireless network management functions in real time including optimizing system
availability, maximizing throughput, and meeting the emerging needs of business and residential customers.

Managing E2E Network
The Monitoring tab displays the monitoring panel of 60 GHz cnWave for cnMaestro On-Premises. This section
includes the following:

Dashboard

Notifications

Configuration

Links

Statistics

Software Update

Reports

Map

Tools

Dashboard pages are customized for each device type and aggregation level (such as E2E Network, Node, and Site).
The dashboard section displays the Nodes, Links, Wireless Throughput of PoP(s), Wired Throughput of PoP(s),
Alarms, E2E Controller Details, Top Alarms, Map, Top Links by MCS, Top Links by RSSI, Top Links by SNR, Top
Node(s) Top PoP(s), Top DN(s), and Top CN(s).
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E2E Controller Details

E2E Controller Details displays the details such as Version, Management Address, IPv6 Address, IPv6 Gateway,
Sites, Deployment, Layer 2 Bridge, Country, Prefix Allocation, Topology Sync, and System Clock

e If Onboard E2E controller is enabled in device and managed by cnMaestro, it displays deployment as Running

Onboard.

E2E Controller Details
Version

Management Address
IPv6 Address

IPvE Gateway

Sites

Deployment

Layer 2 Bridge
Country

Prefix Allocation

Topology Sync

System Clock

11-betal
10.110.221.226

fd00:baSe:88:2083::88:..10

4

Running Onboard
Enabled

Belgium

Deterministic
(fd00:ceed BB30:B300:/56)

Offline

o If External E2E controller is managed by cnMaestro, it displays deployment as External.
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E2E Controller Details

Version 1.01

Management Address 10.110.178.37
IPv6 Address 2403:0:529:d:a00:27ff:f..[0

IPvE Gateway fe80::ce16:7eff-feGe:5b7f0

Sites 9
Deployment External
Layer 2 Bridge Disabled
Country Austria

Prefix Allocation Centralized

[fd00:ceed 1fd4:1300:/56)
Topology Sync Offline

System Clock -

Dashboard Maps

In the dashboard map, when user selects the particular PoP, DN or CN it pops-up the Node details. It also allows the

user to navigates to the particular Site and Node dashboard by clicking the Dashboard icon

in the pop-up.

[[ 60 GHz criwave Network > 4-Nodes-Onboard-Godavar
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When user selects the particular link, the link details pops-up as shown below and it also allows the user to navigates

e
s d

to the particular Site and Node dashboard by clicking the Dashboard icon
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in the pop-up.

Cambium cnMaestro On-Premises | User Guide



BRI

00 b AR 083 BE0ET:

Runsing Oatoan
[—
[

[ SF—

[a—

5p Al

Dotted line displays the Backup CN link between the DN and CN.
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e Continuous line displays the link between the wireless network.

@

Continuous line with Wired tag displays the link between the wired network.

ey 5

eV

To navigate to the Maps page click the Map view
Notifications

Notifications are same as shown above for other devices, refer Notification for more details.
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Configure the following after onboarding the 60 GHz cnWave E2E controller:

Basic
Management
Security
Advanced

E2E Controller

N | NOTE:
ictl Once user selects the Auto-assign IPv6 Addresses while configuring E2E Controller and PoP node. Uses

the same IPv6 during the prefix allocation.

Basic Configuration

1. Navigate to Configuration > Basic to configure the Prefix Allocation.

Layer 2 Bridge

v Layerd CPE Acdress
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o) NOTE:
m Prefix allocation automatically gets updated, when E2E Controller is managed by cnMaestro.

2. Select Centralized or Deterministic to allocate the IP for the nodes.

e Layerd CPE Address

3. Enter the Seed Prefix and Prefix Length.

[ —

[

Prefix Allocation

Pv Layer] CPE Adcwns

4. Enabling Layer 2 Bridge is optional.

Enabling this option will enable Layer 2 network bridging (via automatically created tunnels) connected across all
nodes and facilitates bridging of IPv4 traffic across the wireless networks. It also enables the configuration of
VLAN Management and Ports on all PoP, DN, and CN Nodes.

If Layer 2 Bridge is enabled configure as shown below:

Select the Tunnel Concentrator as Best PoP or Static.
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[0 60 GHz cnWave Network > 3Nodes-Ext-Godavar
Configuration  Statist

Basic W

Prefix Allocation

)

) Layer 2 Bridge

) Best P

] IPvE Layer3 CPE Address

If user selects Tunnel Concentrator as Static.

Enter the Concentrator can be an external switch/router when static is selected.

[@ 60 GHz cnWave Network > 3Modes-Ext-Godavari

Conflguration  Statest

Basic

Prefix Allocation

[ Layer 2 Bridge

[l 1Pv6 Layer3 CPE Address

N NOTE:
s]
m IPv6 Layer3 CPE Address can be enabled when E2E Controller is running 1.1 verison and Layer 2 Bridge
is disabled.

5. Select the IPv6 Layer3 CPE Address as SLAAC or DHCPv6 Relay.

CPE sends a DHCP request. DHCPvVG6 server assigns address and the CN node uses the Address and Prefix from
the corresponding dhcp pool.
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e LayerT CPE Addieas

If user selects IPv6 Layer3 CPE Address as DHCPv6 Relay.

User can configure the DHCPvG6 server address.

Layer 2 Bridge

et Layerd CPE Acarmes

7~y | NOTE:
[e]
tg By default Country is Other, user can configure it.

required.

Enter the Hosthames or |IP address of NTP server

By default Enabled Radio Channels is 2, user can configure channel if

Select the Country from the drop-down.

Enter NTP Server.

© ® N O

Select the Time Zone from the drop-down.

"fo\' NOTE:
By default Wireless Scans will be disabled.

| 60 GHz cnWave Network Configuration

Enter the channel number in Enable Radio Channels and DNS Servers.
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10. In Wireless Scans enable the Scheduled Beam Adjustment.

1. Click Save.

Management

Management configuration allows user to configure and manage the credentials of the administrator and it allows
enable SNMP.

1. Navigate to Configuration > Management to set the Device GUI Passwords and to enable the SNMP.
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60 GHz cnWave Network > 4-Nodes-Onboard-Godavari

Dashboard  Maotifications Ceonfiguration Links Statistics ReportX  Software Update Map Tools

Basic Management E2E Controller

E Device GUI Users

Admin User Password

nstaller User Password

Maonitor User Password

B snmp

Enable SNMP

=

m Location

Syst

Mo Location

Community

Address

SMMPw3 User

SMMPW3 Security Level

MNone Authentication Only |§| Authentication & Privacy
Authentication type
MDS SHA SHA-512 SHA-384

SHA-256 SHA-Z24

Authorization Key

Privacy Pratoceol
DES AES

Privacy Key

Reset

2. Click Save.

Security
Security page allows the user to enable the wireless security PSK or 802.1x
To Enable PSK:

Navigate to Configuration > Security tab.

Select PSK in Wireless Security.

. Disabling option unscure the devices.

60 GHz cnWave Network > 4-Nodes-Onboard-Godavari

Dashboard ~ Motifications  Configuration Links ~Statistics ReportX Software Update Map  Tools

Management | Security  Acdy EZ2E Controlier

8021x Enable wiraless security and set the T

Reset

Enter the Passphrase.
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‘/—o\‘ NOTE:
t_l:l If passphrase is left blank, default psk key will be used.

4. Click Save.
To Enable 802.1x

1. Navigate to Configuration > Security.

2. Select 802.1x in Wireless Security.

60 GHz cnWave Network > 4-Nodes-Onboard-Godavari

Dashboard  Motifications  Configuration Links  Statistics  ReportX Software Update Map  Tools
Basic Management Security Advanced E2E Controller

Wireless Security

Disabled () PSK (@ 8021x Enable wireless security and set the methoc

Radius server IP
Radius server port
1812

Radius server shared secret

Save Reset

Enter the Radius server IP.

Enter the Radius Server port.

Enter the Radius Server Shared Secret.
Click Save.

o oA W

Advanced
Advanced tab allows the advanced user to set Field Name and Value.

1. Navigate to Configuration > Advanced.

2. Click Add New.

Eotepuration

dvnced 17

3. Enter the Field Name and Value.

Add new field

Fleld Name

snmpgconfigloc String

Value

true

m Cancel
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4. Click Save.

To Enable the Device logs, navigate to Configuration > Advanced > select Enable Device logs.

Device Logs

Enable

Recommended to use only for Camblum Support Team

E2E Controller

E2E Controller allows the advanced user to add Field Name and Value.

1. Navigate to Configuration > E2E Controller.

2. Click Add New.

E26 Comrotior

3. Enter the Field Name and Value.

Add new field

Field MName

Value

‘ Save ‘ Cancel

4. Click Save.

/o) | NOTE:

w Backup CN Link option gets enabled when E2E controller is running on Version 1.1.

Links provide the details about the link established between the nodes and also provides the option to create a new

wireless and wired link.
List
Statistics
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Events
List
To add a link:

1. Navigate to the E2E Network tree menu click i icon and click Add Link from the drop-down or navigate to
Network > Links > List > Add New.

Networks Wi-Fi AP Groups

v @ System

e ___., Base Infrastructure

> & default
> ¥ RK-LAB-Onboard-V3k-230
> W RK-LAB-Onboard-V5K-235
> ﬁ- RK-WarRoom-Onboard-V3
Refresh
Sync Topology
Add Site
Add Link

Update Software
Download PoP(s) Onboarding Config

Delete

2. Add Link window pops-up.
3. Select Link Type Wireless or Wired.
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Figure 93 Wireless

Add Link b4
Link Type
(®) Wireless Wired
A-Node A-NMode Sector
Z-Mode Z-Mode Sector
ame
Save Cancel
o
Aussersihl
Fluntern
Ziirich Ad
Altstadt
Hottingen
i
Hirslanden
Enge

Figure 94 Wired

o\ NOTE:
m In Wired Link Type Sector will be disabled
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Add Link

Link Type
Wireless (@) Wired

A-Node A-Node Sector
CN

Z-Node

Z-Node Sector

DN

Name

Save Cancel

avod DNIY

4. Select the Node from the drop-down in A-Node.
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Add Link ®
Link Type
: Wired
A-Node A-Node Sector
| Eearch | Z-Node Sector
DN-dummy
DN-v3k
POp-dd
PoP
dummy-cn
o
Aussersihl
Fluntern
Zurich Ad
Altstadt
Hottingen
1
Hirslanden
Enge

5. Select the Sector of the node from the drop-down in A-Node Sector.
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Add Link ®
Link Type
(®) Wireless Wired
A-MNode A-Mode Sector
DN w3k - Sector 1(12:04:56:88:32:16 ) -
Z-Node Sector 1(12:04:56:88:32:16 )
Mame
Save Cancel
Kaadubeesanahalli
Kariyammana
Agrahara @ g
o Kaverappa
@0‘9 5 Laqutp
& @ g
@* :
o &5

Panatt

6. Select the Node from the drop-down in Z-Node.
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I

Add Link ®
Link Type
(@) Wireless Wired
A-Mode A-Mode Sector
DN-w3k - Sector 1( 12:04:56:88:32:16 ) -
Z-Mode Z-Mode Sector
‘ Search |
DMN-dummy
POp-dd
PoP
dummy-cn
ladubeesanahalli
vik-CN
RATTYAITIITIANS
Agrahara o
&
) o Kaverappa
& =] Layout
-aa‘“b% @ g -
& < Panatl
o 5
LML
|5 Lat
7. Select the Sector of the node from the drop-down in Z-Node Sector.
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Add Link ®
Link Type
(®) Wireless Wired
A-Mode A-Mode Sector
DM-v3k - Sector 1{12:04:56:88:32:16 )
Z-Node Z-Node Sector
vik-CN - Sector 1{12:04:56:8B:03:27 )

Backup CN Link (@)

Name
Save Cancel

o |
(=]
&
© U s
& T
(<] \I:{
Q-\‘; &
& :-,‘E

o

:“0 z

z @.
% I
%

8. Enable the Backup CN Link.

248]60 GHz cnWave Network Configuration

backup connectivity from DN or PoP to particular CN.

l’?.'\
If the link between PoP or DN and CN gets disconnected. This Backup CN link provides the
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Add Link 3

Link Type
(@) Wireless Wired
A-Node A-Node Sector
00_18 - Sector1(12:04:56:86:00:18 ) -
Z-MNode Z-Node Sector
aa_bb - -

Backup CN Link ®

Name

Save Cancel

9. Click Save.

10. Once the link is successful it displays the Alive status as yes.

Available link options are:

e Send Assoc to A-Node
e Send Assoc to Z-Node
e Send Dissoc to A-Node

e Send Dissoc to Z-Node
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Enable Ignition

Disable Ignition
Delete Links

To delete the links :

1. Navigate to Links > List > select the links.

: Marre ‘:f" Torade A Mode MAL Bocde MAL pre l.n-fjw- Type gretion Amemgts. Cuistance 2
a 8:
-] [
(-] Bt
2. Click Delete.
Import List
To import the links :
1. Navigate to Links > List > select Import.
&0 M A-MNodes.O) G
axm n'.‘f.dp T-Mods A-Node MAC T-dode MAC Alive Limk Time Type Ignition Attempts  Distance .n ||||||| th Backup CN Link  Ignition Status
1]
2. Import Links window pops-up select the file and click Import.
Import Links X
SekctFle € Download Template
Export List
To export the links :
1. Navigate to Links > List > select Export.
Name I-MNode A-Node MAC L-Mode MAL Alve Link Time Type Ignition Attempts  Dihvtance I Arimuth T

2. It exports .csv file format as shown below.
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1 |A_NODE_NAME [A_ NODE MAC Z NODE NAME Z NODE_MAC LINK TYPE

2 |Anode name of t Sector 1/2 MAC Z node name of tl Sector 1/2 MAC Wireless or Wired
3 |CN-2c 12:04:56:8B:00:; pop 12:04:56:AA:BB Wireless

4 [CN 12:04:56:AA:BC: DN2 12:04:56:88:30: Wireless

5 DN 22:04:56:AA:BB: DN2 12:04:56:88:30: Wireless
6

7

8

9

DN 12:04:56:AA:BB: pop 22:04:56:AABB Wireless
DN2 22:04:56:88:30:t dn-44 12:04:56:88:31: Wireless
DN2 22:04:56:88:30:¢v3000 12:04:56:88:30: Wireless
dn-44 22:04:56:88:31:¢ pop 12:04:56:AA:BB Wireless

Statistics

Links Statistics pages provides details of Name, Direction, A-Node Sector MAC, Z-Node Sector MAC, Alive, Link
Time, RSSI, Tx Power Index, A-node, Z-node, Type, Distance, Azimuth, Rx MCS, Tx MCS, Rx PER, Tx PER, Rx SNR,
Rx Beam Index, Tx Beam Index, EIRP, Rx Errors, Tx Errors, Rx Frames, Tx Frames on a single device, generally in a
page format.

Hame Dérecsion Adiots Sacton M. P IR — e Lk Tamg 5w RaSNE  RxMCS T Pt It nan Temcs

Export Statistics

To export the Statistics :

1. Navigate to Links > List > > select Export.

B ;
& Mo Santor M. 2-Hode Sacter M. Bt Link i nesi BaEN BaMcE L - -] 1

2. It exports .csv file format as shown below.

TVRE DISTANCE ATIMUTH | RS51 B SN Rx MCS Rx PER  Ru_BEAM_ Tx POWELEIRP Tu_MCS  Tu PER  Tu BEAM_Hx_ERROS R FRAME
Wireless 147 81 52 2 L) o7 “ 6 13 10 0.15 [ 20 2Ers
Wirebes 147 81 51 2 L} 0.2 L 1 9 0.1 B 4

6
Win 178.1 40 1 8 LH] 6 1 9 o 15
i 94 a7adL a7 17 10 [} 6 13 10 o o
m as1z 28 P53 a 0. 0 FE] ! 038 o [
0 DN-BCCNTS  DN-BO m asL2 81 12 E 042 [} 6 13 9 035 o 4
83to DN-B{CN-83  DN-BO n s2.7 53 n 3 0.81 5 1 3 .06 -] 1
o CH-EICH-83  DN-BO (! st a5 2 L} oo 2 6 13 9 .08 112 g
o € 199 452 -60 12 a o a4 1 H] 5 0.0 a4 £ TG
199 45.2 a8 F33 [} 0.04 45 6 13 [ 056 45 54 62
15! 0.5 40 @ [} 15 6 13 8 [ b1 3 504
155 05 a3 3 o L 6 13 10 o o 162 232
100 0.5 2 ! £} 0.0 s 6 13 9 0.02 u il w67
Gk DN-39-DN-BO DM-39 0 DN-BLON-39 DN-BO  22.04:56:8 12:04:56:8 Yes Wireless 100 0.5 1 x 9 o3 % 6 13 10 0.01 - am 03

Events

Events provides the details of the links from last 1 hour to 7 Days, Ignition Attempts and Distance.
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Figure 95 Links Availability

@ 60 GHz criWave Metwork > 4-Modes-Onboard-Godavar
Links

Events

Link Name Alves Avatatinty Chart eaitarinty §) igmtion Attampts Ointame

It also calculates the Availability percentage per link, including the duration when E2E Controller was offline in
cnMaestro.

[ 60 GHz erWave Network > 4-Modes-Onboard-Godavar

Link Mame Aiven Resitatisty Chart Avstssaty G [ r— Dintance

Statistics
E2E Controller Statistics provides the following details:

e Nodes
e BGP

Nodes Statistics

Nodes provide a tabular aggregation of data, including General information on the devices monitored, as well as
Wireless, Network, and Traffic metrics. Node Statistics pages provide information of Device, IPv6 Address, Mode,
Model, Status, Status Time, Site, Radio channel, Main Aux SFP, PoP Node, Software Version, Serial Number, Sync
Mode, Zone, Fix Type, Satellites Tracked, Latitude, Longitude, and Height on a single device, generally in a page
format and allows to export Nodes Statistics.

Figure 96 Nodes Statistics

@ 60 GHz criWave Metwork > 4-Modes-Onboard-Godavar
a3 Statistics  Bwporx
Nodes UG
.
Davice 1Pyts Acdress Mode Model St Stus Time  Site SyncMode Recio Chaneel  Main fux SFF PP Node Fin Type Saceites Trocked  Latitude
Chis o) cocd ERINBI0N  CN vio O | L 4 @ o @ m
o ol o w
o oBp®w o v
v '
s D\‘ NOTE:

BGP statistics displays only if BGP option is enabled in Routing in PoP configuration.

BGP provides the details of Advertised Routes, Received Routes, and Details of IPv6 Address.
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Figure 97 BGP

[ 60 GHz cnWave Network > 60 GHz cnWave E2E -Fig8 c

DN4&aFIGO
[E Peer-8001:A
Details Advertised Routes Received Routes
BOO1:1 Metwaork Mext Hop Metwark Mext Hop
1 face:abab /56 200123 1 0 feB0chad 341 ed5a5b8
Status Online
ASN 65530
Uptime 0d th 58m
POP&FIGO
[F Peer-2001:1
Details Advertised Routes Received Routes
IPvE 80011 Metwark Hext Hop Metwark Mext Hop

Address

faceababo/B6 8o0=2 7 =0 feB0ucGad: 346 fed5abbe
Ol 2 face:ababo/56 feB0::chad. 34T fe
ASN 65530
Untime Od &h Bm

Reports page provides details on how to schedule and generate different types of data reports such as Devices,
Active Alarms, Alarm History and Events. For further details refer to Reports.

Allows the user to update with the latest device software.
To update the software:

1. Select the Network and navigate to the Software Update tab.

2. In Software Update tab select the desired Versions from drop-down in Versions tab.

3. Select the Device.
4. Click Add Software Job to device.

¥ _Sofwars Update

N | NOTE:

Onboard E2E controller will support only one synced image. If user needs to sync another image, select
the image from Versions drop down and click Sync Image.

o)

o
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To Add a new version of the software click Add New. It navigates to the Software Images tab to add new version.

X Sofers Updatd

N NOTE:
- After Adding New image, user may needs to wait for 30 seconds to 1 minute and needs to click the

o~

refresh — button.

View Update Jobs

After adding the new Software Images, click View Update Jobs.

[0 60 GHz cnWave Network > 4-Nodes-Onboa ar
X Softwere Update  Mag T
i
Darvices Maodel Mode Status Active
[ Job Options
1. Navigate to the Administration > Jobs > Software Update.
Administration > Jobs
= i T o e P
] 5] "]
S ﬂ B
—_— c| B
— ﬁ ]
e — |:: a
— m ]
S e— E -]
—— 1] (]
— [+ 8
1] ]

2. Click Show More to view the Job Details.
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Job #14 Details: 7 60 GHz cnWave Device(s) Target Software Version: 1.1-alpha2
Created By Administrator (May 16 2021 15:06:36) E2E Controller Version: 1.1-devd?

Batch Size: Unlimited

Upgrade Timeout: 900 seconds

Download Retry Limit- 1

Skip Failures: Yes

Skip PoP Failures: Yes

Search -

Device Mode Model Status Result Message Last Updated Original Version
APOP DN V5000 Online Success Successfully updated the device versiont... May 18, 2021 1548 1.1-devd7?
CN-8b0463 CN V1000 Online Failed Last known status was: Flashing Image May 18, 2021 15:51 1.1-devd7?
cn-75 CN V1000 Cnline Success Successfully updated the device versiont... May 18, 2021 15:51 1.1-devd?
CN-83 CN V3000 Online Success Successiully updated the device versiont...  May 18, 2021 15:48 1.1-dev47?
DN-2D DN V5000 Online Success Successfully updated the device versiont... May 18, 2021 1548 1.1-devd7?
DN-39 DN V5000 Online Success Successtully updated the device versiont...  May 18, 2021 15:48 1.1-devar
DN-BO DN V5000 Online Success Successfully updated the device versiont...  May 18, 2021 15:48 1.1-devd7?

Showing 1-7 Total: 7 10w 1

Maps

Maps provide a visualization for Site, PoP, DN and CN. They display links connectivity between devices. An example

map is presented below:

[ 60 GHz cnWave Network > 60 GHz cnWave E2E -Fig8

Dashboard  Motifications Links Statistics Reportx  Soft

are Update  Map  Tools

s n Show Prefix Zones | . n (6]

ALl bkt b

Show Names |

+

- ®)

o

Kaverappa
Layout

Py
M,
R agpn B2

PANA

Panathur

When the user selects the Show Name as Yes snow ames [ vo

. It displays the names of the Nodes as shown below:

[@ 60 GHz cnWave Network > 60 GHz cnWave E2E -Fig8 c
Dashboard  Notfications  Configuration  Links  Statistics  Feport}  Software Update  Map  Tools
Show Names Ne Show Sectors Yes n Show Prefix Zones Yes n
Agranaia &
+ 5
@ e, Kaverappa Moy,
= PO gF.Go@ DNIEFIGO Layout “ ek PO
-]
PANA
Panathur.
£
% ? DN2EFIGO
2 onagrico. () onzal
@.onserico @ orearico
CNZEFIGO
DNSEFIGD 4
&
=
@DN?%HSO DNEZFIGO 5
0"3
ot CN1EFIGO
L &
o
&
g
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Show Sectors Mo
When the user selects the Show Sectors as Yes i

It displays the Sectors area of the Nodes as

shown below:
[ 60 GHz cnWave Network > 60 GHz cnWave E2E -Fig8 e
Dashboard  Motifications  Configuration  Links  Statistics  Reportx  Software Update  Map  Tools
S'mm‘ian:ﬂ\'n Mo ﬁ.—..':-.\-Secmrsﬂ Mo Show Prefix Zones | es @
e
5
+
g Kaverappa W,
- & Layout T dgpin B8
: pATA
o Panathur
=
L2
Qa.!"
&
& @) onsariao
o !
| F\“ @ cHNzEFIGo
&
00\
"Q DNR@EFIGO -
tr =
a0 ) onraricofonegFico 7,
g ired e B
= E
F
o .. Z
e @ ch1gEFIGD J
o &
o
4
8

. Show Prefix Zones E No .
When the user selects the Show Prefix Zones as Yes . It displays the zones of the Nodes as

shown below:
/o) | NOTE:
E_l:l Show Prefix Zones gets enabled only if Prefix Allocation is set to Deterministic.
[0 60 GHz cnWave Network > 60 GHz cnWave E2E -Fig8 [
Dashboard Naotifications C.'.'}’!l:[jdlr'\llﬂl\ Links Statistics RF‘FJD” X Software U|¥|r'||? Mip Tools
Show Names o Show Sectors Mo Show Prefix Zones IRICE no | (T
ryraisgte
+ A
P Kaverappa gy
- (.:.' Layout g Appi R
o T Panathur
b ;N&
o3 ‘oa_
a“en‘-u
kT Woeid \\‘?“)
2 | DNSEFIGD .
gy 0 DNAZFIGO. :
£
o or® ) CNigFiGo L:;
el : g

Tools

e Operations
e Diagnostics

e Services

25660 GHz cnWave Network Configuration

In Tools page it allows the user to perform the following actions:
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Settings

Ope

rations

External E2E Controller deployment

If the device is deployed through External E2E Controller it displays the operations page as follows:

Restart E2E Controller performs the Restart.

A System Backup and Restore the entire state of a E2E Controller server as a file and file can be used to transfer
data between two E2E Controller instances. It can be saved in local hard drive through the Ul and restored into a

new E2E Controller instance to re-create.

The Software Upgrade is to upgrade E2E controller and can be done through E2E controller package.

60 GHz cnWave Network > 7Nodes-Ext

Operations L

Restart EZE Controiler

Systom Backup and Restore

Backup

Restore

Software Update

Tools

Onboard E2E Controller deployment

If the device is running Onboard E2E Controller it displays the operations page as follows:

Operations page allows the user to Restart E2E Controller and perform the System Backup. It also stores the
entire state of a E2E Controller server as a file and file can be used to transfer data between two E2E Controller
instances. It can be saved in local hard drive through the Ul and restored into a new E2E Controller instance to re-
create the application state.

[ 60 GHz cnWave Network > 4-Nodes-Onboard-Godavari

Operations [

Restart E2E Controller
[r—

System Backup and Restore

Backup

Frestore

Toals
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Diagnostics

Diagnostics page allows the user to gather technical support dump and can be downloaded and sent to cambium
support team.

All the events information of E2E controller can be viewed under E2E Events. In E2E Events tab user can view the
Event ID, Time, Device, Level, Source and Reason of the E2E Network.

Figure 98 Diagnostics

[ 60 GHz cnWave Network > 4-Nodes-Onboard-Godavari

Disgaaatics

Techeical Support Dums

EZE Evants

Event 1D Time Device Level Source ra

Services
In Services page user can view the services running in E2E Controller.

Figure 99 Services

Hame Versien Sunn Uptime =1} semary

[ N N N N

Settings

‘/'D\‘ NOTE:
m E2E Settings are not applicable for Onboard E2E Controller deployment.

External E2E Controller deployment

If the device is deployed through External E2E Controller it displays the Settings page as follows:

Remote SSH Management allows the user to Enable and Disable Remote SSH Management.
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[E 60 GHz cnWave Network > 7Nodes-Ext

== erd Mol ions  Co L = ReporiX Software Updele  Map  Tools
Settings
5] 1PV Interface | ethD)
B 1Py Rautes
Destination Gateway

Remote SSH Management

Disablo

Canfigure NTP Server

lay 2021 16:05:45 UTC

In Syne

Type

Add New

In Network Configuration user can configure the IPv6 Interface E2E Controller and IPv6 Routes.

Network Configuration

[Z] 1Pv6 Interface ( atho )

-

E] IPvE Routes

Destination Gateway
default feBO:cele7afffebe:507f
2001:3001:4001:200:/56 2403:0:529:c:204:56ff:f=88:30dc

Add New

&

Enter the IPv6 Interface and click Save.
To add new IPv6 Routes:

1. Click Add New.

Add Route

Save Cancel

2. Enter Destination and Gateway.
3. Click Save.
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The user can configure the NTP Settings to configure the time configuration of
address.

To configure the NTP server:
1. Navigate to Tools > Settings> NTP Settings tab.

2. Enable the NTP Settings.
3. Enter Host Name or IP Address. It displays Current System Time and Statu

the server with hostname or IP

s of the server.

Configure NTP Server

Enabled

NTP Server 1

time.google.com

NTP Server 2

NTP Server 3

MNTP Server 4

Current System Time
Tue, 18 May 2021 16:05:45 UTC

Status
In Sync

Save

Site Configuration

Sites are located within the networks and wireless access points attached to it.

To Add a Site
1. Navigate to Network and click the icon

2. Select Add Site from the drop-down.
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MNetworks
v (8 System

~ ‘__,- Base Infrastructure

Wi-Fi AP Groups

> & default

» & RK-LAB Onboard W3k-230

> E‘a‘\ RE-LAB-Onboard WSK-235

v K RK-WarRoom-Onboard-V2 D
Refresh

Sync Topology

Ecfit

Update Software
Download PoP{s) Onboarding Config

Delete

3. Enter the Name, Altitude, and Accuracy.

4. Once the address is entered in the Map, Latitude and Longitude gets fetched automatically. You can also enter the

details Manually.

Add Site

MName

Altitude

Latitude @ Min=-90, Max =90 Longitude & Min=
U_;/
+ Search Address
ersihl
Fluntern
Zirich
Altstadt
Hottingen
Hirslanden
Enge
Save Cancel
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5. Click Save. Once the Site is configured it gets added under the E2E Network.

60 GHz cnWave Site > site-V3000-88303e

Bt Wi Fi AP Graups d  Notifications  Configuration Nodes Report X

frastructure

> &4+ default

> N}\ RK-LAB-Onboard 3k 230

> B RKLAB Onb 5K 235

~ B REW
» =}« site-V3000-88303e
> o vl site2

K RM-LAB External IPve

oom-Onboard-V3k-227

Accuracy

> ‘@« RM War Room-Mesh

To edit the Site perform the following:

1. Navigate to Network > Site > Configuration.
2. Edit the details and click Save.

M@ 60 GHz cnWave Site > site-V3000-88303e

Dashboard  Motifications  Configuration Modes Report X

> B RK-LAB Onboard

V3k-230

> & RK-LAB dWSK 235 Altitude

v

» -} site-V3000-88303e

KW

aom Onboard V3k 227
3 4 ik site2
¥y RMLABE

> B RM-War-Room-Mesh

ternal-|Pve

IATHG O71104Y

Dashboard pages are customized for each device type and aggregation level. The Site dashboard section displays
the Nodes, Links, Wireless Throughput, Wired Throughput, Alarms, Top Alarms, Top Links by MCS, Top Links by
RSSI, Top Links by SNR, Top Node(s), Top PoP(s), Top DN(s), and Top CN(s).
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Figure 100 Site Dashboard

Node Configuration

Node can be configured through the Site Menu option by clicking the
Network > Site > Nodes and click Add.

Search

Metworks Wi-Fi AP Groups

>

>

A
&
e
A0
A
A
B

~ @ System
] T 1
v BB Base Infrastructure

» A~ default

Bulk-ePMP
Bulk_E_series
Bulk_R_series
DP1-1234

Demo Metwark
Durga_DataMigration

Onboard-60 GHz cnWave EZE

» *§+ Site-CN

> + Site Refresh

] + Sit8 Edit

> +$= site | acdd Node

>
> Ne 2 Delete

A

Raghavendra

263 | 60 GHz cnWave Network Configuration

i jconin Site Network tree menu or through

Cambium cnMaestro On-Premises | User Guide



To Add a Node:

1. Navigate to the Network > Site > Nodes.

Mare mac Pt Akt ke Mestel S St Tiew  SyncMods MadioChansel  baks s S Pab Mage

ooBR® @

2. Add Node window pops-up once the user clicks Add new.

Add Node

Name
Network
Site

Mode
@) DN CN

Please enter a valid MAC address.

PoP Node

MAC Address

Model

V5000

Azimuth Elevation

IPv4 Management

Save Cancel

Adding the Node allows the user to create the different Nodes as shown below:

PoP Node
DN
CN
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PoP Node configuration
To add a PoP Node:

1. Navigate to the Network > Site > Nodes.

2. Click Add New.

[ &0 GHz criave Site > site

Sotn Tiw  SyneMode Mutio Chaneel  Mais A 479

ooBRR o

Pab Mage

At | e = | | B

Fiu Ty Sotefbtes Tacked  Latmuds

3. Add Node window pops-up.

Add Node

Mame

Metwork

Site

Mode
(® DN CN
PoP Mode

MAC Address

00:04:56:

00:00:00:00:00:00, 00-00-00-00-00-00,

=d formats

Model
V500
Azimuth Elevation
o 0

[=] IPva Management
IPv4 Address

Subnet Mask

Gateway Address

Save Cancel

4. Enter the PoP Name, select the Mode DN.
5. Enable PoP Node.
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‘/—o\‘ NOTE:
m Once the PoP Node is enabled user needs to select the Routing and Interface details.

6. Enter the MAC Address and select the device Model from the drop-down.
7. Enter the Azimuth and Elevation.

8. Inthe PoP Configuration select BGP or Static Routing.

9

. InInterface select Aux or Main or SFP or Disabled.

Add Node

] PoP Configuration

= 1Pval Management

| Save | Canca

10. Enter the IPv6 and Gateway Addresses.

11. InIPv4 Management, enter the IPv4 Address, Subnet Mask and Gateway Address.
12. Click Save.
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D) NOTE:
t.lj Once the PoP Node is configured, PoP(s) Onboarding Config.json file gets downloaded automatically,
which can be used to import and configure in the PoP Node UI.

Once the PoP node is configured it get listed under the Site.

Search
Networks Wi-Fi AP Groups
w @ System
hd ‘E Base Infrastructure
» &= default
> E&; RE-LAB- Onboard-W3k-230
> ﬁ‘:\ RE-LAB-Onboard W5K-235
> N site VS000-88310d
> s site vSD00-BB3144
> @- RK-WarRoom-Onboard W3k 227
K RM LAB External IPvE
~ &‘ RM-War-Room-Mesh
W, + Site
® pop
> *§= Site02

DN/CN Node configuration
To add DN/CN node:

1. Navigate to the Network > Site > Nodes.
2. Click Add New.

D GHz crivave Sae » Sae0l

Hame s P Asiess Mt Mot Stsn T S Time  SyncMode RadoChasnel  Msin A SFP LT Sofvasrs Versicn Fix Type

cokk @

3. Add Node window pops-up.
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Add Mode

Name

Mode
(@) DN CN

PoP Node

MAC Address

[=] 1Pv4 Management
IPv4 Address

Subnet Mask

Gateway Address

Save Cancel

4. Enter the Node Name, select the Mode DN or CN.
5. Enter the MAC Address and select the device Model from the drop-down.

6. Enter the Azimuth and Elevation.
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Add Node ®

Mame

Metwork

Site

Mode
(@) DN CN

PoP Node

MAC Address

00:04:56:

Model

V5000 -

Azimuth Elevation

10 | 12

[3) IPv4 Management
IPvd Address

Subnet Mask

Gateway Address

Save Cancel

7. InIPv4 Management enter the IPv4 Address, Subnet Mask and Gateway Address.
8. Click Save.
9. Once the DN/CN node is configured, it gets listed under the Site.
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MNetworks Wi-Fi AP Groups
~ @ Systom
A4 3 Base Infrastructure
> & default
> Sb\ RK-LAB-Onboard-W3k-230
A4 ﬁ}\ RE-LAB-Onboard-W3SK-235
> ¥ site V5000 88310d
> Ne site vS000 883144
- @- RK-WarRoom-Onboard W3k 227
> «} site V3000 BEI0D3e
> of= vl site2
K RMLAB Extornal IPv
A4 ﬁ* RM-War-Room-Mesh
> o Site0l
~ =4+ Site02

) DN

Replace Node

Replace Node allows to replace the existing faulty nodes with new nodes along with the configuration and links of
existing faulty nodes.

o) NOTE:
New node should be replaced with same model as existing node.

Thesghput (Sectnr 1) Treoughpit (Maing

Link MCS: DN-36 1o node VE000-2K3003

To replace Node:

1. Navigate to Node tree menu and select the node.
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Metworks Wi-Fi AP Groups
~ G) System
& default
> ¥ 10-110-186-36
> Ny 10-120-154-242
~ ﬁ“ 4-Nodes-Onboard-Goedavar
> Ne 51
v N¢ 52
R DN-d6
> Ne 53 Refresh
> Xq site-WVE  Add Link
> \ 7Nodes-E  Edit
Update Software

Replace Node

2. Click ° iconand Select Replace Node from the drop-down.

3. Replace MAC window pops-up.

Replace MAC

Current MAC address

New MAC address

Save Cancel

4. Enter the New MAC address.
Click Save.

PoP Node

Once the PoP node is configured it displays the monitoring panel of the PoP node.

Dashboard pages can be customized for each device type and aggregation level. The PoP node dashboard section
displays the Status, Links, Channels, Throughput (sector1), Throughput (sector2), Throughput (Main), Throughput
(AUX), Throughput (SFP), Alarms, Top Alarms, Links MCS, Links DN, Links PoP, Device Info, Sectors, and
Ethernet.
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'(—ca\‘ NOTE:
m e Throughput (sectorl) for V3000 and V1000.

e Throughput (sectorland sector2) for V5000.
e Throughput graph with Main for V1000.

e Other throughput graph with Main, Aux, SFP for V5000 and
V3000.

Figure 101 PoP Node Dashboard

mmmmmmmm

MODIeeA00R0L) ©
———T
maame

-

et

e

e Sacier 3 - = we

TSR TROISEERI0E) WooMes  dewn

Configuration

Basic

It displays the basic details of POP node such as Name, Description, MAC Address, Azimuth, and Elevation.
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Figure 102 Basic

& 60 GHz cnWave > node-V5000-883083

Dashboard Motifications Configuration Links Details Performance
Basic Radio Metwark WLAN Security Advanced
Name

Description

MAC Address

PoF node

Azimuth

33

Elevation

Save Reset

Software Update

Tools

Radio

It allows the user to configure the EIRP, Adaptive Modulation, Sectors (channels, Polarity and Link(s) Golay), and

GPS.

Figure 103 Radio

@ 60 GHz cnWave > node-V5000-883083
Dashboma  Nolifestions  Configuration  Liniks o up
& Redia 2o
(& Adaptive Modulation
& Sector1
Pulerity smate P & thany. N i

Override Neme Auto Configuration Node Configuration

)

[ sector 1 Link (s) Golay

Override Neme Auto Configuration (Rx/Ts) Node Golay Rx

DN
] Sector 2
Pulerity P s st

Override Name Auto Configuration  Node Configuration

[ sector 2 Link (s) Golay

Ovenide Neme usto Configuration (BT} Node Golay Rx

R e
DN DS
Sers
[A Force GPS Disable
ocan

Node Golay Tx
Node Gelay Tx
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Network

Network tab allows the user for the PoP configuration, E2E Controller Configuration, BGP Configuration, IPv6
Layer 3 CPE, IPv4 Management, OOB, Other Settings (Multi-PoP or Relay Port, Enable Aux port power) and

Ethernet Ports.

Figure 104 Networks

(] BGP Configuration

1PV Address asn

1 1pus Layer 3 cPE

1 1Pv4 Management

1 Egg

= oos

In the Network tab user needs to configure the PoP Configuration and E2E Controller as shown below:

1. Navigate to the Configuration > Network > PoP Configuration.
2. Select the appropriate option in Routing and Interface.

3. Enter the IPv6 Adddress.

[@ 60 GHz cnWave > PoP

Network

] PoP Configuration

4. In E2E Controller Configuration, enter the IPv6 Address.

[] E2E Controller Configuration

IPvG Address

r Onboard mode enabled, PoP Address will be used

5. Click Save.
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D) NOTE:
t.':' Once the configuration is updated successfully in cnMaestro, the same parameters needs to be entered
in the Ul of the PoP Node GUI.

VLAN
-fo\' NOTE:
t‘lj From Software Update Version 1.1 of all nodes, supports configuration of the VLAN Management and
Ports.

Virtual Local Area Networks (VLANS) is a broadcast domain in a Layer 2 network. A broadcast domain is the set of all
devices that will receive broadcast frames originating from any device within the set and traffic will be tagged when
transporting over wireless.

D) NOTE:
t‘lj Only PoP node Management VLAN can be configured, if Layer 2 Bridge is not enabled in E2E Network >
Configuration > Basic page.

Node running version 1.0.1:
When Layer2 bridge is disable, Only PoP node Management VLAN ID can be configured.
When Layer2 bridge is enable, all nodes Management VLAN ID can be configured.

Node running version 1.1

When Layer2 bridge is disable, Only PoP node Management VLAN ID, Priority with Outer Tag can be
configured.

When Layer2 bridge is enable, all node management VLAN and ports can be configured.

To add a Management VLAN:

1. Navigate to Configuration > VLAN.
2. Click Enabled.

[ 60 GHz cnWave > node-\V5000-883083

Dashboard Motifications Configuration Links Details Performance Software Update Tools

Basic Radio Metwork VLAN Security Advanced

=] Management
(@) Enabled Disabled

VLAN ID

VLAN Priority

Add Duter Tag

Save Reset

3. Enter the VLAN ID and VLAN Priority.
4. Enable Add Outer Tag.
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@ 60 GHz cnWave > node-V5000-883083

Basic Radic  Network | WLAN = Security  Advanced
=) Management
@) Enabled Disabled
WVLAN ID

VLAN Priority

[ Add Outer Tag

SVLAN ID

S-VLAN Priority

QinQ EtherType

08100 (8021Q)

Save Reset

Dashboard Notifications  Configuration Links Details Performance  Sofl

Tools

apsulated in the payload of an Ethernet

5. Enter S-VLAN ID.

6. Enter S-VLAN Priority.
7. Enter QinQ EtherType.
8. Click Save.

If Layer 2 Bridge is enabled in 60 GHz cnWave Network > Configuration > Basic page. User can configure
Management VLAN and Ports of PoP node, DN and CN.

/), | NOTE:

VLAN settings are not applicable if Relay Port, SFP Port, or Aux Port is enabled on Network page.
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277 60 GHz cnWave Network Configuration

& 60 GHz cnWave > test-pop2

Dashboard Notifications Configuration Links Details Performance Software Update Tools

Basic Radio Metwork VLAN Security Advanced

=] Management
@ Enabled Disabled

VLAN ID

WLAN Priority

Add Quter Tag

= Main Port

@ VLAN set

e as PaP Interface is e

=l SFP Port
Type
L8] GinQ @Tlar'-suarent

& Aux Port

Type
Q QinQ (@) Transparent

Reset

[7,]
o

VEa range is

Allowed range is 1

To add a VLAN:

1. Navigate to Configuration > VLAN.
2. Click Enabled.
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&1 60 GHz cnWave > test-pop2

Basic Radio

=) Management
(®) Enabled

VLAN ID

Disabled

WLAN Priority

Add Quter Tag

B Main Port

@ VLAN sett

=] SFP Port

Type
Q QinQ (@) Transparent

& Aux Port

Type
Q QinQ @ Transparent

Reset

[4,]
o

Dashboard Notifications Configuration Links

MNetwork VLAN Security

Details

Performance

Advanced

Software Update  Tools

owed range is 1- 4094

red range is

o

Enter the VLAN ID and VLAN Priority.
4. Enable Add Outer Tag.

[0 60 GHz cnWave > test-pop2
Dashboard  Motifications  Configuration  Links Details  Performance

Basic Radio MNetwork VLAN Security Advanced

E] Management
= !
@) Enabled Disabled

VLAN ID

WLAN Priority

Add Outer Tag

SVLAN ID

SVLAN Priority

QinQ EtherType

0x8100 (8027Q)

E\ Main Port

O VLAN s & not ap) e as PoP Ir r =lal
[ SFP Port
Type
Q QinQ (@) Transparent
[ﬂ Aux Port
Type

fe) QinQ (@ Tra

Save Reset

Software Update  Tools
Allowed ranc 094
Alla d rang 0
Allowed range is 1- 4094
Allowed rangeis 0 -7
= | EtherType indicates whic
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5. Enter S-VLAN ID.
6. Enter S-VLAN Priority.
7. Enter QinQ EtherType.

/o) | NOTE:

w VLAN settings configuration of Main Port, SFP Port, or Aux Port is similar.

8. Select Port Q or QinQ types.

a. If user selects Qtype perform as follows:

=] Main Port
@ VLAN settings

=] SFP Port

Type

(O] QinQ Transparent

Untagged Packets

Allow Drop

Mative VLAN ID

Native VLAN Priority

Allowed VLANS

Ingress VLAN Remark VLAN
No Data

Add New

Ingress VLAN Override Priority
No Data

Add New

= Aux Port

Type

aQ QinQ (@) Transparent

Reset

Select Untagged Packets Allow or Drop.

Enter Native VLAN ID.

Enter Native VLAN Priority.
Enter Allowed VLANSs.

To add new VLAN Remarking.

Ingress VLAN
Mo Data

Add New

Remark VLAN

Click Add New
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Add

Ingress VLAN

Allowed range is 1- 4094

ge is Q

Remark VYLAN

Save Cancel

Enter Ingress VLAN and Remark VLAN.
Click Save.

To add new VLAN Priority Override.

Ingress VLAN QOverride Priority
Mo Data

Add New

Click Add New.

Add

Ingress VLAN

Allowed range is 1- 4094

Owverride Priority

w

Cancel

Enter Ingress VLAN and Remark VLAN.
Click Save.

Click Save.

b. If user selects QinQ type perform as follows:
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Bl sFP Port

Native CVLAN Priarity

Native S WVLAN Priority

Ingress VLAN Remark VLAN
Na Data

Add New

Ingress VLAN Override Priority
Na Data

Add New

B Aux Port

a QinQ |§_. Transparent

Reset

In Untagged Packets select Allow or Drop.

In Single Tagged Packets select Allow or Drop.

Enter Native C-VLAN ID.
Enter Native C-VLAN Priority.
Enter Native S-VLAN ID.
Enter Native S-VLAN Priority.
Enter Allowed VLANSs.

Enter QinQ EtherType.

To add new VLAN Remarking.

Ingress VLAN Remark VLAN
Mo Data

Add New

Click Add New
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Add

Ingress VLAN

Allowed range is 1- 4094

ge is Q

Remark VYLAN

Save Cancel

Enter Ingress VLAN and Remark VLAN.
Click Save.

To add new VLAN Priority Override.

Ingress VLAN Override Priority
Mo Data

Add New

Click Add New.

Add

Ingress VLAN

w

Cancel

Enter Ingress VLAN and Remark VLAN.
Click Save.

Click Save.

Security

Security tab allows to reset the identity and password of the Radius user.
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Figure 105 Security

£ 60 GHz cnWave > test-pop2

Radius user identity

Private key password

Radius user password

Save Reset

Dashboard Motifications Configuration Links Details Performance Software Update
Basic Radio  Metwork  VLAN Security  Advanced

Tools

Advanced
Advanced tab allows the advanced user to set Field Name and Value.

1. Navigate to Configuration > Advanced.

2. Click Add New.

60 GHz enWave > test-pop2

Fiald Dascription

Seaten

L T TR RS WSS SRR GRE G R SR R L

3. Enter the Field Name and Value.

Add new field

Fleld Name

snmpgcenfig.loc

Value

true

m cancel

4. Click Save.

Links provide the details about the links between nodes, status and also provides the option to create a new link.

User can delete the links in bulk by selecting the particular devices.

List

List provide the details about the links of the node and also provides the option to create a new link. User can delete

the links in bulk by selecting the particular links.
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Figure 106 List

Link Tira: Time iprion Mimompes  Diutance Armum BaclupCHUGE ignitien Stana

/o), | NOTE:

m Once the PoP node is configured successfully user needs to create a Site and DN to link the PoP as
shown in the DN/CN Node link.

Statistics

Links Statistics pages provides details of Name, Direction, A-Node Sector MAC, Z-Node Sector MAC, Alive, Link
Time, RSSI, Tx Power Index, A-node, Z-node, Type, Distance, Azimuth, Rx MCS, Tx MCS, Rx PER, Tx PER, Rx SNR,

Rx Beam Index, Tx Beam Index, EIRP, Rx Errors, Tx Errors, Rx Frames, Tx Frames on a single device, generally in a
page format.

e Sector ML 2300t Soeter M. Fr Link Thmsr

Events

Events provides the details of the links from last 1hour to 7 Days, Ignition Attempts and Distance.

Figure 107 Events

[@ 60 GHz cnWave > APOP

Link Name: ive Avadatty Crart Avallagiiny (3 aritian Atbempts Batance

It also calculates the Availability percentage per link, including the duration when E2E Controller was offline in
cnMaestro.

Link Mame e B biby Chael

Evaitatsitity ©) st Allempts Distance

Details

Details page provides the following device information:
e Overview

e Network
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Overview

Overview page provides the device details and it also details of the last 3 software update history.

Figure 108 Details Overview Page

3 APOP
2 Detalls  Ferl
Syt Sechor:
ARFOR Sector 1 Sector
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ARTEIV0LA0CAI0E Ta60 L
1l-alphal Lo Hone
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XI000OREIODE o o
May 06, 2021 20:34 2 1
b mc E1R =
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GPS &TC a2
(-5 4 o
- oc oc
TTESAAIEY Software Updete
He sm " -
1 Haite
o Dt Stann Version
T - -
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F 1
Network
Network page provides the Ethernet details of Main, Aux, and SFP.
Figure 109 Details Network Page
[ 60 GHz cnWave > APOP
Dashboard Notifications Configuration Links Details Performance Software Update Tools
Overview Network
Ethernet
Main Aux SFP
Status 1000 Mbps down down
Rx Throughput 7.23 Kbps 0 Kbps 0 Kbps
Tx Throughput 93.9 Kbps 0 Kbps 0 Kbps
Rx Packets 236958 /] 0
Tx Packets 357475 ] 0
Rx Errors o] o] o]
Tx Errors 0 ] 0
Rx Drops 804 v} 0
Tx Drops v} o] ]
Rx Frames o ] 0
Tools

In Tools page user can able to view the Status and Debug of the device.

Status
In Status tab you can view the status of the device:

e Critical alarms
o Download Tech Support File

e Online or Offline
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e Reboot the device.

e Restart Minion

& 60 GHz cnWave > APOP
Dashboard Notifications Configuration Links Details Performance Software Update Tools
Status  Debug
80 GHz cnWave V5000 DN (P... a iy
APOP -
w» Offline
wr
Debug

In Tools > Debug, select the below mentioned command type from the drop-down:
e Bridging

e pop-config

e e2e_minion

e openr

o exabgp

[[<1 60 GHz cnWave > APOP

Dashboard Motifications Configuration Links Details Performance Software Update Tools

Status Debug

Select Log

bridging -

bridging
pop_config
e2e_minion
openr
exabgp

Removing nic3 from the bridge

Thu 2@ May 2621 @5:156:88 AM MDT Flushing addresses on bré

Thu 28 May 2021 25:16:8@ AM MDT Recowvery mode[@], mvlan[]

Thu 22 May 2821 ©5:16:88 AM MDT memt_ipv4[16.118.178.28]/[255.255.255.8], gw[1@.118.178.254]
PoP addr[2483::529:d:204:56FF:FEB8:3@0C], O0B_IFACE[nic@](if set)

L2 Bridging Disabled

timeout: finish: bridging: (pid 2835) 8s, want down

Once command is selected it displays the output as shown below:
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[ 60 GHz cnWave > APOP

Dashboard Motifications Configuration  Links
Status Debug

Select Log

bridging

Output

Device "br@" does not exist.
Management port is bre
creating bridge
SFP is Not Present
Adding nicl to the bridge
Adding nic2 to the bridge
Removing nic? from the bridge

Thu 2@ M

L2 Bridging Disabled

timeout: finish: bridging: (pid 2835} 8s, want down

Performance

Thu 2@ May 2821 @5:16:88 AM MDT Flushing addresses on bré
2821 @5:16:88 AM MDT Recovery mode[d], mvlan[]

Thu 2@ May 2021 @5:16:@@ AM MDT mgmt_ipv4[1@.112.178.20]/[255.255.255.2], gw[l1e.11@.178.254]
PoP addr[2483::529:d:284:56FF:FES8:38DC], O0B_IFACE[nic@](if set)

Software Update

Tools

e Click < icon to download the generated output.

e Click

DN/CN Node

To create a new site, refer to Site.

To create a sub Node, refer to DN/CN.

Dashboard

icon to refresh the generated output.

Dashboard pages are customized for each device type and aggregation level. The DN/CN node dashboard section
displays the Status, Links, Channels, Throughput (Sector 1), Throughput (Sector 2), Throughput (Main),
Throughput (Aux), Throughput (SFP), Alarms, Top Alarms, Links MCS, Device Info, Sectors, and Ethernet.
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Figure 110 DN/CN Node Dashboard
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Configuration
Configuration page allows the user to configure the following details of CN/DN:
® Basic
® Radio
® Network
* VLAN
® Security
® Adavanced

Basic

It allows to configure and reset the basic details of DN/CN node such as Description, Azimuth, and Elevation.
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Figure 111 Basic

[ 60 GHz cnWave = CN-8b0463

Dashboard  Motifications Configuration Links Details Performance

Basic Radio Metwark WVLAN Security Advanced

Mame

Description

MAC Address

zimuth

0

Elevation

Save Reset

Software Update

Tools

D NOTE:
m GPS option is not enable for vi00O0.

It allows the user to configure the EIRP, Adaptive Modulation, Sectors (Channels and Golay), and GPS.
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Figure 112 Radio

[0 60 GHz cnWave > CN-8b0463

Dashboard Notifications Configuration Links Details Performance Software Update  Toals

Basic Radio Network VLAN Security Advanced

= EIRP

Maximum EIRP

38

IBF Transmit F

Short range (<25m) optimized (@) Long range optimized  Initial Beam Forming transmit power setting

E‘ Adaptive Modulation

Minimum MCS

Maximum MCS
12

= Sector1

annel/Polarity should originate from leaf nodes. Please make sure to change on the CNs first and then higher up on the DNs.
Qverride Name Auto Configuration

Channe 1

Node Configuration

Polarity Even

E Sector 1Link (s) Golay

Override Name ‘Auto Configuration (Rx/Tx) Node Golay Rx
ink-CN-8b0463-DN-39 2/2

Override All

Reset

Node Golay Tx

Network

Network tab allows the user to edit the Layer 3 CPE, IPv4 Management, Ethernet Ports, and Other Settings.

Figure 113 Network

[ 60 GHz criWave = DN-3D
6 Configuration  Links  Detait
Netwark VILAN
E] 1Pv6 Layer 3 CPE
W SER
E] iPva Management
P
E] Ethernet Ports
E] other Settings
L)
[

VLAN

VLAN configuration of CN/DN is same as PoP Node VLAN as shown above.
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o) NOTE:

t.':' Enable Layer 2 Bridge in 60 GHz cnWave > Configuration > Basic page to configure the CN/DN VLAN.

Security

Security tab allows to reset the identity and password of the Radius user.

Figure 114 Security

1 60 GHz cnWave = DN-3D
Dashboard Notifications Configuration Links Details Performance Software Update  Tools

Basic  Radio  Network  VLAN Security  Advanced

Radius user identity
Private key password

Radius user password

ave Reset

Advanced
Advanced tab allows the advanced user to set Field Name and Value.

1. Navigate to Configuration > Advanced.
2. Click Add New.

I 60 GHz crWave > DN-3D

Sdvanies

Fisld Deseription Santus Vel

SRR G G N SRE I IE T S SR

3. Enter the Field Name and Value.

Add new field

Fleld Name

snmpgconfig.loc sting -

Value
true

m cancel

4. Click Save.
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Links provide the details about links of the node and also provides the option to create a new link. User can delete
the links in bulk by selecting the particular devices.

List

List provide the details about the links of the node and also provides the option to create a new link. User can delete
the links in bulk by selecting the particular link.

Figure 115 List

Ut

Pame & e Taote Ao MAC Tt Mas Ay Lk Tirs i lgrition Atwrets Distance Asman  Bachg O igrition S

Statistics

Links Statistics pages provides details of Name, Direction, A-Node Sector MAC, Z-Node Sector MAC, Alive, Link
Time, RSSI, Tx Power Index, A-node, Z-node, Type, Distance, Azimuth, Rx MCS, Tx MCS, Rx PER, Tx PER, Rx SNR,
Rx Beam Index, Tx Beam Index, EIRP, Rx Errors, Tx Errors, Rx Frames, Tx Frames on a single device, generally in a
page format.

Mame Duection A N St M. 2300nde Sacter M. Fo Link Tie s RashE dMcS o P et - Tamct

Events

Events provides the details of the links from last 1 hour to 7 Days, Ignition Attempts and Distance.

Figure 116 Events

[ 60 GHz cnWave > DN-3D

Evernts

Link ame Aives Anbabitty Chart pr— lgnition Attemgts Distance

It also calculates the Availability percentage per link, including the duration when E2E Controller was offline in
cnMaestro.

Link Mame ve Evaitatility Charn Availatitity ) Iynition Aemgts Distance

In Tools page user can able to view the Status and Debug of the device.
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Status

In Status tab you can view the status of the device:

e Critical alarms

e Download Tech Support File
e Online or Offline

e Reboot the device.

e Restart Minion

e Factoryreset

[[c] 60 GHz cnWave > DN-vEk#22
Dashboard Motifications Configuration Links Details Performance Software Update Tools
Status  Debug
60 GHz cnWave V5000 DN aQ ;
DN-vEk#22
@ v}
Debug

In Tools > Debug, select the below mentioned command type from the drop-down:

e Bridging
e e2e_minion

e openr
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1 60 GHz cnWave > DN-v5k#22

Dashboard Motifications Configuration Links Details Performance Software Update

Status Debug

Select Log

bridging

bridging
e2e_minion

openr
creating bridge

SFP is Not Present

Adding nicl to the bridge

Adding nic2 to the bridge

Removing nic3 from the bridge

Fri @7 May 2021 12:5@8:46 AM AEST Flushing addresses on br@

Fri @7 May 2921 12:58:46 AM AEST Recovery mode[@], mvlan[]

PoP addr[], OQ0B_IFACE[nic@](if set)
L2 Bridging Disabled

timeout; finish: bridging: (pid 2885) 8s, want down

Tools

Fri 87 May 2021 12:50:46 AM AEST mgmt_ipw4[10.118.178.1@]/[255.255.255.0], sw[10.118.178.254]

Once command is selected it displays the output as shown below:

[ 60 GHz cnWave > DN-v5k#22

Dashboard Motifications Configuration Links Details Performance Software Update Tools
Status Debug
Select Log
bridging -
Output
Device "br@" does not exist.

Management port is bre
creating bridge
SFP is Not Present
Adding nicl to the
Adding nic2 to the bridge
Removing nic3 from the bridge

Fri @7 May 2821 12:5@:46 AM AEST Flushing addresses on br@
Fri @7 May 2821 12:5@:46 AM AEST Recovery mode[@], mvlan[]
Fri @7 May 2821 12:58:46 AM AEST mgmi_ipv4[18.118.178.18]/[255.255.255.8], gw[18.118.178.254]
PoP addr[], OOB_IFACE[nic@](if set)

L2 Bridging Disabled
timeout: finish: bridging: (pid 2885) &8s, want down

bridge

icon to download the generated output.

icon to refresh the generated output.
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Auto-Provisioning

cnMaestro On-Premises supports Auto-Provisioning for Wireless LAN devices (cnVision, Wi-Fi, and ePMP 1000
Hotspot) and fixed devices (PMP and ePMP). It is enabled at Shared Settings > Auto-Provisioning, and it allows
one to automatically configure and approve devices based upon IP address.

'(—ca\‘ NOTE:
m Auto-Provisioning is supported only for cnMaestro On-Premises.

Creating Auto-Provisioning Rule

To create a rule for Auto-Provisioning:

1. Navigate to Shared Settings > Auto-Provisioning page.

P

2. Click Add and following window appears.

Figure 117 Auto-Provisioning - Wireless Devices

Add Auto-Provisioning Rules

Subnet (CIDR) ©

Device Type

cnPilot Home (R-Series) b
Managed Account

Base Infrastructure -
Network

default -
Site

Mone -

Configuration Method
(@) AP Group () Template
AP Group

Mone -

Description

Approve

Canul
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Figure 118 Auto-Provisioning - Fixed Devices

Add Auto-Provisioning Rules

Subnet (CIDR)

Device Type
ePMP -

Managed Account

Base Infrastructure -

Network

default -

Tower

None -

Template

None -

Description

Approve

Add Cancel

3. Enter the following details:
Subnet: The subnet with CIDR of the devices to which the rule has to be applied.

Device Type: Select the rule to be created for Enterprise Wi-Fi, cnVision, Home (R-Series), ePMP, or PMP
devices.

Managed Account: Select the Managed Account from the list.
Network: To which network the device should be onboarded, once device contacts the server.

Site: Under which site the device should be onboarded, once device contacts the server, applicable for
Enterprise (E) or Home (R).

Tower: Under which site the device should be onboarded, once device contacts the server, applicable for
ePMP AP or PMP AP.

Template: To which template to be applied on the device when onboarding, once device contacts the server,
applicable for ePMP AP or PMP AP.

AP Group: To which AP Group to be applied on the device when onboarding, once device contacts the server,
applicable for Enterprise (E) or Home (R).

Description: Type the information to add additionally.
Approve: The device should be auto-approve or needs manual approval for onboarding.
4. Click ADD.
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This section includes the following topics:

e Managed Service Provider (MSP)

e APIClient

e cnPilot Guest Access
e cnPilot Data Tunnels
e SNMP

e RADIUS Proxy

Services

Managed Service Provider (MSP)

This section includes the following topics:

e Overview

e Configuring Managed Services

e Managed Services Administration

Overview

Managed Service Provider (MSP) allows a cnMaestro account owner to partition their installation into separate
Managed Accounts - each with its own independent administration and configuration. This feature is for managed
service providers who want to provision a full cnMaestro infrastructure for their customers but still maintain control

over the individual deployments.

Managed Accounts

Managed Accounts group cnMaestro devices and configuration objects (such as AP Groups, WLANSs, and Sites) into
administration domains within a single cnMaestro instance. Managed Accounts are independent, and the devices
added to them are configured using the objects in the Managed Account.

Figure 119 Managed Accounts

cnMaestro

STV T -

[ICTECER WY -

Managed Account A Managed Account B
iAPGrul.pM | | WLAN A1 | | Site A1 I IAPGmup B1 | I WLAN B1 | I siteB1 |
i AP Group A2 | I WLAN A2 I I AP Group B2 ] I WLAN B2 I | siteB2 I
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Scope

An account with MSP enabled has three scopes:

1. Global Scope for entities (Devices, Networks, Sites, etc.) that exist outside of Managed Accounts and are only

available to Global cnMaestro Administrators.

2. Managed Account Scope for entities in Managed Accounts and accessible to Global Administrators and Managed

Account Administrators.

3. Shared Scope applies to management objects such as AP Groups, WLANSs, and Switch Groups. Shared Scope

objects can be used across all Managed Accounts but not modified by them, though they can be copied into the
Managed Account and then changed.

Access Points

Access Points exist in the global cnMaestro application, or they can be added to a single Managed Account.

/o) | NOTE:

The Managed Service Provider feature supports all device types available within cnMaestro.

Figure 120 Access Points

chiMaestro Company Account

LAPGroupd,) [ waant || sitet | [ap10] [ap1z |

LARGrowp2| | wianz || site2 | [apu1 ] [aP13 ]

AP Group A3

Managed Account A Managed Account B
\APGruupaM ‘ | WLAN A1 | ‘ Site A1 | ‘ AP Group B1 1 ‘ WLAN B1 | | Site B1 |
\ AP Group A2 ‘ | WLAN AZ | | AP Group B2 | ‘ WLAN B2 | ‘ Site B2 ‘

AP Group B3

Managed Service

A Managed Service creates customized version of the cnMaestro Ul and assigns Managed Accounts. Each Managed
Service can be mapped to many Managed Accounts.

Figure 121 Managed Service

cnMaestro

Managed AccountAI | Managed Account B I | Managed Account C |

Managed Service A | Managed Service B

Each Managed Service adds the following support to a Managed Account:
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Support Details

Administrator Each Managed Service has its own independent database of users who can be assigned to
Database multiple Managed Accounts.

Custom Login URL The path of the Login URL used by Managed Service Administration can be tailored to
represent the Managed Service. The path must be unique across all cnMaestro.

Managed Account The Managed Account Ul is customized for the Managed Service through graphics, colors,
]| and text.

Managed Account Ul

The Managed Account Ul can be customized to represent the brand. A sample Managed Account Ul is shown below:

Figure 122 Managed Account Ul - Samplel

Sign in

Forgot Password? Besst

ii e
T = 1

Managed Service Provider (MSP)

The MSP feature combines Managed Accounts with Managed Services.
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[Managed SewiceProviderl = | Managed Account | + | Managed Service

Managed Service Users (Administrators)

Managed Service Users are assigned to Managed Accounts. They access nearly all the same features as the Global
cnMaestro Administrators, except they are only allowed to manage the subset of devices and objects (AP Groups,
WLAN, Sites, etc.) in their account.

Managed Service Users (Administrators) Roles

Managed Service Administrators can be assigned one of three roles as shown below for each account:

e Administrator
e Monitor

e Operator

The authorizations for each role are listed in the table below:

Table 33: Tenant Administrator Roles

Feature Description Administrator Operator Monitor
AAA Services Add AAA services None None None
(Global cnMaestro
Administrator only)
Administration Change global None None None
Settings application
configuration,
(Global cnMaestro onboarding
Administrator only) rsaztstslr\:\/gcfrgkfhange
API Management Create API Clients None None None
(Global cnMaestro
Administrator only)
Application Networks, Tower, All All View
Operations 1 and Site creation
Application Tech Dump, None None None
Operations 2 import/export
server data,
account type
change (backhaul
and Wi-Fi)
Association ACL Configure MAC list All View None
on the controller
Auto-Provisioning Support for global None None None
auto-provisioning
(Global cnMaestro rules
Administrator only)
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Table 33: Tenant Administrator Roles

Feature Description Administrator Operator Monitor

Audit logs Log administration | All All All
updates

Data Tunnel Data Tunnel None None None
configuration

(Global cnMaestro

Administrator only)

Device Operations Reboot device, All All None
Link Test,
Connectivity Test

Device Override Per-device All All View
configuration
changes

Global Configuration | Templates and AP All View View
Groups; ability to
apply
configuration

Guest Portal Guest Access All View View

(Sessions)

Monitoring Statistics data All All View
from device

Notifications Alarms and Events All All View

Onboarding Device approval All All View

Reporting Report generation All All All
view

Software Images Download device All None None
software images

(Global cnMaestro

Administrator only)

System Operations Reboot VM, None None None

change log level,
system upgrade,

(Except System

(Except System

(Except System

system monitoring | Monitoring) Monitoring) Monitoring)
Software Upgrade Upgrade device All All View
User Management Manage users, All None None

roles, sessions

Configuring Managed Services

This section provides the following configuration details for Managed Services:

Enable Managed Service Provider (MSP)

Create Managed Services
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e Create Managed Account

e Validate Managed Account Administrators

Enable Managed Service Provider (MSP)
By default, MSP is disabled in the cnMaestro UL.
To enable MSP:

1. Navigate to Managed Service Providers in the side-menu.

2. Click Enable Managed Services.

Figure 124 Enabling Managed Services

Managed Service Providers x

ACCOUNT 1 - k. ACCOUNT 3

ACCOUNT 2

| Ensbie Managed Service Providers |

Additions in the cnMaestro Ul when Managed Services is Enabled

e Once Managed Services is enabled, Managed Account and Managed Services tabs appears in the cnMaestro Ul
The Managed Services page is replaced with Managed Accounts and Managed Services tables as shown below:

Figure 125 Managed Account and Managed Services Tabs

o ter8
(] OB FE
L] D= s

e The Header adds a select box that allows the global administrator to enter the context of Managed Accounts

Figure 126 MSP Component in Header

& documenti2s -

o The System Dashboard adds a Health component for Managed Accounts
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Figure 127 Dashboard > Managed Accounts

Top Managed Accounts ~ Last 5 mins
I Top Managed Accounts Ir.n.L DOWN DEVICES BY TYPE ALARMS

Top Networks 25 I o | 48

Top Sites 2 [ | 2. 2

TestACIMSP 0 o] 0. 4]

@conMatrix @cnPilol Home @conRanger @Enterprise Wi-Fi @cnReach @ Machiu @ePMP @FPMP PTP 60 GHz cnWave

@ cnVision
o Global tabs in the Ul are updated with a Managed Account column.
Figure 128 Managed Account Column
[ System

Software Update M.
[

Managed Account Status Adtive

Inattive

Create Managed Services

The user can create a Managed Service and map it to a Managed Account. The Managed Service supports an

independent user database and a customized user interface. There is a default Managed Service, so creating a new

one is optional.

Perform the following steps to create a Managed Service:

1. Select Managed Service Providers in the side-menu and select the Managed Services tab.

Figure 129 Managed Services Tab

Logis P

Cober
[rarns ]
==

Usen Asowsts

2. Click Managed Service.

Figure 130 Adding a New Managed Service

Managed Service Providers

Muraged torvices

Fama Catar Login Path

Usars

The following window appears.
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Figure 131 Add New Managed Service Window

Add Managed Service

MName

Login Path
https:/10.110.209.53/msp/

The Login URL is used by Tenant Adminisirators fo access their Managed Accounis. It needs to be unique in cnMaesiro

Preview

(" Cambium Networks EI @

cnMaestro™

Sign in

Email

Password

Reset Password

Add Cancel

3. Enter the following details:

Table 34: New Managed Service Parameters

Parameter Description

Name Name of the service. This name is visible to Managed Account Administrators.

A maximum of 64 characters are supported for the name.

Login Path Managed Account Administrators log into cnMaestro using a standard URL with an
additional Path that defines the Managed Service.

For example: https://<cnmaestro on-premises ip>/msp/<Managed_service_path>
Note:

e The Path name must be unique across all Managed Service accounts when cnMaestro is
hosted in the Cambium Cloud.

e A maximum of 16 characters are supported for the path.

4. Click Add.
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Create Managed Account
Perform the following steps to create a Managed Account:

1. Select Managed Service Providers in the side-menu and select the Managed Account tab.

2. Click New Account.

Figure 132 Managed Account Tab

e Prianery Neme Masaged Soruics sana e Wetoris v

The following window appears.

Figure 133 Add Managed Account window

Add Managed Account

Mame*

Friendly Name

Status
(®) Enabled Disabled

Managed Service
default -

ey

Email

Role
Administrator v

(T Access all funciionality, including addingd
(1) Access all funclionality, including adding/d

3. Enter the following details:

Table 35: Managed Account Parameters

Parameter Description

Name Name of the Managed Account. This is sent in the invitation email when Managed Account
Administrators are invited to the account.

Friendly Name The Friendly Name will be sent in the invitation email.

Status Determines whether the account is enabled or disabled. When an account is disabled, all
Managed Account Administrators are logged out.

Managed Service The Managed Service used for Managed Account Administrator.

Email The email address of the first Managed Account Administrator. You can add more Users
after the account has been created.

Role The role of the Managed Account Administrator (Administrator, Operator, Monitor).
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4. Click Add.

N NOTE:
™ Users are allowed to edit the existing name of the Managed Account before validating the account.

Validate Managed Account Administrators

Once a Managed Account is created, the Managed Account Administrator is sent an email invitation. The email
provides directions on how to access the Managed Account Ul and set their password.

Figure 134 Sample Email Invitation

(@ \ cnMaestro inviation

Hi there,

Account admin has invited you to Join A-Mall, you can access the account using below information

MSP INVITE

Service: E-Zone
Account: A-Mall
From: undefined

If you would like to accept this invitation, please follow the below link.

JOIN ACCOUNT

If above button doesn't appear, copy paste below link in your browser to accept the invite.

https://10.110.209.46/msp/e-zone?joinToken=eylhbGeiOiJlUzl 1 NilsinRScClG kpXVCI9. eylh Y2 NvdWSO0TmFtZSIGIKEt TWFsbClsim
1pZCielmYAMDAwWZmUyMTFIMDRIOGHODE IMRIN DUxZmIkM DEzliwiZ W 1 haWwiQilhaXN3YXISYS5qe UB{YW liaXVibmV0d29ya3

For subsequent access to account, please us below link.

OPEN ACCOUNT l

If above button doesn't appear, copy paste below link in your browser to open account. Tips: you can bookmark above link for easy

access

https://10.110.2058.46/msp/e-rone

@ Powered by Cambium Metworks @ @ @ ® @

Company Terms and Conditions | Privacy Policy

Check Email for Invite

An email is sent inviting the Managed Account Administrator to view their new Managed Service account. It has a link
that must be clicked to enable access.

306 | Managed Service Provider (MSP) Cambium cnMaestro On-Premises | User Guide



Figure 135 Checking Managed Account Administrator User Email

(@ | cnMaestro o

Hi there,

Account admin has invited you to Join A-Mall, you can access the account using below information

MSP INVITE

Service: E-Zone
Account: A-Mall
From: undefined

If you would like to accept this invitation, please follow the below link.

JOIN ACCOUNT

If above button doesn't appear, copy paste below link in your browser to accept the invite.

https://10.110.209.46/msp/e-zone?joinToken=eylhbGciOiJiUzl1NilsinRScCI6IkpXWCI9.eyIhY2 NvdWS0TmFtZSIGIKEtTWEsbClsim
1pZ CI6ImYAMDAWZ mUyMTFIMDRIOGHODE IMIRIN DUxZmIkMDE zliwiZW 1 haWwiOilhaXN3YXI5YS5qeUB[YW 1iaX\VtbmVod29ya3
Mu¥29tliwiaWFOljoxNTI4OTYwMzY1LClle HAIOIE1MikwNDY3NIVI.unCh2xnsdPN45aaUbbgpAIND Yi9Nep8KOPel vY-elue=0

For subsequent access to account, please us below link.

OPEN ACCOUNT

If above button doesn't appear, copy paste below link in your browser to open account. Tips: you can bookmark above link for easy
access

hittps://10.110.209.46/msp/e-zone

Y CT—— PEEO®O®

Comoany Terms and Conditions | Privacy Polcy

Create Account in Branded Service

Clicking the link prompts the user to create a new account or use an existing account.

0N NOTE:
o If a user already has an account in the Managed Service, they can use their existing email login to accept

the invite for the new account. Switching between accounts is accomplished using the choice box in the
Ul header (upper-right).

Login to the Managed Account Ul

Once the Managed Account Administrator (User) is created, use the Managed Service URL to login.

Figure 136 A Sample Login URL

Managed Service Provide:s x

Managed Services

Bl

Login Pt
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Managed Services Administration

Overview
Once Managed Services is enabled, there are three ways for administrator to Managed Accounts.

System View
Managed Account View

Managed Account Administrator (User) View

Please note the following points for managed services administration:

o) NOTE:

When a device is moved from one Managed Account to other, it goes offline for one minute before
appearing online. Only active alarms are moved to the new account and other data is retained in the
old account.

The Managed Service Provider feature can be disabled only if all devices in Managed Accounts are
deleted or moved to Base Infrastructure account.

Administrators of any Managed Accounts do not have access to the settings page of the On-
Premises server to change the account type.

When Global Super Administrators trigger Configure/Software/Reports Jobs, the Managed Account
users cannot view them in any of the Managed Accounts.

When Managed Account users trigger Configure/Software/Reports Jobs, they are reflected under
the Global Super Administrator view along with respective Job IDs enrolled in the respective
Managed Accounts.

The devices that have not started Software/Configure Jobs cannot be moved across Managed
Accounts.

The Global Super Administrator and the Managed Account Administrator cannot trigger a Software
or Configure Job simultaneously on the same device.

The Lock AP configuration can be enabled only by the Global Super Administrator. But whenever a
device configuration is changed outside of cnMaestro by either a Global Super Administrator or a
Managed Account Administrator, the Auto Synchronization Job starts automatically with the
configuration job ID as in Managed Account and reflects in both the Global Super Administrator and
Managed Account Administrator accounts.

At the System level, one can view APs, AP Groups, or Sites across all Managed Services in a single, unified table. This
allows one to review the status of all accounts in context to each another. The following figure displays the AP table,
and specifies which APs are mapped to the Managed Accounts.

Figure 137 System View

[ AP Groups > import_2424q

Device Managed Account  Meslth Onboarging Status Sarial Wumser 1P Adaren Tyme AP Geoup Tower/Site Cliant Count
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The Managed Accounts page allows you to select the Managed Account, which launches the Managed Account View.
This provides full status and configuration for all components of the Managed Account, including Dashboard,
Notifications, Configuration, Software Update, Reports, Clients, etc.

Figure 138 Managed Account View

Managed Accounts > Test-AC1-MSP

Dashboard Notifications  Configuration  Statistics Report ¥ Software Update  Map  Clients  Mesh Peers X
Account Users Devices Networks WLANS AP Groups Guest Portals
Mame
lest-ACT-MSP
Friendly Name
APLmgmil Sys

Managed Service
Home Mgts

Status
(®) Enabled Disabled

The Managed Account Administrator View presents the branded Managed Account Ul, without having to explicitly
loginto it. It is accessed through the Managed Account drop-down in the Ul header. Selecting a specific Managed
Account (rather than “All”) updates the Ul to the Managed Account Administrator’s view. From here, the Global
Administrator can update the configuration and monitor issues.

Figure 139 Managed Account View

All Accounts
Managed Accounts Only
Base Infrastructure

alfle Managed Service Providers

MSP1
Alarms

Rgwn
0 ¢ N &2 7 8

System Dashboard

The System Dashboard integrates Managed Accounts into the global health component. It ranks the top Managed
Accounts based upon device count.
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Figure 140 System Dashboard
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Managed Account Administration

Object Scope

AP Groups, WLANSs, and Switch Groups have three types of accessibility scope as shown below:

Table 36: Accessibility Scopes

State Description

Base Infrastructure The object is only available for the Global account.

Managed Account The object belongs to a Managed Account.

Shared The object is shared among all Managed Accounts. It can be mapped to devices in the
Managed Account, but it cannot be modified. To change the configuration, it needs to be
copied into the Managed Account and then update.
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'(—ca\‘ NOTE:
m Once the scope has been configured on an object it cannot be changed.

Device Management
Devices are added at the global System level or within Managed Accounts. Devices added at the System level can be

moved into Managed Accounts at a later time.

System Onboarding

Onboarding at the global System level supports both MSN and Cambium ID. In the example below, a Managed
Account can be selected for all devices onboarded in the MSN batch.

Figure 141 System Onboarding

Claim Devices with Serial Number

Enter the Senal Numbers (MSNs) of the devices you want to add to your account
([comma-separaled or one per line). Once a device is claimed, it is placed in the

Onboarding Quewse when it comes online
kN

Cambium D
Managed Account: Base Infrastructure v

Base Infrastructure
cambium sit
Cappuccino_cambium
Holidays_Inn

Jordan bos

Management Account Onboarding

Onboarding through the Managed Account Ul automatically places the devices in the Managed Account.

N NOTE:
tcj:l cnMaestro supports onboarding through either MSN or Cambium ID. Within Managed Accounts, only

MSN onboarding is supported.

Moving a Device Between Managed Accounts

You can move a device from one Managed Account to another by using the Change option in account device
managed page.
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Figure 142 Moving a Device Between Managed Accounts

@@ Wi-Fi > cnPilot-r190W-10C361

Configuration

Device Details

[ Set the device location using a map

Device Configuration s Do |

In Enterprise View, the device can be moved between Managed Accounts using a Managed Account iconin the

Inventory tab.

Figure 143 Moving a device between Managed Accounts in Enterprise View
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Managed Account Deletion

I/'O"\. NOTE:
t,'j All devices must be removed from the Managed Account before deleting it.

To delete a Managed Account, navigate to Managed Services page and click the delete icon.

Figure 144 Managed Account Deletion
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Disabling Managed Service Provider Feature

The Managed Service Provider feature can be disabled within the system only after all the devices are deleted or
moved to the Global context. By disabling Managed Services, the Managed Account field will be disabled across all

the tables such as Clients, Notifications, Inventory etc.

)

N

NOTE:

In the current release, only the global administrator of On-Premises account has control on the

following features:

Association ACL
Auto-Provisioning
Scheduled Backup
Server Settings
SMTP Server

SNMP Configuration
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API Client

Overview

cnMaestro supports a RESTful APl as part of its On-Premises deployment. This APl allows customers to read
data and perform operations programmatically using their own client applications. The APl is supported over
HTTPS, and messages are exchanged in JSON format. Modern programming languages have rich support for
RESTful interfaces.

API Clients

API Clients are external applications that access the RESTful APl over HTTPS using OAuth 2.0 Authentication.
They require a Client ID and Client Secret for access, both of which are detailed later in this section. They are
configured by navigating to Services > API Clients.

remmsa— Ropiteton Gescrition Crmoria —— st
/B @
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RESTful API Specification

‘/—0\‘ NOTE:

t_l:l The cnMaestro APl is changing to v2 in the 3.0 Release. vl continues to be supported through 3.1.x.
Cambium Networks recommends using v2 on any new APl applications and updating from vl as soon as
possible. The changes to the v2 APl are limited and described later in this chapter.

Authentication

API Authentication uses OAuth2. The client retrieves an Access Token to start the session. It then sends API requests
until the Access Token times out, at which point the token can be regenerated.

cnMaestro

Application On-Premises

®——————Request Access Token———

Retrieve (client_id, client_secret)
Access Token

o Response ®
(access_token, expires_in)

@ ——API Call Using Access Token————— |
(access_token)

AFI

®——API Call Using Access Token—— |
Access

(access_token)

® APl Call Using Access Tokem—————»
(access_token)

A session is created by sending the Client ID and Client Secret to the cnMaestro server. These are generated in the
cnMaestro Ul and stored with the application. The Client ID defines the cnMaestro account and application, and the
Client Secret is a private string mapped to the specific application. The Client Secret should be stored securely.

If the session is established successfully, an Access Token is returned along with an expiration string. The Access
Token is used to authenticate the session. The expiration is the interval, in seconds, in which the Access Token
remains valid. If the Access Token expires, a new session needs to be created.

With the Access Token, the application can make cnMaestro API calls. The token is sent in an Authentication header
on each API request. Details are provided later in this document.
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If a token expires, an expiration error message is returned to the client. The client can then generate a new token
using the Client ID and Client Secret. Tokens will expire immediately if the Client APl account that created them is
deleted. The default expiration time for a token is 3600 seconds (1 hour). This is configurable in the Ul.

Each client supports a single Access Token or multiple Access Tokens. Multiple Access Tokens allows concurrent
access.

Single Access Token

If only one Access Token is enabled at a time, whenever a new Access Token is generated from the Client ID and
Client Secret, the previous Token will immediately expire.

Multiple Access Tokens

If multiple access tokens are supported, then many clients can concurrently access the API. If another Access Token is
created, the previous will remain valid until their original expiration.

Request Rate Limiting is not enabled in the On-Premises version of cnMaestro. It is up to the application owner to
make sure requests do not overtax the system.

Swagger API

Introduction

The RESTful APl documentation is now supported through Swagger. Swagger Ul allows visualization and interaction
with the APl resources. You can access Swagger by navigating to Services > API Clients grid and clicking on
<Swagger APl documentation>.

I — ot 19 s actize
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"
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]
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Sample Swagger Ul Screenshot
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Client ID and Client Secret Generation

cnMaestro User Interface

The Client Id and Client Secret are created in the cnMaestro Ul by navigating to Services > API Client. Each client

application should be added as an API Client.

Step 1: Navigate to Services > API Clients
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Step 2: Create a New API Client

Select Add API Client to add a client, then fill in the requested details, and click Save.

(@ cambium Networks | cnMaestro ™ X

API Clients > Add API Client x

Basic Information

Name*

Concurrent Access Allow multiple Access Tokens to exist simultaneously

L= I C I T 2

Save Close

@ =
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Step 3: Download the Client ID and Client Secret

Download and store the Client ID and Client Secret by clicking Download Credentials. Both are required to create an
APl session.

API Clients > Edit API Client @

Basic Information

Name®

sample-12

Description®

testing

Expiration Time

3600 CAuth 2.0 Access Token expiration seconds

Concurrent Access Allow multiple Access Tokens to exist simultanecusly

OAuth 2.0 Access Credentials | powrload Credentials Expire All Tokens

These credentials are required to create an Access Token and invoke the AP,
Client id
(
Client Secret
_____________________________ M Shew
Save Close

API| Session

Introduction

The cnMaestro API leverages the Client Credentials section of the OAuth 2.0 Authorization Framework (RFC 6749).
An APl session can be created using any modern programming language. The examples below highlight how
messages are encoded and responses returned.

Retrieve Access Token

cnMaestro On-Premises

NOTE:
o) | NO
m The steps below are for the On-Premises release of cnMaestro.

Access Token Request (RFC 6749, section 4.4.2)

In order to generate a session, the client should retrieve an access token from cnMaestro. This is done by base64
encoding the client_id and client_secret downloaded from the cnMaestro Web Ul and sending them to the cnMaestro
server. The Authorization header is created by base64 encoding these fields as defined below. Note the fields are
separated by a colon ():

Authorization: Basic BASE64 (<client id>:<client password>)

In the body of the POST the parameter grant_type must be set to client_credentials.
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https://tools.ietf.org/html/rfc6749

POST /api/v2/access/token HTTP/1.1

Host: server.example.com

Authorization: Basic c¢zZCaGRSa3FO0MzpnWDFmQOmEOM2JW
Content-Type: application/x-www-form-urlencoded

grant type=client credentials

Alternatively, instead of using the Authorization header, the credentials can be passed within the body of the POST:

POST /api/v2/access/token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded

grant type=client credentialsé&client id=s6BhdRkqgt3&client secret=7F]jfp0ZBrl1KtDRbnfvVdmIw

Access Token Response (RFC 6749, section 4.4.3)

The response returned from cnMaestro includes the access_token that should be used in subsequent requests. The
expires_in field defines how many seconds the token is valid.

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{

"access token":"2YotnFZFEjrlzCsicMWpAA",
"token type":"bearer",

"expires in":3600

}

Error Response (RFC 6749, section 5.2)

If there is an error,an HTTP 400 (Bad Request) error code is returned along with one of the following error

messages:
invalid_request Required parameter is missing from the request.
invalid_client Client authentication failed.
unauthorized client The client is not authorized to use the grant type sent.
unsupported_grant_type | The grant type is not supported.

An example error response is below:

HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{

"error": "invalid request"

}
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Access Resources

Once the access_token is retrieved, APl requests are sent to cnMaestro server using the format below. The access_
token is sent within the HTTP Authorization header.

GET /api/v2/devices
Accept: application/json
Authorization: Bearer ACCESS TOKEN

API Details

HTTP Protocol
HTTP Response Codes

The following response codes are supported in cnMaestro and may be returned through the HTTP protocol.

Code | Description Use in chMaestro

400 Bad Request Status field in request validation related errors.

502 Bad Gateway Internal server error that may require a reboot.

403 Forbidden An authenticated user tries to access a non-permitted resource.
500 Internal Server Error A server-side error happened during processing the request.
405 Method Not Allowed A method (GET, PUT, POST) is not supported for the resource.
404 Not Found Server could not locate the requested resource.

501 Not Implemented The request method is not recognized.

200 OK Standard response for successful HTTP requests.

413 Payload Too Large The request is larger than the server is willing to handle

431 Reqguest Header Fields Too Large | The header fields are too large to be processed.

503 Service Unavailable Internal server error that may require a reboot.

429 Too Many Requests The client has sent too many requests in a given interval.

401 Unauthorized User tried to access a resource without authentication.

422 Unprocessable Entity The server understands the request but cannot process it.

HTTP Response Codes

Request Headers
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Header Details

Authorization | Used in every APl request to send the Access Token. Example: Authorization: Bearer <Access-

Token>
Accept Set to application/json
Content- Set to application/json

Type

REST Protocol

Resource URLs
The format for cnMaestro path and parameters are the following:

Access a collection of resources:

/api/{version}/{resource}?{parameter}={value}&{parameter}={value}

Access a single resource:

/api/{version}/{resource}/{resource id}?{parameter}={value}é&{parameter}={value}

Access a sub-resource on a collection (this is also possible on single resources):

/api/{version}/{resource}/{sub-resource}?{parameter}={value}&{parameter}={value}

For example - read the statistics for MAC, Type, and IP on all devices:

/api/v2/devices/statistics?fields=mac, type,ip wan

Version

The versionis equal to v2 in this release.

Resource

Resources are the basic objects in the system

Context Details

alarms Current active alarms.

alarms/history | Historical alarms, including active alarms.

devices Devices, including ePMP, PMP, and WiFi.
events Historical events.
msp MSP managed services.
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Context Details

networks Configured networks.
sites Configured WiFi sites.
towers Configured Fixed Wireless towers.

Sub-Resources

Sub-Resources apply to top-level resources. They provide a different view of the resource data, or a filtered
collection based upon the resource. They include:

Context Details

alarms Alarms mapped to the top-level resource.
alarms/history | Historical alarms mapped to the top-level resource.
clients Wireless LAN clients mapped to the top-level resource.
devices Devices mapped to the top-level resource.
events Events mapped to the top-level resource.
mesh/peers Wireless LAN mesh peers mapped to the top-level resource.
operations Operations available to the top-level resource
performance Performance data for the top-level resource.
statistics Statistics for the top-level resource.
Responses

Successful Response

In a successful HTTP 200 response, data is returned using the following structure. The actual payload is presented in
JSON format. The request URL is:

/api/v2/devices?fields=mac, type&limit=5
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{

b

{

"mac":

by
{

"mac":

by
{

"mac":

by
{

"mac":

by
{

"mac":

}
]
}

"data":

lltypen .

"type" .

lltypen .

"type" .

lltypen .

"paging": {
"offset":
"limit":
"total":

0,
Ry
540

"C1:00:0C:00:

"wifi-home"

"C1:00:0C:00:

"wifi-home"

"C1:00:0C:00:

"wifi-home"

"C1:00:0C:00:

"wifi-home"

"C1:00:0C:00:

"wifi-home"

00:

00:

00:

00:

00:

21u’

18",

12u’

15u,

o6",

Error Response

Error responses return a message and an error cause. If the start_time and stop_time are mandatory query
parameters and someone missed to provide them in the url will give the following error response with message and

cause.

{

}
}

"cause":

"error": {
"message": "Missing required property: stop time \n Missing required property: start time",
"InvalidInputError"

Parameters

Most APIs can be modified to filter the data and limit the number of entries returned. The parameter options are
listed below. The specific fields, and the appropriate values, vary for each API.

Field Selection

Field selection is supported through the optional “fields” parameter, which can specify the specific data to return
from the server. If this parameter is missing, all available fields will be returned.

Parameter

Details

fields

Define exactly what fields should be returned in a request. The names are provided as a comma-
separated list.
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Fields can limit which JSON parameters are returned.

Example: To retrieve name, type and location information for all devices.

Request:

/api/v2/devices?fields=mac, type

Response:

{

"paging": {
"total": 3,
"limit": 100,
"offset": O
}I

"data": [

{
"mac": "00:44:E6:34:89:48",

"type": "wifi-enterprise"
}I

{

"mac": "00:44:16:E5:33:E4",
"type": "wifi-enterprise"

}I

{

"mac": "00:44:26:46:32:22",
"type": "wifi-enterprise"

}

]

}

Filtering

A subset of fields support filtering. These are defined as query parameters for a particular resource, and they are
listed along with the API specification. Some of the standard filtering parameters are below:

Field Details

network | (Devices) Configured Network name.

severity | (Alarms, Events) Alarm or Event severity (critical, major, minor, notice).

site (Devices) Configured Site name.

state (Alarms) Alarm state (active, cleared).

status (Devices) Device status [online, offline, onboarding]

tower (Devices) Configured Tower name.

type (Devices) Device type [60ghz-cnwave, cnreach, cnmatrix, epmp, pmp, wifi-enterprise, wifi-home, wifi,

ptp] (wifi includes wifi-home and wifi-enterprise).

Filters can be used simultaneously for Resources and Sub-Resources.
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Request:

Response:

{

"paging": {
"total": 1,
"limit": 100,
"offset": 0O

} 14

"data": [

{

"ip": "233.187.212.38",
"location": {

"type": "Point",
"coordinates": [
77.55310127974755,
12.952351523837196

1

}I

"mac": "C1:00:0C:00:00:24",
"msn": "SN-C1:00:0C:00:00:24",

"status time": 1495560086
}
]
}

Example: Retrieve all WiFi devices that are online.

/api/v2/devices?type=wifi&status=online

"name": "Hattie",

"network": "Bangalore",

"product": "cnPilot R201",

"registration date": "2017-05-23T21:28:37+05
"status": "online",

"site": "Bangalore Industrial",

"type": "wifi-home",

"hardware version": "V1.1",

"software version": "2.4.4",

:30",

Time Filtering

Events, Alarms, and Performance data can be filtered by date and time using ISO 8601 format.

Example: January 12, 2015 UTC would be encoded as 2015-01-12.

Example: January 12, 2015 1:00 PM UTC would be encoded as 2015-01-12T13:00:00Z.

The parameters are below. If they are not specified, then the start or stop times will be open-ended.

Parameter | Details

start_time Inclusive start time of interval.

stop_time Inclusive stop time of interval.

Sorting

Sorting is supported on a selected subset of fields within certain requests. sort is used to specify sorting columns.
The sort order is ascending unless the path name is prefixed with a ‘-, in which case it would be descending.
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Parameter | Details

sort Used to get the records in the order of the given attribute.

Example: To retrieve devices in sorted (ascending) order by name.
Request:

/api/v2/devices?sort=name

Example: To retrieve devices in sorted (descending) order by mac.

Request:

/api/v2/devices?sort=-mac

Pagination

The limit and offset query parameters are used to paginate responses.

Parameter | Details

limit Maximum number of records to be returned from the server.

offset Starting index to retrieve the data.

326 | RESTful API Specification

Cambium cnMaestro On-Premises | User Guide



Example: To retrieve the first 10 ePMP devices
Request:
/api/v2/devices?offset=3&limit=1
Response:

{

"paging": {

"total": 6,

"limit": 1,

"offset": 3

}I

"data": [

{

"status": "online",

"product": "cnPilot E400",
"network": "Mumbai',

"software version": "3.3-bl4",
"registration date": "2017-04-28T08:57:33+00:00",
"site": "Central",

"hardware version": "Force 200",
"status_time": "3498",

"msn": "W8SFO759MBDH",

"mac": "00:04:36:46:34:AA",
"location": {

"type": "Point",

"coordinates": [

OI

0

1

}I

"type": "wifi-enterprise",
"name": "E400-4634AA"

}

]

}

Internal Response Limits

When clients try to access a resource type without pagination, the server will return the first 100 entries that match
the filter criteria. The response will always carry a metadata to convey total count and current offset and limit.
Maximum number of results at any point is 100 even though limit provided is more than 100.

Example: To retrieve all devices.
Request:

/api/v2/devices

Response:

{

paging: {

"limit":25,
"offset":50,
"total":100

}
}

data: {devices: [ {name: ‘ePMP 5566’, type:’ePMP’, location:'blr’} , {...}.. ] },

The response returns the following values in the paging section:
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Parameter | Details

limit Current setting for the limit.
offset Starting index for the records returned in the response (begins at O).
total Total number of records that can be retrieved.

Access API

Token (basic request)

POST

/api/v2/access/token

Generate an Access Token using the Client ID and Client Password created in the cnMaestro Ul. The token can be
leveraged for API calls through the expiration time. Only one token is supported for each Client ID at any given time.

Request

Headers

Header Value

Accept (optional)

application/json

Authorization

Basic czZCaGRSa3FOMzpnWDFmMQmMFOM2JW

Content-Type

application/x-www-form-urlencoded

The client_id and client_secret are encoded and sent in the Authorization header. The encoding is:

BASE64 (client id:client secret)

Body

The body needs to have the grant_type.

grant type=client credentials

Response

The response returns credentials for APl access.

Body
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Name Details

access_token

Access token to return with each API request.

expires_in

Time in seconds that the API session will remain active.

token_type

This will always be bearer.

{

}

"access token":"2YotnFZFEjrlzCsicMWpAA",
"expires in":3600

"token type":"bearer",

Example

Request

-X POST -k \

curl https://10.110.134.12/api/v2/access/token \

-u 8YKCxg72gpinYmXQ:pcX5BmdJ2f4QLM5RfgsS4jOtxAdTRE \
-d grant type=client credentials

Response

in":86400}

{"access token":"d587538f445d30eb2d48elb7f7a6c9657d32068e", "token type":" bearer","expires

Token (alternate request)

POST

/api/v2/access/token

An alternative form is supported in which the client_ID and client_secret are sent in the body, rather than the

Authorization header.

Request

Headers

Header Value

Accept (optional)

application/json

Content-Type

application/x-www-form-urlencoded

Body

grant type=client credentialsé&client id=s6BhdRkqgt3&client secret=7F]jfp0ZBrlKtDRbnfvdmIw

Response

The response to both forms is the same.
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Body

Name Details

access_token

Access token to return with each API request.

expires_in

Time in seconds that the APl session will remain active.

token_type

This will always be bearer.

{

"expires in":3600

}

"access_ token":"2YotnFZFEjrlzCsicMWpAA", "token type":"bearer",

Example

Request

-X POST -k \

curl https://10.110.134.12/api/v2/access/token \

-d grant_type=client credentials \
-d client id=8YKCxg72gpjn¥YmXQ \
-d client secret=pcX5BmdJ2f4QLM5RfgsS4jOtxAdTRE

Response

in":86400}

{"access token":"eede077cf457196eb4dd27cf6£02686dc07763059", "token type":" bearer","expires

Validate Token

GET

/api/v2/access/validate token

Verify an Access Token is valid and return the time remaining before it expires.

Request
HTTP Headers

Header Value

Accept (optional)

application/json

Authorization

Bearer <ACCESS_TOKEN>

Response
Body
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Name Details

expires_in | Time in seconds that the API session will remain active.

{
'expires in': 86399

}

Example

Request

curl https://10.110.134.12/api/v2/access/validate_token \

-X GET -k \
-H "Authorization: Bearereed4e(077cf457196ebdd27¢cf6f02686dc07763059"

Response

{"expires in":85643}

Selected APIs

Overview

cnMaestro APIs are defined within the Swagger specification, accessed here
https://docs.cloud.cambiumnetworks.com/api/3.0.0/index.html#/. This section only presents additional details for
the Device, Statistics and Performance APIs, which have unique responses based upon Device Type, and are difficult
to present within Swagger.

cnMaestro v2 API

Beginning with cnMaestro 3.0.0, the APl version changes from vl to v2. The vl version will be supported through 3.1.0,
but Cambium recommends updating existing APl code to use v2. For most commands, swapping v1in the URL with
v2 should be sufficient. However, the following APIs may need to be rewritten while moving to v2.

®* AP Groups

® Devices

® Statistics

® Performance
® Mesh Peers

® Operations

There are Unique APl responses such as:

e Device API Response (v2 Format)
e Statistics APIResponse (v2 Format)

e Performance APl Response (v2 Format)
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Devices API Response (v2 Format)

. | 60GHz
. PM W cnReac cnVisio PT chMatri
Details A chWayv
P i-Fi | h n P X
e

ap_group AP Group X
cbrs_state CBRS state X
cbrs_status CBRS status X
config.sync_ Configuration X
reason synchronization X X X X X

reason
config.sync_ Configuration X
status synchronization X X X X X

status
config.variable Device is mapped X
S to configuration X X X X X

variables
config.version Current X

configuration X X X X X

version
country Country X X X
country_code Regulatory band X
description Description X X X X X X X
hardware_ Hardware version X

. X X X X X X

version
inactive_ Inactive software X
software_ version X X X X X
version
ip IP address X X X X X X X
ipv6 IPv6 X X X
last_reboot_ Reason for the X
reason last reboot (see X X X X X

24.1)
link_symmetry Link symmetry X
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60 GHz

cnVisio PT cnMatri

cnWav
P X
(=)
location Location X X X X
mac MAC address X X X X
managed_ Managed account X
X X X
account name
maximum__ Maximum range X
range (KM) X
msn Manufacturer X
. X X X
serial number
name Device name X X X X
network Network X X X X
product Product name X X X X
registration_ Registration date X
X X X
date
role X
site Site X X
site_id Site unique
identifier X X
software_ Active Software X
version version X X
status Status (online, X
offline, X X X
onboarding).
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PM

=]

w
i-Fi

cnReac
h

60 GHz
cnWav
e

cnVisio PT cnMatri
n X

status_time Uptime/downtim X
e time interval X X X X X X
(sec)
tower Tower X X X X X
type Device type X
(epmp, pmp, wifi-
home, wifi-
enterprise, X X X X X X
cnreach, ptp,
cnmatrix, 60ghz-
cnwave)
Statistics APl Response (v2 Format)
Statistics APl Response v2 format are shown for the following devices:
e 60 GHz cnWave
e cnMatrix
e cnReach
e Fixed Wireless
e PTP
e Wi-Fi
60 GHz chWave
General
Name Details Mode
cpu CPU utilization All
last_sync Last synchronization (UTC Unix time milliseconds) All
mac MAC address All
managed_account Managed account name All
memory Available memory All
mode Device mode All
name Device name All
network Network All
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Name Details Mode
site Site name All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
sync_mode Radio Sync mode [RF, GPS, None] All
type Device type All
Networks
Details
ipve IPv6 address All
Radios (Array format)
Name Details Mode
radios[].channel Channel All
radios[].id Radio Id All
radios[].mac Radio MAC All
radios[].rx_bps Receive bits/second All
radios[].tx_bps Transmit bits/second All
radios[].sync_mode Radio Sync mode [RF, GPS, None] All
Ethernet Ports (Array format)
Name Details Mode
ethports[].port Port name All
ethports[].rx_pkts Received packets All
ethports[].tx_pkts Transmitted packets All
ethports[].speed Port speed and duplex All
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cnMatrix

General

Name Details

cpu

CPU utilization

config_version

Configuration version

last_sync

Last synchronization (UTC Unix time milliseconds)

mac

MAC address

managed_account

Managed account name

memory Available memory

mode Device mode

name Device name

network Network

site Site name

site_id Site unique identifier

status Status [online, offline, claimed, waiting, onboarding]

status_time

Uptime/downtime interval (seconds)

tower Tower name
type Device type
Networks

Details

IP address
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cnReach

General
Name Details Mode
config_version Configuration version All
connected_sms Connected SM count All
last_sync Last synchronization (UTC Unix time milliseconds) All
mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
tower Tower name All
type Device type All

Networks

Details

ip IP address All

Radios (Array format)
NET Details Mode
radios[].device_id Device ID Radios
radios[].id Radio Id Radios
radios[].linked_with Linked with Radios
radios[].mac Radio MAC Radios
radios[].margin Margin Radios
radios[].mode Radio mode [ap, ep, rep] Radios
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Name Details Mode
radios[].neighbors Radio neighbors Radios
radios[].network_address Network address Radios
radios[].noise Average noise (dB) Radios
radios[].power Transmit power Radios
radios[].rssi RSSI value (dB) Radios
radios[].rx_bytes Receive bytes Radios
radios[].software_version Current software version. Radios
radios[].temperature Radio temperature Radios
radios[].type Radio type [ptp, ptmp] Radios
radios[].tx_bytes Transmit bytes Radios

Fixed Wireless (ePMP and PMP)

General
Name Details ePMP PMP
ap_mac AP MAC SM SM
config_version Configuration version AP/SM AP/SM
connected_sms Connected SM count AP AP
cpu CPU utilization AP/SM
distance SM distance (KM) SM SM
gain Antenna gain (dBi) AP/SM AP/SM
gps_sync_state GPS synchronization state AP/SM
last_sync Last synchronization (UTC Unix time milliseconds) AP/SM AP/SM
mac MAC address AP/SM AP/SM
managed_account Managed account name AP/SM AP/SM
mode Device mode AP/SM AP/SM
name Device name AP/SM AP/SM
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Name Details ePMP PMP
network Network AP/SM AP/SM
reboots Reboot count AP/SM
status Status [online, offline, claimed, waiting, onboarding] AP/SM AP/SM
status_time Uptime/downtime interval (seconds) AP/SM AP/SM
temperature Temperature AP/SM
tower Tower name AP AP
vlan VLAN AP/SM
Networks
Name Details ePMP PMP
default_gateway Default gateway AP/SM | AP/SM
ip IP address AP/SM | AP/SM
ipv6 IPv6 address AP/SM
ip_dns DNS AP/SM | AP/SM
ip_dns_secondary Secondary DNS AP/SM
ip_wan WAN IP AP/SM
lan_mode_status LAN mode status [no-data, half, full] AP/SM
lan_mtu MTU size SM
lan_speed_status LAN speed status AP/SM
lan_status LAN status [down, up] AP/SM | AP/SM
netmask Network mask AP/SM | AP/SM
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Radios

Name Details ePMP PMP
radio.auth_mode Authentication mode SM
radio.auth_type Authentication type ePMP [open, wpal, eap- ttis] AP/SM | AP/SM

PMP [disabled, enabled]

radio.channel_width Channel width ePMP [5 MHz, 10 MHz, 20 MHz, 40 AP/SM | AP/SM
MHZz]
PMP [...]
radio.color_code Color code AP/SM
radio.dfs_status DFS status ePMP: AP/SM | AP/SM

[not-applicable, channel- availability-check, in-
service, radar- signal-detected, alternate-channel-
monitoring, not-in- service]

PMP: [Status String]

radio.dl_err_drop_pkts Downlink error drop packets SM
radio.dl_err_drop_pkts_percentage Downlink error drop packets percentage SM
radio.frequency RF frequency AP/SM | AP/SM
radio.frame_period Frame period AP
radio.dl_frame_utilization Downlink frame utilization AP
radio.dl_lqi Downlink Link Quality Indicator SM
radio.dl_mcs Downlink MCS SM
radio.dl_modulation Downlink Modulation SM
radio.dl_pkts Downlink packet count AP/SM | AP/SM
radio.dl_pkts_loss Downlink packet loss AP/SM
radio.dl_retransmits Downlink Retransmission AP/SM
radio.dl_retransmits_pct Downlink Retransmission percentage AP/SM
radio.dl_rssi Downlink RSSI SM SM
radio.dl_rssi_imbalance Downlink RSSI imbalance AP
radio.dl_snr Downlink SNR (dB) SM
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Name Details ePMP PMP
radio.dl_snr_h Downlink SNR (dB) horizontal SM
radio.dl_snr_v Downlink SNR (dB) vertical SM
radio.dl_throughput Downlink throughput AP/SM | AP/SM
radio.mac Wireless MAC AP/SM
radio.mode Radio mode

[eptp-master, eptp- slave, tdd, tdd-ptp, ap/sm] AP/SM
radio.sessions_dropped Session drops AP AP/SM
radio.software_key_throughput Software key - max throughput SM
radio.ssid SSID AP/SM
radio.sync_source Synchronization source AP
radio.sync_state Synchronization state AP
radio.tdd_ratio TDD ratio ePMP [75/25, 50/50, 30/70, flexible] AP AP

PMP [...]
radio.tx_capacity SM transmit capacity SM
radio.tx_power Radio transmit power AP/SM | AP/SM
radio.tx_quality SM transmit quality SM
radio.ul_err_drop_pkts Uplink error drop packets SM
radio.ul_err_drop_pkts_percentage Uplink error drop packets percentage SM
radio.ul_frame_utilization Uplink frame utilization AP
radio.ul_mcs Uplink MCS AP/SM
radio.ul_modulation Uplink Modulation example [2X MIMO-B)] SM
radio.ul_lqi Uplink Link Quality Indicator SM
radio.ul_pkts Uplink packet count AP/SM | AP/SM
radio.ul_pkts_loss Uplink packet loss AP/SM
radio.ul_retransmits Uplink Retransmission SM

341 | RESTful API Specification

Cambium cnMaestro On-Premises | User Guide




Name Details ePMP PMP

radio.ul_retransmits_pct Uplink Retransmission percentage AP/SM
radio.ul_rssi Uplink RSSI SM SM
radio.ul_snr Uplink SNR (dB) SM
radio.ul_snr_h Uplink SNR (dB) horizontal SM
radio.ul_snr_v Uplink SNR (dB) vertical SM
radio.ul_throughput Uplink throughput AP/SM | AP/SM
radio.wlan_status WLAN status [down, up] AP/SM

PTP

General
Name Details Mode
config_version Configuration version All
connected_sms Connected SM count Master
gain Antenna gain (dBi) All
last_sync Last synchronization (UTC Unix time milliseconds) All
mac MAC address All
managed_account Managed account name All
mode Device mode [AP, SM] All
name Device name All
network Network All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
temperature Temperature All
tower Tower name All
type Device type All
vlan VLAN All
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Networks

Name Details Mode
default_gateway Default gateway All
ip IP address All
ip_dns DNS All
ip_dns_secondary Secondary DNS All
lan_status LAN status [down, up] All
netmask Network mask All
Ethernet Ports (Array format)
Name Details Mode
ethports[].port Port name All
ethports[].rx_frames Ports receive frames oversize All
ethports[].rx_util Ports receive bandwidth utiliization All
ethports[J.speed Ports speed and duplex All
ethports[].tx_util Ports transmit bandwidth utiliization All
Radios
Name Details Mode
radio.byte_error_ratio Byte Error Ratio All
radio.channel_width Channel width All
ePMP: [5 MHz, 10 MHz, 20 MHz, 40 MHz]
PMP: [...]
radio.color_code Color code All
radio.rx_frequency Receive frequency All
radio.tx_frequency Transmit frequency All
radio.tx_power Radio transmit power All
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Wi-Fi

o) NOTE:

Mode is Enterprise, Home, or All.

General

Name Details

config_version Configuration version All
cpu CPU utilization All
mac MAC address All
managed_account Managed account name All
memory Available memory All
mode Device mode All
name Device name All
network Network All
parent_mac Parent MAC All
site Site name All
site_id Site unique identifier All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
type Device type All

Networks

Name Details Mode
ip IP address All
ipve IPv6 address All
ip_dns DNS All
ip_dns_secondary Secondary DNS All
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Name Details Mode
ip_wan WAN IP All
lan_mode_status LAN mode status [no-data, half, full] Enterprise
lan_speed_status LAN speed status All
lan_status LAN status [down, up] Home
netmask Network mask All
Radios (Array format)

NET ! Details Mode
radios[].airtime Airtime All
radios[].band Radio band All
radios[].bssid Radio mac Enterprise
radios[].channel Channel All
radios[].id Radio Id All
radios[].multicast_rate Multicast rate Enterprise
radios[].noise_floor Noise floor Enterprise
radios[].num_clients Number of clients All
radios[].num_wlans Number of WLANSs Enterprise
radios[].power Transmit power All
radios[].quality RF Quality description Enterprise
radios[].radio_state Radio state Enterprise
radios[].rx_bps Receive bits/second All
radios[].rx_bytes Receive bytes All
radios[].tx_bps Transmit bits/second All
radios[].tx_bytes Transmit bytes All
radios[].unicast_rates Unicast rates Enterprise
radios[].utilization Radio utilization Enterprise
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Performance APl Response (v2 Format)

Performance APl Response v2 Format are shown for following devices:

e 60 GHz cnWave
e cnMatrix

e cnReach

e Fixed Wireless
e PTP

o Wi-Fi

60 GHz cnWave

General
Name Details Mode
mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
online_duration Duration of device connection with server (seconds) All
site Site All
timestamp Timestamp All
type Device type All
uptime Device online time (seconds) All

Radios (Array format)

Name Details Mode
radios[].id Radio ID All
radios[].rx_bps Receive bits/second All
radios[].tx_bps Transmit bits/second All
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Ethernet Ports (Array format)

Name Details Mode
ethports[].max_rx Ports maximum receive bytes All
ethports[].max_tx Ports maximum transmit bytes All
ethports[].min_rx Ports minimum receive bytes All
ethports[].min_tx Ports minimum transmit bytes All
ethports[].port Port name All
ethports[].rx Ports receive bytes All
ethports[].tx Ports transmit bytes All

cnMatrix

General
mac MAC address
managed_account Managed account name
mode Device mode
name Device name
network Network
site Site
timestamp Timestamp
tower Tower
type Device type

Switch

Name

switch.rx.broadcast_pkts

Details

Receive broadcast packets

switch.dl_kbits

Downlink usage (in kbits on hour or minute basis)

switch.dl_throughput

Downlink throughput (Kbps)

347 | RESTful API Specification

Cambium cnMaestro On-Premises | User Guide




Name Details

switch.ul_kbits Uplink (in Kbits on hour or minute basis)
switch.rx.multicast_pkts Receive multicast packets
switch.ul_throughput Uplink throughput (Kbps)
switch.rx.pkts_err Receive Packet error
switch.rx.unicast_pkts Receive unicast packets
switch.tx.broadcast_pkts Transmit broadcast packets
switch.tx.multicast_pkts Transmit multicast packets
switch.tx.pkts_err Transmit packet error
switch.tx.unicast_pkts Transmit unicast packets

cnReach

General
Name Details Mode
mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
online_duration Duration of device connection with server (seconds) All
sm_count Connected SM count All
timestamp Timestamp All
tower Tower All
type Device type All
uptime Device online time (seconds) All
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Radios (Array format)

Name Details Mode
radios[1.id Radio ID Radios
radios[].neighbors Radio neighbors Radios
radios[].noise Average noise Radios
radios[].power Transmit power Radios
radios[].rssi RSSI value Radios
radios[].rx_bytes Receive bytes Radios
radios[].throughput Total throughput Radios
radios[].tx_bytes Transmit bytes Radios
Fixed Wireless (ePMP and PMP)
General
Name Details ePMP PMP
mac MAC address AP/SM AP/SM
managed_account Managed account name AP/SM AP/SM
mode Device mode AP/SM AP/SM
name Device name AP/SM AP/SM
network Network AP/SM AP/SM
online_duration Duration of device connection AP/SM AP/SM
with server (seconds)

sm_count Connected SM count AP AP
sm_drops Session drops AP/SM AP
timestamp Timestamp AP/SM AP/SM
tower Tower AP/SM AP/SM
type Device type AP/SM AP/SM
uptime Device online time ( seconds) AP/SM AP/SM
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Radios

Name Details ePMP PMP
radio.dl_frame_utilization Downlink frame utilization AP
radio.dl_kbits Downlink usage (in Kbits on hour or | AP/SM

minute basis)
radio.dl_mcs Downlink MCS SM
radio.dl_modulation Downlink modulation SM
radio.dl_pkts Downlink packet count AP/SM
radio.dl_pkts_loss Downlink packet loss AP/SM
radio.dl_retransmits_pct Downlink retransmission AP/SM

percentage
radio.dl_rssi Downlink RSSI SM SM
radio.dl_rssi_imbalance Downlink RSSIimbalance SM
radio.dl_snr Downlink SNR SM
radio.dl_snr_h Downlink SNR (dB) horizontal SM
radio.dl_snr_v Downlink SNR (dB) vertical SM
radio.dl_throughput Downlink Throughput (Kbps) AP/SM AP/SM
radio.ul_frame_utilization Uplink frame utilization AP
radio.ul.kbits Uplink usage (in Kbits on hour or AP/SM

minute basis)
radio.ul_mcs Uplink MCS SM
radio.ul_modulation Uplink modulation SM
radio.ul_pkts Uplink packet count AP/SM
radio.ul_pkts_loss Uplink packet loss AP/SM
radio.ul_retransmits_pct Uplink Retransmission percentage AP/SM
radio.ul_rssi Uplink RSSI SM SM
radio.ul_snr Uplink SNR SM
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Name Details ePMP PMP
radio.ul_snr_h Uplink SNR (dB) horizontal SM
radio.ul_snr_v Uplink SNR (dB) vertical SM
radio.ul_throughput Uplink Throughput (Kbps) AP/SM AP/SM
PTP
General
Name Details Mode
mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
sm_count Connected SM count Master
timestamp Timestamp All
tower Tower All
type Device type All

Ethernet Ports (Array format)

Name Details

ethports[].max_rx Ports maximum receive bytes All
ethports[].max_tx Ports maximum transmit bytes All
ethports[].min_rx Ports minimum receive bytes All
ethports[].min_tx Ports minimum transmit bytes All
ethports[].pkt_error Ports packet error All
ethports[].port Port name All
ethports[].rx Ports receive bytes All
ethports[].tx Ports transmit bytes All

351 | RESTful API Specification

Cambium cnMaestro On-Premises | User Guide




Ethernet

Name Details Mode
ethernet.link_loss Link loss All
ethernet.pcb_temperature | PCB temperature All
ethernet.rx_channel_util Receive channel utilization All
ethernet.rx_capacity Receive capacity All
ethernet.ssr Signal strength ratio All
ethernet.rx_power Receive power All
ethernet.sfp_interface.tx SFP transmit bytes All
ethernet.rx_throughput Receive throughput All
ethernet.tx_channel_util Transmit channel utilization All
ethernet.tx_capacity Transmit capacity All
ethernet.tx_power Transmit power All
ethernet.tx_throughput Transmit throughput All
ethernet.vector_error Vector error All
Wi-Fi
General
Name Details Mode
mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
online_duration Duration of device connection with server ( seconds) All
site Site All
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Name Details Mode

timestamp Timestamp All
type Device type All
uptime Device online time ( seconds) All

Radios (Array format)

Name Details Mode
radios[].clients Number of clients All
radios[].id Radio ID All
radios[].rx_bps Receive bits/second All
radios[].throughput Total throughput All
radios[].tx_bps Transmit bits/second All
D NOTE:
m The specification for the equivalent vl APIs is available in the Appendix.

e Statistics APl Response (vl Format)

e Performance API Response (vl Format)
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cnPilot Guest Access

This section describes how to configure Guest Access using cnMaestro. This feature allows the clients to connect
through Free Tier, Buying Vouchers or Paid Access types.

The Guest Access feature creates a separate network for guests by providing Internet access to guest wireless
devices (mobiles, laptops, etc).

NOTE:
)
m The Guest Access feature is supported on cnPilot E-series Enterprise devices.

Configuration

e Create the Guest Access Portal in cnMaestro

e Map the device to cnMaestro

Create the Guest Access Portal in cnMaestro

—_

Basic details
Access Portal

Splash page

INIESIN

Sessions

Procedure for creating Guest Access
Prerequisites

1. Navigate to Services > Guest Access Portal.

'(—ca\‘ NOTE:

m The Floating Managemnt IP should be used to access the Guest Access Portal. This means DNS
should be mapped to the Floating Management IP, and not to one of the unique IP addresses of the
cnMaestro instances.

2. Click Add Portal. A maximum of four portals can be created per account.

3. Enter Name and Description.
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Add Guest Portal
Managed Account
Base Infrastructure -

Name*

Description

Client Login Event Logging

4. Click Save.

Basic Details

The Basic Details page contains the Managed Account Type Name and Description.

Guest Access Portal > test
Basic Access Splash  Sessions

Managed Account

Base Infrastructure

Name®

Description

Client Login Event Logging

Save

I/'O"\. NOTE:
A name once created for the Portal cannot be changed.

Access Portal
The Access Portal tab has three different access types:

o Free
e Paid

e Vouchers
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The parameters under each access method can only be configured once the corresponding access method is

enabled.

Free Access Type Configuration

Guest Access Portal > test
Basic Aeccess Splash Sessions

Free PaidX Viouchers

Enable Free Access

Bypass Captive Portal Detection
= ciient Session
Renewal Frequency

Session Duration

Client Rate Limit
Client Quota Limit
Social Login

SMS Authentication

Add Whitelist

Enable Logout functionality for the guest client

Free access type contains session validity, renewable frequency, client rate limits, and social login configurable

parameters.

You can select authentication using Google, Facebook, Twitter, and Office 365, or all. Enter the App ID of your social
login app. If you enable Facebook login you will also need to enter your Facebook App secret.

Table 37: Free Access Type Parameters

Parameter Description

Add Whitelist

It contains options for configuring the IP address or the domain name.

Client Rate Limit

It contains options for configuring downlink and uplink parameters in kbps to limit the
data transfer rate to or from the client. If a client rate limit parameter is blank, no limits are
applied.

Client Quota Limit

The data quota limit feature has been added for RADIUS-based as well as for controller-
based guest portals. For controller-based, it is either directional or total data quota limit.
Once the client logins as a guest, the data quota limit is enforced and the values are sent
to the accent point to which the client is connected. The access point keeps track of the
data limits Access Point also sends client statistics to the controller every thirty minutes.
In case of multiple devices allowed for a given policy then the data quota limits
enforcement has some limitations and works with the latency of thirty minutes during
which the cumulative data quota limits of the devices can be exceeded beyond the
configured data quota limits.

The similar behavior is supported through RADIUS attributes for RADIUS-based onboard
guest access clients.

RADIUS_VENDOR_ID_CAMBIUM 9 (17713)
RADIUS_VENDOR_ATTR_CAMBIUM_WIFI_QUOTA_UP (151)
RADIUS_VENDOR_ATTR_CAMBIUM_WIFI_QUOTA_DOWN (152)
RADIUS_VENDOR_ATTR_CAMBIUM_WIFI_QUOTA_UP_GIGWORDS (153)
RADIUS_VENDOR_ATTR_CAMBIUM_WIFI_QUOTA_DOWN_GIGWORDS (154)
RADIUS_VENDOR_ATTR_CAMBIUM_WIFI_QUOTA_TOTAL (155)
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Table 37: Free Access Type Parameters

Parameter Description

RADIUS_VENDOR_ATTR_CAMBIUM_WIFI_QUOTA_TOTAL_GIGWORDS (156)

The gigwords attributes are used for supporting data quota limits above 4GB when

required.
Renewable Once the session duration for the client expires, the client needs to wait for the period
Frequency specified by renewal frequency before logging in again.
Session Duration The duration for which the client is provided access.
Social Login Consists of the following options:

e Domain URL: The redirected URL in client when trying to access the Internet.

e Google: Consists of ID and Secret options to configure, which admin can create from
https://console.developers.google.com/iam-admin/projects

e Facebook: Consists of ID and Secret options to configure, which admin can create
from https://developers.facebook.com/apps/
Twitter: Consists of consumer key, consumer secret key, and callback URL.
Office 365: Consists of ID and reply back URL.

SMS Authentication SMS OTP supports Twilio, SMS Country, and SMS Gupshup SMS gateway providers. Any
one of the gateway providers can be used to support the SMS OTP to be delivered to the
cell phone of the end user. Once OTP is received the client can enter the OTP to get
Internet access.

0N NOTE:
[e]
m o Renewal frequency should be greater than session expiration.

e Client will get Social login options only when enabled in Access Control page in portal.

e |If Social loginis enabled, it is mandatory in free access method for client to login through
Google/Facebook/Twitter/Office 365.

Paid Access Type Configuration

Paypal has been added as a payment gateway support where end users can purchase Internet connection using
either the credit card or their existing paypal accounts. For purchasing the Internet plans, the clients are directed to
paypal portal where they purchase the plan and then they are automatically redirected to guest access portal where
the purchased Voucher is displayed. The user should ensure to save this Voucher information if he plans to use it on
multiple devices.

[
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Table 38: Paid Access Type Parameters

Parameter Description

General e Plan Name: The name of the plan.
Session Duration: The duration for which the client is allowed network access.
Client Rate Limit: The uplink and the downlink values in kbps to limit the data
transfer rate to or from the client. If a client rate limit parameter is blank, no limits are
applied.

o Device Limit: The device limit allow that number of devices to be connected or
select the unlimited to connect any number of devices.

Add New Field
Plan Name
Plan Cost
UsD -
Session Duration
Min(s) «

Downlink Rate Limit

Uplink Rate Limit

Quota Type

None »

Device Limit
Unlimited

1

Save

Voucher Access Type Configuration

Important Points to Remember

Vouchers can only be generated after enabling Vouchers and creating at least one Voucher plan.
A maximum of 50,000 Vouchers per portal can be created on cnMaestro On-Premises.

A maximum of 1,000 Vouchers per portal can be created on the Cloud-hosted version.
(cloud.cambiumnetworks.com).

Total number of generated Vouchers = Vouchers Unclaimed + Vouchers Claimed + Vouchers Expired.

The admin can export all/valid/current page Voucher codes as PDF/CSV document.
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Voucher contains options to add new plans and Vouchers. Based on user requirements, the plans can be created with
different validity and rate limits.

1. Create aplan
a. Navigate to Services > Access Control Portal page and select Access Control tab.

b. Enable Vouchers

c. Click Add New Plan. The window with general and design parameters for the planis displayed.

Table 39: Voucher Access Type Parameters

Parameter Description

Design e Color: There are options to modify colors for the title, message, code, and
background.

Background Image: You can browse and select a background image for this page.
Title: The tiltle of the voucher plan.

Message: Detailed information about the plan.

Access Code Message: 8 digit access code will be provided to use the voucher.

e o o o

With all the above parameters, administrators can create their own design for the card
with text, color and message to be displayed on card.

General e Name: The name of the plan.
Session Duration: The duration for which the client is allowed network access.

e Voucher Expiry: The expiry time for the generated vouchers. Once this time lapses,
the Vouchers cannot be used.

o Client Rate Limit: The uplink and the downlink values in kbps to limit the data transfer
rate to or from the client. If a Client Rate Limit parameter is blank, no limits are
applied.
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Add Mew plan
= Plan Details

MName

Session Duration

Min(s)} =

Voucher Expiry

Min(s)} =

Downlink Rate Limit

Uplink Rate Limit

Quota Type

Mong =

Voucher Device Limit
Unlimited
1

Bind Voucher to Device

B Vouchers Design

Background Image
Title
Internet Access Voucher

Message

Access Code Message

Here iz your sccess code
&

Save Cancel

Browse

Enjoy complimentary Intemet services for 1 hr

Internet Access Voucher
Enjoy complimeniary Intemnet services for 1 hr

=]
W

=]
W

Table 40: Adding Vouchers

Once a planis configured, vouchers can be generated for it. Each Voucher is a unique, randomized alphanumeric

code.

a. Select aplan

Enable Voucher Access

Plans

Plan-A >

#

x

b. Add Vouchers
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Add more cards

Quantity
I

l Generate ] [ Generate & Export

Once the planis created and the Vouchers are generated, the following page is displayed:

Guest Access Poal > st

S _oves

c. Sample Voucher Code

X

/o) | NOTE:

N

saved after making the changes.

The modified values in the Access Portal page reflectes on the splash page only when the splash page is

Splash Page

The Splash page refers to the page to which a wireless client is redirected when it connects to the guest portal.
Administrators can create their own splash page by modifying the default logo, background, and text to be displayed

in the splash page with different colors and fonts.

o IfFreeis selected in Access Portal, the client only sees free access related parameters.

e If Voucher is selected in Access Portal, the client only sees Voucher related parameters with a text box to enter

the Voucher code.

e If both Free and Voucher are enabled, then the client sees both Free and Voucher related parameters.

Gt Actess Poclal > et

-

[=: TP
[P
[ Pt Dwwign
(@ Corter

[P ea——
[
=
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Table 41: Splash Page Parameters

Parameter Description

Accept Terms Message

Text to appear as the accept terms message.

Advanced Expand Advanced option. Browse and select the advanced fields.

Background Browse and select the image that needs to be appear as the background.
Background Choose the option from the drop-down list for placing the background image in the
Placement splash page.

Custom Fields

Expand Custom Field option. The user can customize the fields in the Splash page by
choosing the Custom Field option in the Guest Access Portal page and clicking Add
New button.

Enter Voucher Code
Message

Enter the text to appear in Voucher Code Message.

Free Label Enter the text that should appear on the free label.

Footer Enter the text to appear as the footer of the page. You can choose the font style and
size for the footer.

Logo Browse and select the logo the needs to be appear on the splash page.

Login Title Text to appear for login.

Login Success
Message

Message to appear after successful login.

Login Failure Message

Message to appear any error while login.

Login Button

Enter the text that should appear on the window to submit.

Message Text to appear as the welcome text. You can choose the font style and size for the
welcome text.
Opacity The transparency of background image.

On Success Redirect
to URL

Enter the URL to be redirected to the page like Google, Twitter, and Facebook, etc.

Page Title

Text to appear as the title of the page. You can choose the font style and size for the
title.

Please wait Message

Text to appear in the waiting screen.

Repeat Background

Enable the check box if you want the background image to be repeated.

Server Error Message

Text to appear if there is an error while contacting server.

Select Plans Label

Enter the text to appear in the label to select plan.

Text Design

Choose the appropriate colors for the background, logo in the background, content
area, and for the text.

Terms Agree Button

Text to appear in the terms agree button.
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Table 41: Splash Page Parameters

Parameter Description

Terms Cancel Button Text to appear in the terms cancel button.

Voucher Code Enter the text to appear in Voucher Code, Voucher Label, Enter Voucher Code
Message, and Voucher Code Error Message.

Voucher Label Enter the text to appear in Voucher Label.

Voucher Code Error Enter the text to appear in Voucher Code Error Message.

Message

WIFI4EU WIiFi4EU provides free, high-quality Internet access only across the European Union
WIFI4EU

WIiFi4EU provides the free, high-quality Internet access across the European Union. Administrator can enable the
WIiFi4EU checkbox to provide access to the free Internet.

Table 42: WiFi4EU Type Parameters

Parameter Description

General o Network UUID: Universally Unique Identifier (UUID) that the EC attribute is generated
when the network installation is created in the Installation.
Language: Allows to select the preferred language.
Enable Self Test Mode: Allows the browsers background script verification.
o Show Logo: Displays the WiFi4EU logo provided by the European union.

owiriae =
Enable

Languags

English -

Metwork UUID €@

Captive Portal URL &

actirnmasctrn (73 ACP 1So-GAP-Aorl22/MSo-GAP-Aoril?2 00cER120-65083-1120-bbo6-c28df196810e hir €4

Metrics Snippet Script URL @

https://eollection.wifideu.ec.europa.eu/wifideu.min.js
Enable Self-test Modus

Show Logo

Save

Sessions

Sessions tab contains Client MAC address, Access Point MAC address, Access Type as Free (Google or Facebook) or
Voucher, WLAN-SSID of client connected AP, Remaining time and Disconnect option.

Administrator can check how many clients are connected, Access Type (Free/Voucher) of the client, and can
disconnect the clients.
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Client Login Events table creates events of client login sessions. It maintains the login events for 7 days. This table has
Client MAC address, Portal Name, SSID, Access point MAC, Voucher code (if client connected with Voucher), Access
type (Google/Facebook/Voucher).

Admin can export the client login events as PDF / CSV.

Table 43: Sessions Parameters

Parameter Description

Access Point MAC address of the Access Point.

Access Type Access type as Free or Voucher.

Client MAC MAC address of the client.

Disconnect Displays if the client is disconnected from the network.

Remaining Time The time left for the client to access the Internet. It depends upon the session duration

configured in the Access Portal.

Voucher Displays the valid applied voucher.
WLAN SSID of the network.
NOTE:
(o) | NO

m For Free Access method, the client MAC address is displayed even after the free session duration
expires. Delete the MAC address of the client after the Renewable Frequency completes.

Mapping the Device to Guest Access Portal in cnMaestro

The administrator needs to configure the name of the Guest Access Portal in the device which redirects the device to
cnMaestro for client connectivity.

/0\‘ NOTE:
The client gets the fully configured splash page for login only if the Access Point is onboarded into the
server.

Configuration at Device Side

1. Loginto the device.

2. Navigate to Configuration > WLAN > Guest Access.
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365 cnPilot Guest Access

LANs > Radio Off
Configurstion  2P%
" Basic Settings
AnAServers
Guest Access

P

Passpaint

oK

Advanced Settings

Whitelist

Captive Portal bypass User Agent

S0

ceyg & 2016 2021 Camabim Nesweris Lid A ight reseriod | Version 400534 | Communay | Supoot

3. Select the check box to enable Guest Access.

4. Choose the Portal Mode radio as cnMaestro.

In the Guest Portal Name text box, select the name of the portal that was created in cnMaestro and enter the

respective parameters.

Configuration at cnMaestro Side

The administrator can push the configuration from cnMaestro through policy or advanced configuration.

Paolicies

[reep—
GUESTCLOUD

nlo
ot
WLAK Portal ieade pomal Accoss ol Exteenal Hotipet (8

EHLIS. Sarvars o Prrtal i 3
RABWLI Loy s | 0N

Unage Limit
Add White List
S i Bt T
"
Acoens

Fantpmt 1 Address e Domin Hame

Advanced Configurations (optional)
Template settings entered below will be merged into or appended to the profile created. This allows making configuration

setting not supported or prevented by previous screens.

Settings entered below are not validated or error checked, and may overwrite settings made in previous screen. You are solely
responsible for ensuring that the resulting profile is valid and safe to use.

!
wireless wlan 1

guest-access
guest-access portal-mode cnMaestro GAP1
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Access Types

The following table describes the parameters in configuring SMS authentication:

Fast SMS SMS Country SMS Gupshup. | Twilio Viclory Link
SMS
Enable It indicates fo enable the v v v v v
SMS Authentication
feature.
Username Indicates the username of | v v v
the vendor.
Sender 1D It is the name or number v v v v
which flashes on the
i maobile phone
when they receive SMS.
This is Optional not
mandatory.
APl Key It's a token which is v X X
provided by vendors.
Account Type | It shows type of accounts v X X
such as International,
OTP, Promotional and
Transaction.
OTP The template with which v v ' v
Template SMS has.to be sent.
Password It indicates the password. | X v v X '
Country Code | It enables to select country | X v v X X
code based on
deploymenits.
Auth Token It acts as a password. X X X v X
Account SID It acts as a username. X X X L X
From It enables to select the X X X v X
couniry code.
Language It indicates the Lanquage. | X X X X v
(2 SMS Authentication
Enable
SMS Gateway Provider
Twilio -
Auth Token
Account SID
From
US (+1] -
OTP Template
Your OTP is %code%

To configure SMS Authentication on cnMaestro:

—_

N oo oos NN

Enter the User Name.

Enable SMS Authentication feature.

Guest Access using Social Login

In SMS Gateway provider, select your required gateway from the drop-down list.

Enter the Sender ID. This field is optional. This will allow user to send SMS through the ID which he chooses.
Enter APl Key.
Select your Account Type from the drop-down list.
Enter the OTP Template. The OTP template should include “%code%. %code% replaces the OTP code in the SMS.

To achieve cnMaestro Guest Access using Social Logins like Google, Twitter, Facebook, Office 365:

Create Guest Access profile on cnMaestro:
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1. Loginto cnMaestro and navigate to Services Guest Access Portal > Add Portal.
2. Enter Portal Name, Description, enable logging for client login events.
3. Click Save.

Add Guest Portal

Managed Account

Base Infrastructure -

Name*

accord

Description

Client Login Event Logging

Save Cancel

4. Click Edit Guest Portal Details.

5. Navigate to Access tab and expand Social Login.

Guest Access Portal > test

Basic Access Splash Sessions

Free Paid X Vouchers
Minje) ~ | Valid range is 1-2628000 min(;

Session Duration

Minfs) - | Valid range is 1-2628000 min(s)
Client Rate Limit
Client Quota Limit
Social Login
SMS Authentication

Add Whitelist

6. Select Google, Twitter, Facebook, Office 365 based on your requirement.
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5 Social Login

Guest Portal Hostname /1P

Tt T e @ Configure this URL in the Social login application settings.
Note: Captive portal bypass will be enzbled if social login with Faceboek or Google is enabled. This is required es the Captive-portal Network Assistant signen popup on th the social login AP| provided by these services.
[] Google
Id
[ Twitter

Consumer AP| Key.

Consumer A7 Secret Key

Callback URL

https:/jcnsonprems.cammwk comjcn-ctlr/guest/cnmaestro/ Z2tjnAD/Guest-ManagedAccount/twitterCallback

[7] Facebook
Id
Seeret
shau
ReplyURL | https://cnsonprama.camnuik.com/en-ctlr/guest/cnmasstro/Z2tjnAD/Guast- Mansgedice gy
[] Office 385
Reply URL
hitps:/jensonpremé.camewkcomja fofficehtml @ Configure this URL as Reply URL undr Office365 application settings

1d

API Key Generation
Creating APIs to integrate cnMaestro with Google, Twitter, Facebook and Office 365.
Google

1. Loginto Google Account and navigate to https://console.developers.google.com.

2. Click Select a Project and then click New Project.

Select a project

[_Q Iscva pcjects and fokders

RECENT ALL

B no organaanen

3. Enter a Name and click CREATE.
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New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *

Social-Login-Cambium

Parent organization or folder

CREATE CANCEL

7]
Project ID: social-login-cambium-242111. It cannot be changed later. EDIT
Location *
B No organization BROWSE

Click on Credentials under this project,

= Goge

APis & Services

Q
4 EMABLT APYS AMD SERVICTS

‘v o By Pt sl 10 i . T ot Stirted, el "Eruable 1S i nervices” e 90 b T F

n o o & § (8

4. Click Credentials under this project.

= Google 2 2 SociabLogin-Cambium w I Q i O @ a ;
API APIs & Services APIs & Services + ENABLE APIS AND SERVICES
@  Youdon't have any APis available o use yet. To get started, click “Enable APIs and services™ of go 10 the AP
5. Under Credentials tab create OAuth Client ID.
= Google A 2+ SociakLogin-Cambium w =Y -
API APIs & Services

Credentials

APis
Credentials

Help me choote

6. Click Configure Consent Screen.
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Appic ateon type

7. Assign a name to the application, map to the email ID, add cambiumbnetworks.com to the authorized domain and
click Save.

= Go gle ¢ Secial-Login-Cambium a,
API APis & Services Credentials
m =
o 5 4 Batpre uBers uthenhiats, This ConEent sred sikow them 16 J About the consen screen
- edentials | REHE M : . T 3 i L : ._ —— _- : _-..-
Verifieation smans
Mot published Ousuth verification

Applic ation mama

| socstioge | orkspaoantacpi) L iz

Application loge

Beowse
Support email
| gl com - | &
Scopes for Google AP15 4
Acdd stope
Authaer qed dompnd

ADpiEFin HoMELIgE bk

Application Privacy Policy brik

8. It redirects to creation of OAuth Client ID.

9. Select Application type as Web Application, give a Name, add Guest Portal Hostname url/IP which cnMaestro Ul
provides and click Create.
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= Google APls & SociakLogin-Cambium v Q

cnMaestro GUI

€  Create OAuth client ID

Guest Portal Hostname / IP: I

For appica use the Oiuth 2.0 peotoce o cail Google APls, you can use an DALt 2.0 client 1D 10

T

generate & kien The token contains 8 unique identifier. See Setting up Oiduth 2.0 for more information

these services,

Mote: Captive portal bypass will be enabled if social login with Facebook or Geogle

]

odroed
Cheome App Leamn more Google
108 Learn mare
Other Twitter
Hame Facebaok
[enaesve | Office 365
Restrictions.

Enter JarsSeriot origins, rediect URSS, of bom L

)40 s st o e orzed Domams in e O&uth consent semngs ‘
athorized wvaScriot eiging
o 5 & Browser, Thi% it 1he srigin LRI £61he Sient SRISanon 1 can Contain & wideand
& path (g example o subde), If youe sing & nenstandand g, you st include
I xps.ap-s1-guest. cloud cambiumntworks.com [] |
httpfwaw. example.com
Ty in the caman snd prets Emer 13 830 1
on ThET users e redeected o e they have
code for azcess. Must have 2 promoccl
st ana press Enes o sa 1t
Cancel
ﬂ a 4

10. It redirects to the screen showing Client ID and Client Secret.

OAuth client

The client ID and secret can always be accessed from Credentials in APIs &
Services

© OAuth is limited to 100 sensitive scope logins until the OAuth consent
screen is published. This may require a verification process that can take
several days.

Here is your client ID

Here is your client secret

1. Copy the Client ID and paste it to the cnMaestro enabling Google under Social Logins and click Save.

= Social Login
Guest Portal Hastnama | [P

[ Googla

Twitter

1. Loginto Twitter Account and access https://developer.twitter.com/en/apps, and click Create an App.

YW Developer as Dashboard

Apps
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App details Kerys and tokees Permizsions

App details

uﬁnnm

App name [regured)

| TestTantter I
2
Application deseription [regured)
Test_Tevtier

cnMaestro GUI

Website URL (required) Callback URL:

| hetps: . cambiummetwerks.com

Aliew this application to be used to sign in with Twitter Lo

Calllaack URLs (recuved)

Terms of Service URL

hetpe:apes] s 1+ SpinchubBUn.Cioud. camba mnebworks. oom

Privacy palicy URL

et

A a-81i41 -Spk s et

Organization name

Cambaum

Owganization wobsite URL

aibaLs

It

Tell s how this app will be used (requred)

035 10 guest chient by using twiiter a3 authe

purely for WEFI testang purpase:

2. Click Keys and Tokens and copy Consumer AP| Key and Consumer API Secret Key.

App details | Keys and tokens | Permissions

Keys and tokens

Consumer APl keys
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3. Paste them to cnMaestro Ul for Twitter social login.

Twitter

Consumer AFI Key

Consumer AFI Sacret Key

Callback URL

Facebook

1

Search apps

Login to Facebook Account and access https://developers.facebook.com/apps/, and click Add a New App.

facebook for developers

2. Enter App Display Name, Contact Email and click Create App ID.

Create a New App ID

Display Name

Social Login|

Contact Email

Facebook Platform Policies Cancel

Create App ID

3. Select a Scenario as Integrate Facebook Login and click Confirm.
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$ocial Login - APP ID:

o Select a Scenario

£ Settings b

] Roles C Select one of the following scenarios to get product-specific help content as you build your app. If you already have your project mapped out
& ses ;. and are ready to build, feel free to skip this step

@ App Review »

y Dy avliomancaly Creating

ations

Implement Marketing API

mat -

= Manage and

management

2e ads in real time with rules-based ads

= Provides a single, consistent interface to retneve ad
statstics

Integrate Facebook Login
B A secure, i
L log inba

= Create accounts without having to set a password

- Personalize peoples’ in-app experiences

ACross m

Get Started with the Pages API « Make a Pages management tool for customers or for your

— P

pany

Build apps so
publish as &

content creators and editors can easily

Skip Confinm

4. Navigate to Settings tab under Facebook Login and add Guest Portal Hostname from cnMaestro to valid OAuth
Redirect URLs section and click Save Changes.

P e Clien Oesth Settinngs
A Merin "
[ er—
Facebosk Login =
snstrics g cnMaestro GUI
Wrbbacks Social Login
12 gty Log i
R T ]

Deanaherin

5. Navigate to Settings > Basic and copy App ID and App Secret.
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] social Login -

B Reles »

& Aers »

@ App Review v
Facebook Login v
Analytics ¥
Webhooks

= Activity Log

APP ID:

—

splay Name

Social Login

Privacy Policy URL

& services b

Choase  Category =

nfarmation

Facebook
Id

Secret

Reply URL

Show

Office 365

1. Login to Office 365 Account and access https://apps.dev.microsoft.com/ and click Add an App.

We wil

3

My

w e

no longer supporn registering and managing

applications ..

3 here starting May 2015, We recommen
lications and register naw applications by using the App registrations (now Generally Availabla) experiance in the Azure portal. Click this banne
o

O We recommend registering and managing converged applications by using the new and improved App registrations experience in the Azure Portal, Go to

d that you manage your existing

r o lau
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New Application Registration

Ty

Mame

We will no longer support registering and managing converged applications here starting
May 2019. We recommend registering this application by using the new and improved App
registrations (now Generally Available) experience in the Azure portal. Go to the Azure portal

Social Login

By proceeding. you agree to the Microsoft Platform Policies: Terms of use

Create application Cancel |

After adding your App name and clicking Create application, it redirectes to App page.

—_

Click Generate New Password.

INSIEN

Add my.centrify.com to the Whitelist on the cnMaestro.

Copy Application ID and paste it to cnMaestro Guest Access page under Office 365.

Copy reply URL from cnMaestro and paste it under Redirect URLs.

Name

Application id

Application Secrets

Upload Public Key

Password/Public Key

Generate Mew Password | Genesate New ey Pair

Type

Password

Platforms

# Allow Implicit Flow

Redirect URLs o [T

[ https-/vap-s1-guest

5. com/assetsiviews/officehiml | @

Logout URL @

Social Login

® =} Copy and paste it to cnMaestro =b

Created

Feb 15, 2019 11:44:35 AM

£ Add Whitelist
1P Address | Domain Name:

IP Address | Domain Name

feosmeen ] G

Delete

Add aag0175.my.centrify.com to the whitelist

Sample Template

Sample client login page is displayed below:
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ll W Sign in with Twitter

“ Sign in with Facebook

SMS Authentication

The gateway provider sends a text SMS containing the OTP to end users phone number. Once OTP is received the
client can enter the OTP and get the Internet access.

Twilio, SMS Country, and SMS Gupshup are the SMS gateway providers that support the SMS OTP. Also there is a
generic SMS gateway option, which provides flexibility to configure any preferred SMS gateway by cnMaestro users.
Configuring SMS Gateway through this generic SMS gateway does require a little more involvement by cnMaestro
user to go through the Integration specifications of the given SMS gateway. Please follow the guidelines as
mentioned on the Generic SMS Gateway Configuration section.

Generic SMS Gateway Configuration

SMS Service providers expose SMS API which typically works over HTTP GET or HTTP POST requests. Most of the
SMS Gateways use username and password in the APl requests to validate a given SMS send a request and some use
special authorization token in the HTTP Headers.

Apart from that many APl have specific tokens that need to be passed into the request along with the authentication
part. To start off one has to first go through the SMS APl document of the given SMS provider and understand what
all components does it need to be provided in the HTTP request and try to build the corresponding cnMaestro
configuration.

In general, all SMS APl documents show some example curl commands which can be used to create an SMS request
with the server. Curl examples clearly show the required components in the request and helps to find the right
configuration for the cnMaestro Guest Portal Generic SMS API.

The cnMaestro Generic SMS API configuration is split into multiple components which makes it easy to configure the
static and the dynamic part of the SMS API request. It also provides a way to handle the SMS API response and
validate the API success or failure case. How to handle the reply can be found under the Advanced options.

SMS Gateway Provider Name

Provide the SMS Gateway name which is used for reference purposes. This is not part of APl request so please just
provide some meaningful name to identify this SMS Gateway service provider.

HTTP Request Type

Based on the SMS gateway provider and the APl document information, identifies the SMS API. The SMS API| uses
“HTTP GET or HTTP POST” requests for communication with the SMS gateway server.
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Example HTTP GET API Request

https://smsapiserver.com/service/sms/send?user=xxx&password=yyyyy&message="Your OTP is
ABCD”&mobileNumber=123456789&dnd=yes&sid=SenderID&v=11&messagType=N

Curl command to do HTTP GET request

Curl -v https://smsapiserver.com/service/sms/send?user=xxx&password=yyyyy&message="Your OTP is
ABCD’&mobileNumber=123456789&dnd=yes&sid=Sender|D&v=1.1&messagType=N

Example HTTP POST Request

HTTP POST URL
https://smsapiserver.com/service/sms/send
HTTP POST Form Content

user=xxx&password=yyyyy&message="Your OTP for Internet Access is
QW123”&mobileNumber=123456789&dnd=yes&sid=SenderID&v=11&messagType=N

Curl command to do HTTP POST request

curl -v “https://smsapiserver.com/service/sms/send” -H "Content-Type: application/x-www-form-—
urlencoded" -X POST \

--data-urlencode 'user=xxx' \

--data-urlencode 'passwd=yyyyy' \

-—data-urlencode 'mobilenumber=1234567789"' \

--data-urlencode 'message=Your OTP for Internet access is QW123' \
--data-urlencode 'sid=Sid' \

--data-urlencode 'v=1.1"' \

--data-urlencode 'mtype=N' \

--data-urlencode 'dnd=yes' \

--data-urlencode 'DR=Y'

I

If the SMS Gateway is using an authorization token, then below example curl request shows how the “Authorization’
field is added into a HTTP header.

curl -v -H "Authorization: Bearer nzZYIoU7QoUxfD03ctl1CC2YvIngI7DmUAH6RYZO1KI"™ \
"https://smsapiserver.com/service/sms/send?\

from=Test&\

to=123456789&\

message='Your OTP for Internet access i1s QW123’&\

format=json"

All the SMS API have some components as follows:

» Static components which are part of the request.

* Two dynamic components which are the part of the mobile number, to which the SMS needs to be sent and the
message which contains the OTP.

Static Components
APl URL

Based on our above curl request example the URL configures as https://smsapiserver.com/service/sms/send where
the request needs to be sent.

APl URL Information

From the example curl request please find the static components of the URL. Based on our above example this
configures as “user=xxx&password=yyyyy&dnd=yes&sid=Sender|D&v=1.1&messagType=N".
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So what we have done here is removed the message and mobile number query strings from that URL and configured
rest all. This is what a static component is for a given SMS API so identify what all options are required for the SMS
APl request and add it here in this given format of “keyl=valuel&key2=value2...”.

HTTP Request Header Key

Based on the above example, If the SMS Gateway Provider APl uses some HTTP header field like authorization token,
etc. Then the corresponding HTTP header field name will be configured as Authorization.

HTTP Request Header Key Value

Based on the above example, the SMS gateway API config settings expose some authorization token or auth token
and the provided HTTP header key value will be configured as “Bearer
nZY1loU7QoUxfD0O3ct1CC2YvIngl7DMmUAHGBRY zO1K1” in this configuration.

Dynamic Components

Message Parameter Name

From the example curl request or the SMS gateway provider the parameter name used for the message key
component where the OTP is added. It could be something like “message”|”text
parameter name is used for sending the message component.

nln

msg” or whatever custom

In our example curl request, we have used “message” and this is what configures based on the example curl request.

Mobile Number Parameter Name

From the example curl request or the SMS gateway provider the parameter name used for the mobile number key
component where the OTP has to be sent. It could be something like “To”|”mobile
custom parameter name is used for sending the mobile number component.

)J|J!

mobile” number” or whatever

In our example curl request, we have used “mobile number” and this is what configures based on the example curl
request.

Advanced Options

If you care for adding functionality for parsing the SMS API response on the cnMaestro and find if the request was
successful or if the server returned an error. Then one can use this advanced configuration to let cnMaestro parse the
SMS APl reply.

The usual HTTP response code is anyway handled by default and this advanced config parses the reply content is
configured. This should be configured by advanced users only and in case if there is any failure seen in SMS
functionality then disable this and report the issue to cambium Networks support.

Reply Type

The SMS gateway APl sends back a response to let the client know about the request results, this result could be in
text format or in json/xml format. So based on the SMS API document please select the reply type here as “ TEXT”.
Success

Configure the text to match the success case as follows:

» Typically, servers may respond with a text message in reply like “success” or “sent”, then configure the exact
message which should be matched in the response.

* If a server response is like “success, sent message to xxxxx”, then configure just “success” which matches in the
reply.

Error

Configure the text which matches the failure case as follows:
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» Typically, servers may respond with a text message in reply like “Error” or “failure”, then configure the exact
message which should be matched in the response.

* If a server response is like “ERROR, failed to send SMS to xxxxx, out of credit”, then configure just “ERROR”
which matches in the reply to mark it as an error.

Reply Type “JSON”

JSON Reply Success Key Name

Please look for the SMS gateway provider APl document in detail and find the JSON examples for the reply and
identify the key which contains the successful response status value.

cnMaestro guest portal generic SMS supports nested JSON too and one has to configure the complete path for the
given result key which contains the SMS message sent status. Example JSON replies are given below to be
configured for this config:

Example1
{

"messages": {

"to": "123456789",

"status": {

"id": 0,

"groupId": O,

"groupName": "ACCEPTED",
"result": [

{

"status": "MESSAGE ACCEPTED"

}

]I

"description": "Message accepted"
}I

"smsCount": 1,

"messageId": "2250be2d4219-3afl-78856-aabe-1362afledfd2"
}

}

Success Key Name to be configured based on the above example messages.status.result[O].status.

Example 2
{

"count": 1,

"list"™: [

{

"id": "1460978572913968440",
"points": 0.16,

"number": "48500500500",
"date sent": 1460978579,
"submitted number": "48500500500",
"status": "QUEUE"

}

]

}

Success Key Name to be configured based on the above example list [0]. Status.

Example 3
{

“status”: “Sent”

}

Success Key Name to be configured based on the above example is status.
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JSON Reply Success Key Value

The success status can be single or multiple values based on the SMS Gateway provider and SMS gateway can
respond back with a status as a message successfully sent or successfully queued, which is also a success case that
the queued message sents out shortly.

Based on our examples the status or the result field can be mapped to multiple values like as follows:
* Sent
* Queued
* Success
* Message Accepted

So in this configuration one can add multiple such values that should be matched for the success case for the value as
received for the “JSON Reply Success Key Name” field.

JSON Reply Failure Key Name

Look for the SMS Gateway Provider APl document in detail and find the JSON examples for the reply and identify the
key which contains the Error/Failure response status value.

cnMaestro guest portal generic SMS supports nested JSON too and one has to configure the complete path for the
given result key which contains the SMS message sent failure field. Example JSON replies are given below to be
configured for this config:

Example
{

"invalid numbers": [

{

"number": "456456456",

"submitted number": "456456456",
"message": "Invalid phone number"

}

} 4

"error": 13,

"message": "No correct phone numbers"

}

JSON Reply Failure Key Name to be configured based on the above example is error.

JSON Reply Failure Key Value

The error/failure status can be single or multiple values based on the SMS Gateway provider and SMS gateway can
respond back with a status as a message sent error or multiple error codes for the corresponding error.

Based on our examples the error can be mapped to multiple values like 13|12|-1 etc. So in this configuration, one can
add multiple such values which should be matched for the failure case for the value as received for the “JSON Reply
Failure Key Name” field. Reply Type “XML”".

Reply Type “XML”

XML Reply Success Element

Look for the SMS gateway provider APl document in detail and find the XML examples for the reply and identify the
elements which contain the successful response status value.

cnMaestro guest portal generic SMS supports nested XML too and one has to configure the complete path for the
given result element which contains the SMS message sent status. Example XML replies are given below to be
configured for this config:

Example1

<items>
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<item id="0001" type="result">
<status>Success</status>
</item>

</items>

Success Element Name to be configured based on the above example is items/item/status.

Example 2

<?xml version="1.0" encoding="utf-8"?>
<int xmlns="http://tempuri.org/">-11</int>

Success Element Name to be configured based on the above example.

XML Reply Success Element Value

The success status can be single or multiple values based on the SMS Gateway provider and SMS gateway can
respond back with a status as a message successfully sent or successfully queued, which is also a success case that
the queued message sents out shortly.

Based on our examples the status or the result field can be mapped to multiple values like as follows:
* Sent
* Queued
* Success
* Message Accepted

So in this configuration one can add multiple such values that should be matched for the success case for the value as
received for the “XML Reply Success Element” field.

SMS message sent failure field. Example XML replies are given below to be configured for this configuration:

Example 1

<items>

<item id="0001" type="result">
<error>-12</status>

</item>

</items>

XML Reply Failure Key Name to be configured based on the above example is items/item/error.

Example 2

<items>

<item id="0001" type="result">
<status>Error</status>

</item>

</items>

XML Reply Failure Key Name to be configured based on the above example is items/item/status.

Example 3

<?xml version="1.0" encoding="utf-8"?>
<int xmlns="http://tempuri.org/">-11</int>

XML Reply Failure Key Name to be configured based on the above example is int.

XMI Reply Failure Element Value

The error/failure status can be single or multiple values based on the SMS Gateway provider and SMS gateway can
respond back with a status as a message sent error or multiple error codes for the corresponding error.

Based on our examples the error can be mapped to multiple values like 13|12|-1 etc so in this configuration, one can
add multiple such values which should be matched for the failure case for the value as received for the “XML Reply
Failure Element” field.
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Sample Configuration in the cnMaestro

Figure 145 : Guest Access Portal
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cnPilot GRE Tunnels

This chapter provides the following information:

e Overview

e Typical Deployment Model (Two Port Solution)
e Configuring L2GRE/E0GRE Tunnel Concentrator
e Access Control List (ACL) Configuration

N | NOTE:
o
m GRE Tunnels feature is deprecated in release 3.0.0 and will be removed in a future release 3.1.0.

Overview

While deploying access points, the ability to tunnel wireless traffic from the APs to a tunnel concentrator
(L2GRE/EoGRE) often plays a key role. By using the tunnel feature, the following can be avoided:

e Reconfiguration of switches and routers (for VLANSs)

e Networking issues that arise when the clients IP range is not routable

The APs support L2GRE tunnel feature starting with release 3.1.1-r16. The cnMaestro On-Premises accepts
tunneled traffic from the APs. With end to end tunnel solution from Cambium Networks, it is easy to get up the
network fast and in reliable way.

Typical Deployment Model (Two Port Solution)

Figure 146 Typical Deployment Model (Two Port Solution)
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In this deployment model, cnMaestro is equipped with two ports.

e Primary Ethernet port (ethO) is configured with cnMaestro IP address and all the communication between the
APs and the cnMaestro On-Premises takes place at this port.

e In Aux/bridge port (eth1), all the wireless clients traffic received from the APs will be transferred after
removing the tunnel headers. This port comes up as a trunk port with allowed VLANs and other relevant
configurable parameters from the cnMaestro Ul.
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Multicast/Broadcast Handling with Multiple APs on Tunnel Concentrator

In any type of deployment, multiple APs creates tunnel with the concentrator. In such scenario, the
multicast/broadcast traffic (such as DHCP discovers, ARP Requests) generated by the wireless clients needs to be
forwarded to aux/bridged port of the concentrator as well as to all the APs connected to the concentrator. Similarly,
when any multicast/broadcast traffic is received on the aux/bridged port of the concentrator it needs to be sent to
all the connected APs. In many situations, this broadcast can impact the performance and is better to restrict such
traffic to flow out to all the APs.

Tunnel Concentrator is equipped with ACL feature which allows to restrict such traffic. There are many different ways
by which ACL can drop the traffic. Each restriction is defined by an ACL rule. Refer ACL Configuration section for
detailed information.

I/'O"\. NOTE:
t‘lj Default rules in the ACL prevents the unnecessary broadcast and multicast to go out towards the APs.

Inter AP Wireless Client Communication (through Concentrator)

Different wireless clients on different APs can be configured to use same or different VLANs. When clients on different
APs but on same VLAN try to communicate with each other, then the concentrator bridges the traffic received from
one AP to other(s) access point(s) (if not restricted by ACL rules). However, when clients on different APs are using
different VLANSs (different subnets) then concentrator does not forward traffic from one AP to another AP.

Configuring L2ZGRE/EoGRE Tunnel Concentrator

To configure L2GRE/EoGRE tunnel concentrator, navigate to Services > Data Tunnel.

Figure 147 Configuring L2ZGRE/EoGRE Tunnel Concentrator

s 8
i
s 8
NOTE:
o) | NO
m Ensure that Promiscuous mode is enabled on the virtual interface that is mapped to Auxiliary/bridge
port of GRE.
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Table 44: Parameters displayed in configuring data tunnel page

Parameter Description

Allowed VLANs Represents list of VLANSs allowed through the tunnel. This list is used for allowed VLANs on
aux/bridge port and also serve as a filtering list for inter AP packet forwarding.

Bridged Port Configures Aux/Bridged port. Using this configuration, tunnel concentrator is configured
either for two port solution or single port solution.

Tunnel Status Represents whether the tunnel is enabled or not.

Logs and Statistics

o Collecting Logs: Logs are useful for debugging purpose. All related tunnel specific logs can be found in
/var/log/aurora/tunnel.log

e Statistics: Tunnel statistics are available under Services > Data Tunnel >Statistics.

Figure 148 Logs and Statistics

Access Control List (ACL) Configuration

ACL provides mechanism to filter out the unwanted traffic passing through the tunnel as well as traffic going between
the APs. ACL provides many options to deny or permit the traffic. Traffic can be denied / permitted based on MAC
layer, IP layer, and Protocol layer along with direction of flow. ACL is configured with the help of rules, each of them
comes with a precedence. In these rules, IN direction refers to traffic coming from APs to the concentrator and OUT
direction refers the reverse.

ACL comes up with default rules that prevent unnecessary broadcast and multicast to go out towards APs. With
these rules, the inter AP communication is blocked.

Figure 149 ACL Configuration
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Following are the screenshots for the different ACL rule categories:
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MAC Layer ACL
Figure 150 MAC Layer ACL
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Transport Layer ACL

Figure 152 Transport Layer ACL
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SNMP

This chapter provides the following information:

e Overview
e Enable SNMP
e Configure SNMP Parameters

e cnMaestro MIB (Management Information Base)

Overview

Currently, cnMaestro On-Premises supports SNMPv2c for basic monitoring data and online/offline traps and is a
cnMaestro X feature.

D NOTE:
tj:l SNMP uses UDP port 161 for GET requests and UDP port 162 for TRAPs.

Enable SNMP

To enable SNMPv2c, navigate to Administration > Settings > Optional Features and enable
SNMP management.

This turns on SNMP functionality within the Ul; however, the server itself will not start until the
SNMP Configuration is completed.

o) NOTE:
SNMP Services will not start until a valid configuration exists.

Figure 153 Enable SNMP

= Optional Features

SNMP
Enable SNMP X This feature requires configuration

1. Click Save.

Configure SNMP Parameters

To configure SNMP Parameters:

1. Navigate to Services > SNMP Configuration (this tab is only visible if SNMP is enabled)
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Figure 154 Configure SNMP
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2. Enter the SNMPv2c RO Community String name (maximum limit is 64 characters).

3. Enable the Trap Receiver check box and enter the IP Address.

N NOTE:
@ The user can configure the desired Trap Community string value in the cnMaestro SNMP configuration

page.

4. Enter the SNMPv2c Trap Community string name (maximum limit is 64 characters).

5. Click Save.

I/'O"\. NOTE:
If there are thousands of devices in your cnMaestro account, you should set your MIB browser or

snmpget command to use a minimum timeout of 20 minutes.

chMaestro MIB (Management Information Base)

The cnMaestro MIB can be downloaded from Cambium Support Center.

By default, the following OIDs are supported when SNMPv2 is enabled in cnMaestro On-Premises:
o .1.3.6.1.2.1 (mib-2)

e .1.3.6.1.4.1.2021(UCD)

o .1.3.6.1.6.3.1.1 (snmpV2 - snmpMIB)

e .1.3.6.1.6.3.1.2 (snmpV2 - snmpMIBConformance)

o .1.3.6.1.4.1.17713.23 (CAMBIUM - cnMaestro)
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RADIUS Proxy

Overview

cnMaestro On-Premises can act as a proxy server to authenticate RADIUS requests for cnPilot Wi-Fi devices. In
this scenario, cnMaestro acts as Network Access Server (NAS) for the RADIUS server.

In the below scenario, the Access Point sends RADIUS packets to cnMaestro On-Premises, and cnMaestro sends
them to the RADIUS server. cnMaestro can act as a proxy for either authentication or accounting messages.

Figure 155 RADIUS Proxy on cnMaestro On-Premises
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cniMaestro as Proxy Server RADIUS Server]

Minimum cnMaestro On-Premises Version Requirements

e Minimum cnMaestro On-Premises release version required: 1.4.1-b1.

e Minimum cnPilot AP release required: 3.3.

/0\‘ NOTE:
This feature is not available on the Cloud version of cnMaestro.

RADIUS Proxy Configuration

Follow the below procedure to configure RADIUS proxy on cnMaestro On-Premises:

1. Navigate to Shared Settings > AP Groups and WLANS page.

Select Enterprise WLAN to edit, and then select AAA Servers

Under AAA servers, select Proxy RADIUS through cnMaestro check box .
Configure Authentication Server details.

Configure Accounting Server details.

Configure NAS-Identifier. For this, include NAS-Identifier attribute to use in RADIUS Request packets and
Default to system name.

NG I NENI N

7. Push the configuration from cnMaestro to AP.
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Figure 156 RADIUS Proxy Configuration
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Citizen Broadband Radio Service (CBRS)

Citizen Broadband Radio Service subscription for CBRS-compliant devices in 3.6 GHz band (3550 MHz to 3700
MH2z).

NOTE:
o) o
m User must have an account in cnMaestro Cloud prior to enabling CBRS services in On-Premises.

Enabling CBRS in Cloud

1. Loginto cnMaestro Cloud account https://cloud.cambiumnetworks.com/.
2. Navigate to Services > CBRS page.

Select preferred Spectrum Access System (SAS) vendor.
CBRS

Account

Enable Citizen Broadband Radio Service subscription for the CBRS-compliant devices in 3.6 GHz band (3550 MHz to 3700 MHz). Learn more

Spectrum Access System (SAS)

l accept the CAMBIUM NETWORKS, LTD. “CBRS” TERMS OF SERVICE

| accept the CBRS Service payment terms

Enable

4. Click | accept the CAMBIUM NETWORKS, LTD. "CBRS"” TERMS OF SERVICES/| accept the CBRS Service
payment terms to activate Enable.

Click Enable.
6. Billing Information window pop-ups; enter the below input/sections:

Business Contact

First Name
Last Name
Email

Phone

Street Address
Zip Code
Country

State

Technical Contact
Enable Same as Business Contact if the Technical Contact is the same.

First Name
Last Name
Email

SAS Portal Contact
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Cambium Networks sets up the SAS portal account on behalf of the operator. Please
select whether you want to use a Business Contact, Technical Contact, or Other.

Click Save.

7. The Account page displays:
Token
Status
Total Devices
SAS
Contact Details

Payment Details
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Payment Details

a. Token:

The Token is used for authenticated communication with the SAS through Cambium Domain
Proxy. It is generated automatically once CBRS is enabled for the Cloud account.

b. Status:

e Displays the account status.

Pending Status Sucess Status

Status Semtis

" fccount Crested ¥ Arcount Created

¥ Sayment Method Verification Panding o Payrment Mathod Verified
¥ SA%D Allgestian Pending o SASD Allocsted

o ) - »* Account Enabled
9 Effective.Jul 07 2000 165440 (< 1m @ Effective Mar 18 2020 15:02:02 (1104 Th Om

Total Devices € Usa=e History
: - otal Devicas € Usaze History

IAPs, BESMs

1. Account Creation: Once the CBRS account is enabled, it displays the status as Created. Refer to
Step f for entering contact information and enabling account.

2. Payment Method: After adding the Payment Details with verification, displays the status as
Verified. Refer to Step g to add payment method after enabling account.

3. SAS-ID: Once the payment details are verified, the SAS ID is allocated automatically and displays
the status as Allocated.
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o) | NOTE

m When the SAS ID allocation is pending or unavailable in the server, even after the
payment details are configured and verified, it may take 1day to get the SAS ID.

4. Effective:

Grey - Indicates the pending status.
Green - Indicates success.

Red - Indicates the account has been deactivated.

c. Total Devices: Displays the count of Total Devices registered with the SAS using the Token ID, and Usage
History provides the list of devices registered with Month and Year.

Total Devices @ . Usage History .
0APs, 0SMs '

,/'0'\, NOTE
m Initially the device counts will be O APs and O SMs.

d. SAS: Displays the SAS vendor preferred by the operator.

(’0\, NOTE
m Contact Cambium support to disable CBRS operation or to change SAS Vendor.

e. SAS: An operator needs to select which SAS vendor they prefer.
f. Contact Details:

For new CBRS account migrations to the CBRS server, this information would have already been entered prior
to Step 6. Review and update if necessary, else press ahead to Step g.

Cambium Networks selectively communicates with both the Business Contact and the Technical Contact with
changes of interest: such as SAS administrator updates, changes in the CBRS initiative from the CBRS Alliance
and WInnForum, and announcements of new Cambium CBRS features and options.

Business Contact

Cambium Networks communicates with the Business Contact for all commercial aspects of the
CBRS Service such as invoicing, payment, change in terms, change in pricing, etc.

First Name- Enter the operator's First Name.

Last Name - Enter the operator’'s Last Name.

Email - Enter the valid email ID.

Phone - Contact phone number.

Street Address - Operator's company address.

City - Enter the city in the selected state.

Zip code/Postal Code - Enter the valid zip/postal code.
State - Select the state from the drop-down.

Country - Select the country from the drop-down.
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Technical Contact

Cambium Networks communicates with the Technical Contact for all technical aspects of the
CBRS Service, such as software updates, publication of release notes, learning guides, technical

issues, etc.

First Name - Enter the authorized prime technical contact's first name.

Last Name - Enter the authorized prime technical contact's last name.

Email - Enter the authorized prime technical contact's email address.

SAS Portal Contact

Cambium Networks sets up the SAS portal account on behalf of the operator. Please select
whether you want us to use the Business Contact, Technical Contact, or Other.

3\ | NOTE

m Google requires a Gmail address for registration.

Click Update.

O Contact Details

(O Business Contact

First Name
Last Name

Email

Street Address

ertyuic

iy
BANGALORE

TipCodelPostal Code
987654

State
Jnarkband
Country

India

BTechnical Contact
First Name

Vinod

Last Name

[O)SAS Portal Contact

Busiress Contact () Technical

Email (if not Business Cortact or Technical Contact]

pdate”. Learn more

Cambium will s portal acc atf. Please indicate whether you want us to use your Business Contact or Technical Contact for this purpose. Note that

o) | NOTE

m Once you click update, the Account Page will be overwritten by the current entries.
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g. Payment Details
Select one of the payment methods below:
Add Card Details
Add ACH Payment Method

=) Payment Details
Credit Card
FrEmmREERSEE0004 (expiration 1/2021)

Add Payment Method
Add Card Details Add ACH Payment Method

Billing History

Add Card Details
Enter the 16 digit Credit Card Number.
Select the Expiration Date and Year on the card.
Enter the CVV and Cardholder Name.
Click submit.

CBRS

Account = Management Tool Domain Proxy View

Add Payment Method
(® Add Card Details Add ACH Payment Method

Please Fill in Your Credit Card Details

Card Type

Card Number
Expiration Date - Select One - ¥ / - SelectOne - ¥
cwv _—

Cardholder Name

= Required Field

Add ACH Payment Method
Enter the ABA/Routing Number.
Enter the Bank Account Number.

Select one of the following Account Type:

Checking
Saving

Business Checking

Enter the Bank Name and Account Holder Name.

398 | Citizen Broadband Radio Service (CBRS)

Cambium cnMaestro On-Premises | User Guide



CBRS

Account | Management Tool Domain Proxy View

Add Payment Method
Add Card Details (®) Add ACH Payment Method

Please Enter Your Payment Details

ABA/Routing Number I:
Bank Account Number I:]
Account Type - Select One - ¥

Bank Name

Account Holder Name

= Required Field

Click submit.

Enabling CBRS in On-Premises

Perform the following to enable CBRS:

1.

2.

On successful activation of the CBRS service in the Cloud Anchor account, cnMaestro generates a Token.
Onboard the On-Premises to Anchor account.
User can Sync the CBRS token from On-premises or Anchor account

a. In On-Premises CBRS accounts page click Sync From Cloud to synchronize the CBRS token

Network Services > CBRS

Account Management Tool

Sync From Cloud

Config CBRS HTTP Proxy

ITTP Proxy ()

cnMaestro as HTTP Prosy

xternal HTTP Proxy (R

L Leam more

Domain proxy lest

b. Navigate to the Anchor account > Manage Instances > On-Premises Instances and click sync Now on CBRS
sync status

Name Type Stas Last Connected Ontosrded Uptime CBRS Sync Stotus

Select HTTP Proxy mode for SAS communication (refer to CBRS HTTP Proxy Configuration Options).

Click Save token. CBRS service will be enabled.

6. Click Domain Proxy Test to test Domain Proxy connectivity. If the test is successful, it will display the following

message:
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Success

Synchronize CBRS Configuration to the On-Premises Instance

/o) | NOTE:

From version 3.0.3 cnMaestro supports Synchronize CBRS Configuration to On-Premises instance.

Once On-Premises is connected to the Anchor account and the link is established between the Anchor account and
cnMaestro On-Premises, the user can synchronize the CBRS details (Token, SAS ID) to the cnMaestro On-Premises
instance to register CBRS devices.

Network Services > CBRS

Account Management Tool

Token (3)

Configure CBRS HTTP Proxy
® NoHTTP Proxy (0

cnMaestre as HTTP Proxy ()

Save Romain proxy test

= If user tries to Sync with the same SAS ID and with different CBRS token, during synchronization
it pushes the new token to the existing CBRS devices without any heartbeat loss or
deregistration of devices.

= If the user tries to synchronize through Cloud with different SAS ID and CBRS token, it displays
an error that the devices should be derigistered from On-Premises and needs to push the token.

CBRS HTTP Proxy Configuration Options

Cambium recommends using External HTTP Proxy for a highly available deployment, because cnMaestro software
updates may take a few minutes to complete, during which time communication with SAS through the Domain Proxy
will be affected.
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No HTTP Proxy

MNetwork Services > CBRS

Account  Management Tool

ct Cambium Suppon to disable C

ior, Learn more

Token (0
Syne From Cloud

Configure CBRS HTTP Proxy
®) Mo HTTP Praxy (D)

cnMaestro as HTTP Praxy (D)

External HTTP Prowy (Rec

User can configure existing HTTP proxy as an external proxy or can config

L Leam more

Save JOMAIN proxy 1est

e In On-Premises No HTTP Proxy is selected by default.

CBRS-compliant devices communicate with the Domain Proxy directly through the Cambium Domain Proxy.

7\ | NOTE:

Ny

Cambium Domain Proxy.

The On-Premises server and CBRS devices must have Internet access to communicate directly to the

cnMaestro as HTTP Proxy

Network Services > CBRS

Account Management Tool

tact Cambium Supg CBRS
an account in cnMaestro cloud ancho F As t
Token (3
| Syne From Cloud

Configure CBRS HTTP Proxy

No HTTP Proxy (@
®) cnMaestro as HTTP Praxy (O

External HTTP Proxy (Recommended) (1)

onfigure existing HTTF p nfig HTT nelp document.  Legm marg

Save Jomain prosy 1est

e Select cnMaestro as HTTP Proxy and a window pops-up. click Yes.

Confirm Selection

communication with the SAS server will be affected.
Are you sure you still want to proceed with cnMaestro as HTTP Proxy?

Cancel

Cambium recommends using External HTTP Proxy for a highly available deployment,
because cnMaestro software updates may take a few minutes to complete, during which time
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Warning:
Cambium recommends using External HTTP Proxy for a highly available deployment, because

cnMaestro software updates may take a few minutes to complete, during which time communication
with SAS through the Domain Proxy will be affected.

o CBRS-compliant devices communicate with the Cambium Domain Proxy through the local cnMaestro On-
Premises HTTP Proxy.

I/'O"\. NOTE:
m cnMaestro On-Premises must have Internet access.

External HTTP Proxy

MNetwork Services = CBRS

Account  Management Tool

tact Cambium Syppod to ¢

lave

Token O
| syne From cloua
Configure CBRS HTTP Praxy
No HTTP Proxy (@D
cnMaestro as HTTP Praxy (@

®) External HTTP Praxy (Recor

External Proxy Ul (D

Save Domain proxy test

CBRS-compliant devices can communicate with the Cambium Domain Proxy through an External HTTP Proxy such
as HA Proxy. Cambium recommends configuring High Availability on the HTTP Proxy.

7o\ | NOTE

m The External HTTP Proxy method is preferred, because upgrades to cnMaestro could result in proxy
downtime and lost CBRS connectivity.

e Configure the external HTTP Proxy to access the SAS Server through the Domain Proxy.
e Set the External HTTP Proxy as http://proxy-ip:port number.
Example: http://11.110.0.101:9090

For more details, refer Using a Domain Proxy for CBRS connectivity.
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No HTTP Proxy HTTP Proxy External Proxy

cniMaestro

Domain proxy .
Token |

cnMaestro
Domain proxy

cnMaestro
Domain proxy

Token |
enMaestor On-premisses St e i External Proxy <> mm;smw
SAS Admin Tool ms':s '::nr:l";‘::’ud | L \ Token : same as cloud
v
Devices
Devices Devices

Management Tool

The Management Tool helps run the CBRS procedure before physically connecting CBRS-complaint devices to the
network. The following Cambium CBRS-compliant devices operate in 3.6 GHz band frequency, ranging from 3550 to
3700 MHz:

/). | NOTE

E,l:l cnMaestro release 3.0.2 supports CBRS Multi-Grant feature. PMP devices require release 20.2 software
to support Multi-Grant feature.

e PMP450m AP 3 GHz

e PMP 450i AP and SM 3 GHz

e PMP 450 AP and SM 3.6 GHz

o PMP 450b 3 GHz (to be supported in future)
e PTP 450i BHM and BSHS 3 GHz

e PTP 450 BHM and BHS 3.6 GHz

e LTE 3GHz cnRanger 201SM

e LTE 3 GHz cnRanger 210 RRH

The CBRS procedure can be started and managed by an authorized CPI (Certified Professional Installer). CPIs are
required to enter necessary credentials to run and modify the CBRS parameters.

A sector view of CBRS page is shown below:

Services > CBRS

Account  Management Tool

Vi Jobs  ASIAPBHMRRH  kmpont Sector
Davice Name Duvice Type User ID Tool Frequency MHz)  Operating Frequency . Gramt Type  Sector ID Spectrum Reuse ID Status
AP-20B-129 PP 450( Connectorized  comiblumuser  NA 3655 . 3685 Single Oa-00-Je-45-4
AP-208381 3655 - 3675 Mustipic
3660 - 3670 Mustiple

ap20Bas

AP-208-46 3660 - 3670 Single

m B R @ B

BRIS202:411 3610 - 3630 Single SE-CHTn-36-
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The Download Report allows the user to download multiple device reports ina .CSV format.

Services > CBRS
Management Tool
Add APESMBIN  importSector  Meinguish Grant | Download Regert
Device Mame Davice Type User 1D Tool Frequency (MHz)  Operating Frequency ... Grant Type  Sector ID Spectrum Rouse 1D
o 4 _— : 00.00-30-45.4 4]
A @

The Relinquish Grant relinquishes all grants of selected sector. This will make devices to go to Registered state. The
device will start Multi-Grant procedure if Multi-Grant feature is enabled on device.

Device Name Device Type User ID Tool Frequency MMz} Operating Frequency .. GrantType  Soctor ID Spﬁ;trun;ﬁﬂneﬂ;‘ : "'Emu.s. - '
B
m
B
]
o 3 =]
,/'0"\, NOTE
m Relinquish Grant can be performed only for the Config_Synced devices which are running in Single
Grant.
PMP devices should be upgraded to release 20.2, which supports the Multi-Grant feature.

A sector can be created in two ways:

Add AP/BHM/RRH : Adding all parameters manually of an AP/BHM/RRH.

Import Sector: Uploading a file with all sector device details.

Add AP/BHM
1. Navigate to Services > CBRS > Management Tools and click Add AP/BHM/RRH.

2. Enter all parameters under the following categories when the user selects the Mode as AP/BHM:
Common Parameters: Device Name, Mode, Device Type, MAC Address, and MSN.

Location Related Parameters: Latitude, Longitude, Height and Height Type, Horizontal Accuracy and Vertical
Accuracy.

Antenna Related Parameters: External Antenna Gain, Beamwidth, Azimuth and Down Tilt.
Co-Existence Related Parameters: Sector ID and Spectrum Reuse ID.
Add CPI Certificate: Certificate File, File Password, CPIR Name.
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Add AP/BHMRRH

B Common parameters

Device Mame

Mode™
e -
Device Type* &

450 orized -

MAC Address™ €

MSHN™ &

User ID~ «»

= Location related parameters
Latitudie™

Longitude™ &

Height* &

Height Type* @

ARISL -

Horizontal Accuracy €

Vertical Accuracy €

= Antenna related Parameters

Integrated Antenna Gain (dBi)*~ &

External Antenna Gain (dBi)~ &

Beamwidth{degrea)™ €

Azimuih (degrees)™ &

Down Tilt (degrees)* @

= Co-Existence related parameters
Sector ID

Specirum Reuse D

Selsct Reuse 1D

Add CPI Certificate
her s

File Password &

CPIR Mame* &

Aucidl Cancel

Click Add to add a sector.

0N NOTE:
o Refer to CBRS Device Parameters for additional details.

Add RRH

1. Navigate to Services > CBRS > Management Tools and click Add AP/BHM/RRH.

2. Enter all parameters under the following categories when the user selects the Mode as RRH:
Common Parameters: Device Name, Mode, Device Type, MAC Address, and MSN.

Location Related Parameters: Latitude, Longitude, Height and Height Type, Horizontal Accuracy and Vertical
Accuracy.

Antenna Related Parameters: External Antenna Gain, Beam-width, Azimuth and Down Tilt.
ECGI Related Parameters : PLMN ID, ECI (eNode ID + PCI) and ECGI.

Co-Existence Related Parameters: Sector ID and Spectrum Reuse ID.
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o Add CPI Certificate: Certificate File, File Password, CPIR Name.

oo assHmRE—

= Common parameters

Dewice Marme

Latitude™ »

werticsl Accurscy o

= Antenna related Parameters

Imt=grated Antenna Sain (dE}* €

Azirmurh (degrees)t o

Down Tz (degressi— €

O ECGI related Parametsrs

PLMMN 1D~

= Co-Existences related parametiers
Sector 1D

m
I

Srectrum Reuss 1D

E
(e}
(e}

Add CP1 Certificate

Cerficane File* o

File Fassword €

o

Import Sector
To import a sector:

1. Navigate to Services > CBRS > Management Tool and click Import Sector.
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Import Sector Data

Excel File

Import Spreadsheet Download Template =

CPI information is neither stored on client nor on the server. It
protects against any misuse of CPI certificate and its password.

Certificate File*

Import Certificate

File Password

User ID* ©

cambiumuser

CPIR Name*

Administrator

Sector ID

Spectrum Reuse ID
Select Reuse ID ~ | Add

Import

2. Click Download Template if user does not have Import Sector template. Users can download two different
template formats: PMP Excel or PMP ODS.

3. Click Import Excel to select Import Sector template file. File must be Microsoft Excel format (.xlsx) or
OpenDocument Spreadsheet (ods) formats.

4. Enter CPI credentials:
a. Upload CPI Certificate File by clicking Import Certificate.
b. Enter CPI File Password.
c. Enter CPI Registered Name.
Click Import once the file is selected.

6. Import status is displayed as Success, Info, and Invalid.

@ Success: 2Device(s) have been claimed. v

© Invalid: 1 Device(s) are not valid. v

7. Details of Success, Info and Invalid can be seen by clicking arrow ( %).
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© Invalid: 1 Device(s) are not valid. s

MAC Error

0a-00-3e-45-11-24 Serial Number is invalid

8. Ifthe device is already claimed, it can be onboarded by clicking the onboard link.

@ Info: 2 MAC(s) already claimed. Please onboard v
these devices, if not onboarded yet.

Management Tool Sector Statistics

To view Sector Statistics:

1. Navigate to Services > CBRS > Management Tool.

=

2. Click View Sector Statistics under Status.

> CBRS

Managnt Tl

Davice Mame Device Type User 1 ool Fraquency (MM] Operating Frequency (MMl Grar Type Sector 1D Spactnam Reas 1D

B B E\‘H-‘_I ?

3. Sector Statistics window pops-up and displays as shown below:

AP-208-46 Sector Statistics

Device Information

Registered 2

Grant Information

Authorized 2

NOTE:
(o) ©
t];l Refer to the CBRS State Diagram for additional details.

Search Management Tool Sector
To search for a sector:
1. Navigate to Services > CBRS > Management Tool.
2. Select search option CBSD or MAC:
CBSD: Search by CBSD ID
MAC: Search by MAC ID

3. Enter text in search box to display filtered records.
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Mac -

CBSD Device Type User ID

Mac

NOTE:

device.

If an AP device is entered in the search option, it displays the both AP devices and the related SM

If an SM devices is entered in the search option, it displays only the SM devices.

4. Filtered AP or sectors can be cleared by clicking or Clear button.

Sector View

1. Click a sector from the Sector AP column to get the list of devices.

Sector AP Device Type

"208.41" PMP 450 Integrated

2. All devices of sector is displayed.

Management Tool > AP-208-129

7 NiA
2 3655 - 3685

AddSMUBHS  RelnquishGrant=  Delete =

Deregisten =

Device Name Device Type  Mode Health MSN Latituce Longitude Syne Expiry Time Height Grant Status

AP208-129 PMP 4500 Co_ AP Onling MEVHOVTS

44426736 NOATIG

SH-208-130 PMP 450 InL M Online MEVHOOI0. 44426735 N04TISI6 WA 22 @ Ureegisie

rart Expant =

Ni& 22 @ Unregistores

impen | &

Sync State  Actior
7
M e

Sector Details View

The Sector Details view displays the following fields by default:

Device Name, Device Type, Mode, Health, MSN, Latitude, Longitude, Sync Expiry Time, Height, Grant Status,

Sync State, and Actions.

gement Tool > AP-208-129

tf WA
iz 3655 - 3685

Decegistar =

Dovico Type  Mode Hoalth Sync Expiry Time Haight

BP208129 PP 4501 Co, AF MEVHOVTS

Sat Export = mport W

Grant Status SyncState  Actior
@ Urvegistons Mot Synce 7

SM can be added in the sector by manually entering all parameters using the Add SM button or uploading a file

containing SM details using the Import SMs button.

Action column can edit or delete any device in the sector. Edit and Delete buttons will available depending of

device state. Refer to Edit Device and Delete Device for more details.

Click =7 ontop bar to include additional fields in Sector Details view.
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= General

Device

Health

CBSDID

Horizontal Accuracy

ECGI (E-UTRAN Cell Global
Identifier)

= Location

Latitude

Height

E | Antenna

Integrated Antenna Gain
(dBi)

Azimuth (degrees)

Max EIRP (dBm)
Granted EIRP (dBm)

Mode
MSN

/] Sync Expiry Time

Vertical Accuracy
Grant Status

Sync State

Longitude
Height Type

External Antenna Gain (dBi)
Beamwidth (degree)

Down Tilt (degrees)
Requested EIRP (dBm)

SAS Recommended EIRP
(dBm)

e Use the following buttons to control CBRS procedure:

Device Name Dovice Type  Mode Health

Start and Stop manage the CBRS procedure of a sector.

Reinitialize: re-starts the CBRS procedure from UNREGISTERED state.

Deregister: deregisters the device (single or multiple).
Spectrum Inquiry: checks the availability of frequencies.
Delete: deletes device (single or multiple).

Export: exports the sector data in .xIsx format.

Import: imports the SM in the sector.

Relinquish Grant: relinquishes grants which generated in Wide-Grant mode.

e Once the sector is authorized (enters the AUTHORIZED state), = button transfers grant details from

Management Tool to real devices.
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Add SM/BHS

Add SM/BHS

= Common parameters

Dewvice Marm=s

Latitude™ &»

tegrated Antenna Sa dEi}* &

& Password €

1
1
1
i
5o
n M

Sdd Cancsel

1. Navigate to Services > CBRS > Management Tool and select a sector.
2. Click Add SM/BHS button to add SMin a sector.
3. Enter all parameters under following categories:

Common: Device Name, Device Type, MAC Address, and MSN.

a.
b. Location: Latitude, Longitude, Height and Height Type, Horizontal Accuracy and Vertical Accuracy.
C.

Antenna Parameters: Integrated Antenna Gain, External Antenna Gain, Beam width, Azimuth and Down Tilt.

d. Add Certificate: Certificate File, File Password and CPIR Name.
4. Click Add to add an SM.

Import SMs

1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Import SMs button to import SMs in a sector.

3. Enable the Re-Import Devices to overwrite the previous imported data and deregister all existing devices.
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Import SM Data

Excel File

Import Excel Download Template -

ver. It

Pl cerificate and its password.

w
[1+]

Certificate File®

Import Certificate

File Password

User ID* &

CPIR Mame*

Administrator

Sector ID

Spectrum Reuse 1D

Reimport existing devices
This action will overwrite the previous imported devices and de-

register all existing devices

4. Click Download Template if user does not have Import Sector template. Users can download two different
template formats: PMP Excel or PMP ODS.

5. Click Import Excel to select Import Sector template file. File must be Microsoft Excel format (.xIsx) or
OpenDocument Spreadsheet (ods) formats.

6. Enter CPI Credentials:
e Upload CPI Certificate File by clicking Import Certificate button.
e Enter CPIFile Password.
e Enter CPIRegistered Name.
Click Import button once the file is selected.

8. Import status is displayed under Success, Info and Invalid sections.

@ Success: 2Device(s) have been claimed. '

O Invalid: 1 Device(s) are not valid. v

9. Details of Success, Info and Invalid can be seen by clicking .

© Invalid: 1 Device(s) are not valid. ~

MAC Error

Serial Number is invalid

10. If the device is already claimed, it can be onboarded by clicking onboard link.
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© Info: 2 MAC(s) already claimed. Please onboard v
these devices, if not onboarded yet.

1. Once the user clicks Import, a job will be scheduled and updated once complete.

Job Status (import): Scheduled Stop Job

Export Sector
1. Navigate to Services > CBRS > Management Tool and then select a sector.

2. Click Export button to export the sector and pop-up a window as xlsx.

Management Tool > AP-208-128

irp MA
iz} 3655 - 3685

AGGSMEHS | RefnquishGrant=  Delete»  Deregister ™

Bevice Name Duvice Type  Mode Health SN Latitude Longitude  Sync Expiry Time Height

3. Once the user clicks as xlsx, a job will be scheduled and will update once complete.

Job Status (Export): Completed Download

4. The Requested EIRP column of the exported spreadsheet is the most recent configuration value known to the
tool, not the most recent value updated from the device via the LIVE status feature, even though the tool displays
the updated value from the device on the GUI. Take, for example, an operator who originally loaded a
spreadsheet into the tool with an AP requested EIRP of 35 dBm. The operator pushes that configuration/grant to
the device, but weeks later they decide to relinquish that grant and request for a new grant for 37 EIRP. Let's
assume the relinquish and new grant request was done directly on the AP.

5. The AP would live update cnMaestro with the new EIRP value of 37, which would be displayed on the CBRS
Management Tool Ul. However, an export from the tool would populate the newly created spreadsheet with the
tool database value of 35 EIRP.

6. Once the Job status is Completed, click Download to download the Sector xIxs.

Please Confirm
Previously (< 1m ago) exported file is also available for download.

| Download ‘ Export

NOTE:

) o

t_l:l Download button is enabled only for two hours from the time of export job status is completed. After
two hours, the user needs to schedule the export job to download the latest xIxs file.

7. User can use the downloaded .xIxs file for importing into the sector. To import, save the file as shown in the below
figure.
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Info
Open the downloaded document,

enable editing and save the file to work
properly.

Edit Device

—_

Click Stop button if the CBRS procedure is running.

Click Edit button to edit device parameters.

NS

Enter CPI credentials:
= Upload CPI Certificate File by clicking Import Certificate button.
= Enter CPI File Password.

m  Enter CPI Registered Name.

il s R T

= Comirsen perasssete s

Lergtass Fimres

Uwrcicss Dypss™ 8

BLSD Sabimsan T

i A

S e smrrs s bt 1w b

b b AT s L S35
E ey S s, (2SS W
t]
S pam T S mem T i
4
o T T Ly ]
Lo [ pe=s——" ]

Rl LT CerShoests
E - P e B i

- el @l = .

e ey

5. Click Save.
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Delete Device

1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Stop button if the CBRS procedure is running (the CBRS procedure is considered running if the START
procedure described below has been invoked, and if all devices in AUTHORIZED state).

3. Deleting SM:

Select SMto de-register if it is not in UNREGISTERED state (refer to CBRS State Diagram).

4. Once the SMis selected, click Delete to display All or Selected. Click Selected.

All - Delete the complete registered SM devices.

Selected - Delete the selected device.

Management Tool > AP-208-129

MNiA
iz} 3685 - 3685

Device Name Device Typs  Mode Hoalth

AP-208129 BV 4501 C

Geant Status SyncState  Action

Stan Epone | | impen || B

4

s

5. Display pops-up to confirm the action and click Yes.

Please Confirm

This action will delete 1 device(s) under current sector. Do you
want to continu

The device will be deregistered from SAS, if it is registered
and synced

Yes No

6. Once the user clicks Yes, a job will be scheduled and update once complete.

Job Status (Delete): Completed with device(s) failure

7. Deleting an AP:

All SMs of the sector must be deregistered before deleting an AP. Refer to Deregistration procedure to

deregister all SM devices.
Select AP of the sector to delete. Start CBRS procedure.
Click Delete.

Start CBRS Procedure

The Start button starts the CBRS procedure for a Wider-Grant sector.

1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Start to start CBRS procedure of a sector.

3. Once the user clicks start, the Spectrum Inquiry window pops-up.
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Spectrum Inquiry (Wed Mar 31 2021 22:42:13 UTC +0530)

Editing the co-existence parameter will reset the SAS timer. Edit only if realy needed

10 00 5

= sAS provided spectrum availability view

This feature will enable mult grant on the tool.

Sorted By Ranking

B 4 H 3 4 [

H

#3

: 1500 B0 0
580 1500 IS0 |0 |20

Soned By Frequency

k-

Unavailable ¥ FAL # Selecied frequency range B GAA

[= Co-Existence Configuration

Sector D Spectrum Reuse ID
B = Edit
= Spectrum Reuse |D Stafistics
Spectrum Reuse |0z akeady defined in your Network
Spectrum Reuse [D Center Frequency (MHz)/Channel Bandwidth (MHz) [ Sector Count]

Balaj e B R BN o W

= EIRP computation

Devices are listed with calculated maxEIRP and requested EIRP based on the selected center frequency and channel bandwidth. Click Save to update the
EIRP of devices and continue the procadurs

| understand, SAS may tske up to Sh 40m to fully procsss the co-ex parameters and the Spectrum Inquiry response may not be updated yet

Center Frequency (MHz)* Channel BW (MHz)* SAS Allowed Total MaxEIRP (dBm)
Please Selecl - Please Selecl - @ Calculste Max EIRF
s O\' NOTE:

D_Ij Multi-Grant is enabled by default.

4. User can disable the Multi-Grant feature by disabling the checkbox This feature will enable multi grant on the tool
to create Wide-Grant. To create Multiple Grant, refer Multiple Grant.

5. Click Edit to edit Co-Existence Configuration and EIRP Computation.

= Spectrum Reuse ID Statistics displays the devices running on different sector, channels, and
bandwidth based on the Spectrum Reuse ID.

6. Once the Spectrum Inquiry is verified, click Save.

Once the Sector is created it displays as shown below:

Mansagment Tool > AP-208-129

WA

A SMEHS | MeiguinhGraes «  Duivare | Dorepuier = || Sporm by = Bgerts | o W
Device Name DeviceType  Msde Mears. N Lastude [roses Sy Gpiny Tome Haignt Gram Sorin Symc Stats action

FrEnE e ar v +a2670 BT 20303 - o Serced £

T > u " “ nas o ® [ s
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_/O\ NOTE:

Ejj o If the device is already synced with the Management Tool, the CBRS Start and Stop procedures are
not applicable for all the synced devices.

o |If user does not see the Start button, it means the CBRS procedure is already running.

o Ifall devices of the sector are in AUTHORIZED or HALT status and the user tries to start the CBRS
procedure, the Start button will go to Stop state (as CBRS procedure is completed for all devices).

Multi-Grant

Multi-Grant feature divides selected channel bandwidth in multiple of 10 MHz channel. If the selected channel
bandwidth is 5 MHz or low/high frequency contains 5 MHz raster, the slice would be in 5 MHz channel. Each slice will
initiate a separate Grant procedure and status will be updated accordingly..

To enable Multiple Grant for new sector:

1. Navigate to Services > CBRS > Management Tool and select a sector.
2. Click Start to start CBRS procedure of a sector.

3. Once the user clicks start, the Spectrum Inquiry window pops-up.

Spectrum Inquiry (Wed Mar 31 2024 20:22:41 UTC +0530]

Editing the co-sxistence parameter will reset the SAS timer. Edit only if really needed

= sAS provided spectrum availability view

[#] This feature will enable mult grant on the tool.

3580 1500 600 300
S0 Y00 =0 ]

Soned By Frequency

Sorted By Ranking

20

30

P REEREE

10

) 11 1
1560 350

* { i MH )

t e EIRY

Unavailzble @ FAL W Selecied frequency range @ GAA

[= Co-Existence Configuration

Sector D Spectrum Reuse 1D

= Spectrum Reuse ID Statistics
Spectrum Reuse [Ds akeady defined in your Metwork
Spectrum Reuse ID Center Frequency (MHz){Channel Bandwidth (MHz) [Sector Count]

Balaj G W EEsl SN Beon @

= EIRP computation

=r frequency and channel bandwidth. Click Save to update the

Dievices are i

| understsnd, SAS may take up to Th 39m o fully process the co-ex parameters and the Spectrum Ingquiry response may not be updated yet
Center Frequency (MHz)* Channel BW (MHz)* SAS Allowed Totsl MaxEIRP (dBm)

Please Selecl - Please Select - W Calculste Max EIRP
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D) NOTE:
t‘lj Multi-Grant is enabled by default.

4. Click Edit to edit Co-Existence Configuration and EIRP Computation..

= Spectrum Reuse ID Statistics displays the devices running on different sector, channels, and
bandwidth based on the Spectrum Reuse ID.

5. Accept the checkbox process of the Co-Existence parameters.

NOTE:
(’0\. (@)
SAS may take upto 7 to 8 hours to fully process the Co-Existence parameters.

6. Once the Spectrum Inquiry is verified, click Save.

Once the Sector is created with Multiple Grants will be displayed as shown below:

Manggement Tool > AP-208-181
- N ]
T e ]
Campleted

To view the Grant Status click the info icon ® displays as shown below:

Grant Status

1 Authorized

Last Heartbeat: Mar 31 2021 22:51:27
:h Gra Frequency (MHz): 3655 - 3660

Channel BW (MHz): 5

Spectrum Inguiry O
ime atus @
2 Authorized

Last Heartbeat: Mar 31 2021 22:51:27 @
Frequency (MHz): 3660 - 3670

Channel BW (MHz): 10

3 Authorized

Last Heartbeat: Mar 31 2021 22:51:27
Frequency (MHz): 3670 - 3675
Channel BW (MHz): 5 Showim

Relinquish Grant

The Relinquish Grant relinquishes all grants of selected sector. This will make devices to go to Registered state. The
device will start Multi-Grant procedure if Multi-Grant feature is enabled on device.

To Relinquish Grant Perform as follows:

1. Navigate to Services > CBRS > Management Tool and select a sector with Single Grant.
2. Oncethe SMis selected, click Relinquish Grant to display All or Selected. Click Selected.
= All - Relinquish all the registered SM devices.
= Selected - Relinquish the selected device.
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3. Click Yes to confirm the action.

Please Confirm

This action will perform relinquish on 1 device(s) having single
grant. After relinquishing the grant, the AP will request multiple
grants.

Live update information may take up to several minutes to show
the changes.

Do you want to proceed?

NOTE:
o)
Live update information may take upto several minutes to display the changes of reflected relinquish
status.

Once the user clicks Yes, Wider Grant gets converted to the Multiple Grants as shown below:

D S ——— [P Bt = | | et || B

Dewin bamme Device Typs  Made bt [ Latiut Longitude Syme Expiry Timw Haight Geant st Syne State Actioes

o000 Hot S s =

20848 ——— RDOSIINCH 844267 pearss 2am 22 o000 B ¥

Stop CBRS Procedure
The Stop button allows the user to stop the CBRS procedure for a sector.

1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Stop button to stop CBRS procedure of a sector.

D NOTE:

o If the device is already synced with the Management Tool, the CBRS Start and Stop procedures are
not applicable to the synced devices.

o Ifuser does not see the Stop button, it means the CBRS procedure is already in stopped state, Start
and Stop are toggles.

o Ifall devices of the sector are in AUTHORIZED state, the CBRS procedure will automatically stop.
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Reinitialize CBRS Procedure

The Reinitialize button allows the user to start the CBRS procedure for a sector and reinitialize selected devices
(Reinitialize = Start of sector + Reinitialization of user selected devices). At least one device must be selected in
order to enable Reinitialize button. On click of Reinitialize the selected devices are reinitialized to UNREGISTERED
(irrespective of previous CBRS state).

1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Stop if the CBRS procedure is already running.

3. Select one or more devices to be reinitialized.

NOTE:

3\ | NO

You might notice some delay in enabling Reinitialize button after pressing Stop button. It is due to a
delay in properly stopping the CBRS procedure.

4. Click Reinitialize to start the reinitialization procedure.

NOTE:
(o)
Synced devices cannot be reinitialized.
Reinitialize modifies or corrects the parameters. For example, if a device is in HALT state due to a
parameter error, the user can stop the CBRS procedure and reinitialize the device after modifying
device parameters.

Deregistration
The deregistration procedure allows the user to deregister devices from the Domain Proxy.

1. Navigate to Services > CBRS > Management Tool and select a sector.
2. Click Stop if the CBRS procedure is already running.

3. Select one or more devices which need to be deregistered.

4. Click Deregister to deregister selected devices.
5

Once the user clicks Deregister, once a job will be scheduled and update once complete.

Job Status {Deregistration): Completed

6. Incase, the deregistration fails, the reasons will be indicated under .

Spectrum Inquiry
1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Spectrum Inquiry button.
3. Spectrum Inquiry status buttonis enabled once the device is registered (REGISTERED state) to the SAS.

If the selected SAS is not Google, EIRP is unsupported, and Spectrum Inquiry is displayed as shown below:
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Spectrum Inquiry (Wed Mar 31 2021 20:24:27 UTC +0530)

3570 3510
3570 3610

&

8

Wl EIRP (dEm par MHz)
.-

o

Unavailable # GAA & PAL

12

2640
3650

2650
3660

3660
3670

B70
3580

3680
2600

3700

e |Ifthe usersis selected SAS is Googdle, it supports EIRP. Spectrum Inquiry displays as below:
Spectrum Ingquiry
Time Mon Jun 22 2020 22:25:15 GMT+0530
1%
13
% 10
B e
s
’ I||
]
& F L EA i T A A A
Unavailable @ GAA @ PAL
o GAA: General Authorized Access
e PAL: Priority Access License

Spectrum availability can be checked by hovering over frequencies.

Live Status Update

Once the device is Config synced, displays the CBRS details like CBSD ID, Grant ID, CBSD Grant State and Last

Heartbeat Time from the devices every 5 minutes.

Management Tool > AP.-208-181
S Hai B85S 6TS

MM 3655 . J6TS

[T [p——
Geant Saatn

oeo

000« o

It displays the possible single Grant state such as:

o Unregistered

o Registered

e Registering

e Grant

e Grant Suspended

e Grant Terminate

e Relinquished Spectrum
o Relinquishing Spectrum
o Authorized

e Deregistering

e Unknown
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Management Tool Sync

The Sync procedure allows the user to transfer grant information from the Management Tool to a real device. The
Sync action can only be performed on an AP or BHM. The SM and BHS are synced automatically when they come
online. Once the AP/BHM/SM/BHS are synced, no further action is taken from Management Tool.

1. Navigate to Services > CBRS > Management Tool and select a sector.

2. Click Sync to perform the synchronization procedure.

3. Click Yes to enable CBRS on AP/BHM after successful sync or click No to cancel synchronization procedure.

Once Yes is clicked, the Management Tool checks the accessibility of AP/BHM and proceeds with sync.

'/—O_\' NOTE:
D.lj e AP or BHMrequires manual Sync whereas SM or BHS does not require manual Sync. The latter two

are synced automatically.
e Once the device is synced, it cannot be administered by the Management Tool.

e The Sync procedure copies CBRS parameters to the device and enables CBRS to transmit with
configured parameters.

CBRS State Diagram

1
Repeating Héa rtheat
1

AUTHORIZED

0N NOTE:

o]
m GRANT_SUSPENDED is a temporary suspend state where HEARTBEAT messages are sent for an
extended period prior to getting AUTHORIZED.

The CBRS procedure has the following states:

o Authorized
o Deregistered

e Deregistering
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Deregistration Failed

Granted
Grant Failed

Grant Suspended

Grant Wait
Halt
Heartbeat

Heartbeat Failed

Others

Registration Failed

Registered
Registering

Relinquished Spectrum

Relinquishing Spectrum

Relinquishing
Unknown

Unregistered

CBRS Device Parameters

Category

Common

Parameter

Channel
BandWidth
(MH2)

Details

Channel Bandwidth of AP or BHM in MHz.

Center
Frequency
(MHz)

Center frequency of AP or BHM in MHz.

Device Name

Name given to device on SAS Admin (max 120 characters. This is to identify
device on SAS Admin: it does not get copied to the device via sync.

Device Type

Drop-down selection of supported devices.

MAC Address

MAC address of the device.

MSN

Serial number of device.

User ID

Unigue identifier is assigned by the SAS. The User ID is part of the
registration request message. The wrong User ID leads to REGISTRATION_
FAILED.
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Category Parameter Details
Height Device antenna height in meters.
Height Type Should be AGL or AMSL as follows:
o AGL height is measured relative to the ground level.
Location e AMSL height is measured relative to the mean sea level.
Horizontal A positive number in meters to indicate the accuracy of the device antenna
Accuracy horizontal location.
Latitude Latitude of the device antenna location in degrees.
Longitude Longitude of the CBSD antenna location in degrees.
Vertical A positive number in meters to indicate the accuracy of the device antenna
Accuracy vertical location.
Co-Existence Sector ID The default AP MAC address and allows editing the default MAC address.
Related
Parameters Spectrum The Spectrum Reuse ID defined in the network.
Reuse ID
PLMN ID Public and Mobile Network Identifier.
ECGI Related . . . .
ECI E-UTRAN Cell Identifier. It is a length of 28 bits and contains the eNodeB-ID.
Parameters
ECGI Enter the both PLMN ID and ECI parameters and it calculates displays in the
ECGiI field.
Azimuth Boresight direction of the horizontal plane of the antenna in degrees with
(degrees) respect to True North.
Beamwidth 3-dB antenna beam width of the antenna in the horizontal-plane in degrees.
Antenna
(degree)
Parameters
Downtilt Antenna downtilt in degrees.
(degrees)
External Peak gain of external antenna connected to device in dBi.

Antenna Gain
(dBi)

Integrated
Antenna Gain
(dBi)

Peak gain of integrated antenna in dBi.

Add Certificate

Certificate CPI's (Certified Professional Installer) certificate.
File
CPIR Name CPI's registered name.

File Password

CPI's private password.
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Using a HTTP Proxy Server for CBRS Connectivity
Proxy Suggestions for CBRS Connectivity

We do not recommend against using cnMaestro On-Premises, as a HTTP Proxy for CBRS connectivity. Normally,
upgrades to cnMaestro that result in a small amount of downtime do not impact network devices under
management. In the case of CBRS even a brief outage of the proxy during upgrade will result in a network outage.

External Proxy Requirements

If you already use a forward proxy in your network, continue to use it rather than set up a new one. Connections will
be made using HTTP CONNECT to sas.cbrs.cambiumnetworks.com and your proxy needs to allow this. ATLS
intercepting proxy (such as a security gateway) will break connectivity.

Squid as External Proxy

The following configuration will work for an external proxy configuration, but it does not offer high-availability, and it
may not be in line with your network standards. We have tested this configuration using on fresh installs of:

e Ubuntu 20.04 / Squid Cache: Version 4.10
e Centos 7/ Squid Cache: Version 3.5.20

## WARNING:

## While this config may work for your use case,

we encourage you to follow your own best practices and modify this file for your network.

## Tested on squid version 4.10

## This localnet ACL is not useful unless you want to use this proxy for anything other than a
cbrs proxy.

#acl localnet src 10.0.0.0/8 # RFC1918 possible internal network

#acl localnet src 172.16.0.0/12 # RFC1918 possible internal network

#acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

facl localnet src fc00::/7 # RFC 4193 local private network range

#acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines

## This cbrs ACL limits connections to sas.cbrs.cambiumnetworks.com only.

acl cbrs dstdomain sas.cbrs.cambiumnetworks.com

## Updates require access to destinations under cloud.cambiumnetworks.com

## This is a separate ACL for readability, but can be combined with the cbrs ACL if preferred.
acl cloud dstdomain .cloud.cambiumnetworks.com

## This group blocks http CONNECT to non-standard https ports

acl SSL Ports port 443

acl CONNECT method CONNECT

http access deny CONNECT !SSL Ports

## Allow access only to the sas and cloud acls. Add your own ACLs here if needed

http access allow CONNECT cbrs

http access allow CONNECT cloud

http access deny all

## We dont need any cache for proxying cbrs traffic cache deny all Port config, change this to
suit your requirements

http port 3128

HA for Squid external proxy

Since a standalone proxy is a single point of failure, we recommend using an HA setup for Squid. This can be done
using Pacemaker or DRDB.
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LTE

cnMaestro supports LTE as part of its On-Premises deployment. LTE allows customers to onboard the SM with IMSI
into cnMaestro.

System access in cnRanger is dependent on installation of SIM credentials on every BBU in the operator network. To
ease the operations aspects of SIM card management, cnMaestro provides utilities for claiming, managing, and
distributing Cambium Networks cnRanger SIM card credentials (39 party SIM cards are not currently supported on
cnRanger).

Adding SIM Cards
To add a SIM card:

1. Navigate to Services > LTE.

e S st = et Mtn -

2. Click Add. The following window appears.

Add SIM Cards

Upload CSV File

Select File

Add Cancel

3. Select the CSV file and click Add.

D NOTE:

For further information on claiming the SIM through a cnMaestro account, refer to
https://support.cambiumnetworks.com/files/cnranger/beta

To delete a SIM card from the list click Delete. The following window pops-up.

Delete SIM Cards

Serial Number

Total 10 SIM cards will be deleted.

Delete Cancel
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,fo‘\, Note:
t,lj IMSI numbers are deleted with the mapped Serial Number.

Viewing BBU SIM Status
Allows the users to view the status of the SIM connected to the BBU:

1. Navigate to Services > LTE.

2. Click View BBU SIM Status.

BBU Sim Status

Name v Pl v MAC State Last Updated Time

$800-2D0172 192.168.158.60 SKIPPED Feb 19 2020 15:12:00
S800-2D009D 10.120.253.60 SKIPPED Feb 19 2020 15:12:00
$800-2D006D 10.120.242.20 SKIPPED Feb 19 2020 15:12:00
$800-2D01B1 10.120.152.5 SKIPPED Feb 19 2020 15:12:00
RV-5800-2D0067 10.120.110.1 COMPLETE Feb 19 2020 15:12:00
Zurich Tower BBU 10.120.108.60 COMPLETE Feb 19 2020 15:12:00
S800-2D00E2 10.110.243.20 COMPLETE Feb 19 2020 15:12:00
$800- 10.110.243.16 FAILURE Feb 19 2020 15:12:00
5800- 10.110.243.12 COMPLETE Feb 19 2020 15:12:00
$800-2D00C7 10.110.243.12 SKIPPED Feb 19 2020 15:12:00

Showing 1 - 10 Total: 14 10 » o 2 Next>
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Administration

This section includes the following topics:

e User Management

e Server Management

e Syslog
e Webhooks
e Audit Logs

User Management

This chapter provides the following details:

e Authentication
e Local Users
e Authentication Servers

e Session Management

Authentication

cnMaestro On-Premises supports a Primary mode of authentication and an optional Secondary mode. If the Primary
mode is Local Users (users specified in cnMaestro in the Users tab), no Secondary mode is available. If the Primary
mode is an Authentication Server, then the Secondary mode will be set to Users and cannot be changed.

Local Users
To add Local Users, navigate to Administration > Users.

Figure 157 Adding Users

T . S . T VR, SR . S
m @M ®m W O m W O® W o@m o

Role-Based Access

Each user is assigned a Role that defines their authorization. On successful authentication, every request from this
user is processed in light of their Role.

cnMaestro supports the following user Roles:
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e Super Administrator - Super Administrators can perform all operations.

e Administrator - Administrators can modify cnMaestro application functionality, but they are not able to edit User,
API, or Server configuration.

e Operator - Operators are able to configure device-specific parameters and view all configuration.

e Monitor - Monitors have only view access.

e CPI - CPI can perform onboarding the devices using the CBRS tool and has the view access only.

o) NOTE:

m e cnMaestro On-Premises allows the user to limit the number of concurrent sessions for each Role and
display current active user sessions.

e CPlroleis authorized only when the CBRS is enabled.

Role-Mappings

The table below defines how Roles are authorized to access specific features.

Table 45: Role-Mappings

Feature Description

Authentication Services

Create and configure Authentication servers.

Super Administrator - All
Administrator - None
Operator - None
Monitor - None

CPI- None

APl Management

API Client. administration.

Super Administrator - All
Administrator - None
Operator - None
Monitor - None

CPI - None

Application Operations

Application level operations such as to create, update and delete
operations for Networks, Towers/Sites. Bulk device configuration.

Super Administrator - All
Administrator - All
Operator - None
Monitor - None

CPI - None

Application Settings

Change global application configuration and onboarding key.

Super Administrator - All
Administrator - All
Operator - None

Monitor - None
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Table 45: Role-Mappings

Feature Description

e CPI-None

Configuration/Software Update Manage configuration/software update and scheduled report related jobs

and Scheduled Report Jobs e Super Administrator - All

e Administrator - All
e Operator - All

e Monitor - None

o CPI-None

Data Tunnel Data tunnel configuration.

e Super Administrator - All

e Administrator - All

o Operator - View

e Monitor - View (Statistics tab only)

o CPI- View (Statistics tab only)

Device Operations Device operations such as reboot device, link test, connectivity test,
technical support file download, and Wi-Fi performance test.

e Super Administrator - All
e Administrator - All
o Operator - All

e Monitor - None (except Wi-Fi Performance test which is supported in
On-Premises only)

e CPI- None (except Wi-Fi Performance test which is supported in On-
Premises only)

Device Overrides Per-device configuration, including updating AP Group and applying
configuration.

e Super Administrator - All
e Administrator - All

e Operator - All

e Monitor - None

e CPI-None

Global Configuration The ability to create and apply configuration for global features such as
Templates, WLANs, AP Groups, auto-provisioning, and bulk sync
configuration.

e Super Administrator - All
e Administrator - All

o Operator -View

e Monitor - None

e CPI-None
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Table 45: Role-Mappings

Feature Description

Guest Portal

Guest Portal configuration.

e Super Administrator - All

e Administrator - All

e Operator -View

e Monitor - View (sessions only)

e CPI- View (sessions only)

Monitoring

Display of monitoring data at all levels, VM Monitoring
e Super Administrator - All

e Administrator - All
o Operator - All
e Monitor - View

e CPI-View

Managed Service Provider (MSP)

MSP operations such as modification of branded service, managed account
and user invitations.

e Super Administrator - All
e Administrator - View

o Operator - None

e Monitor - None

e CPI-None

Note: Operator/Monitor users are not permitted to move devices across
managed accounts.

Notifications

Alarms and Events management.

e Super Administrator - All
e Administrator - All
o Operator - All

e Monitor - View

e CPI-None
Onboarding Device approval, modifying individual device configuration, and performing
software update.
e Super Administrator - All
o Administrator - All
o Operator - All
e Monitor - None
e CPI-Al
Reporting Report generation.

e Super Administrator - All

e Administrator - All
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Table 45: Role-Mappings

Feature Description

e Operator - All
e Monitor - All

e CPI-All

Session Management Capability to view and logout other users sessions.

e Super Administrator - All
o Administrator - All

o Operator - None

e Monitor - None

e CPI-None

Software Images Upload and delete device software images.
e Super Administrator - All

e Administrator - All

e Operator - None

e Monitor - None

e CPI-None

Software Upgrade Upgrade the device with the latest software.

e Super Administrator - All
e Administrator - All

e Operator - All

e Monitor - None

e CPI-None
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Table 45: Role-Mappings

Feature Description

SNMP Configuration SNMPv2c configuration parameters.
e Super Administrator - All

e Administrator - All

e Operator -View

e Monitor - None

e CPI-None

System Operations System operations such as Reboot VM, change log level, system upgrade,
system monitoring, uploading SSL certificate, import/export server
data and server tech dump, and upload/delete device software images.

e Super Administrator - All
e Administrator - All

e Operator - None

e Monitor - None

e CPI-None

User Management User management operations such as manage users and roles.
e Super Administrator - All

e Administrator - View
o Operator - None
e Monitor - None

e CPI-None

Creating Users and Configuring User Roles
To add a user:

1. Navigate to Administration > Users.

2. Click Add User. The following window is displayed:

Edit User

Usemame @

Full Name ©

Administrator
Password @

Confirm Password

Role

Super Administrator -

Enabled

Save Cancel
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Enter the Username.
Enter the Full Name.

Enter the Password.

o oA W

Confirm the Password by entering the same password.
To configure User Roles:

7. Select any one of the role for the user from the Role drop-down:
Super Administrator
Administrator
Operator
Monitor
CPI
8. Choose the State as Enabled or Disabled.
9. Click Save.

To edit or delete a user, click the Edit icon or the Delete icon against the user in the Administration > Users page.

Changing Password

Change Password option is available only for local users.

Figure 158 Changing Password

Change Password

2) Logout

Ensure the primary Authentication must be local users to Change Password option. After changing the password,
the current session will get logged out.

Also, ensure that there are no parallel sessions with the same users before going for Change Password option.
To change password:
1. Click the drop-down icon next to the username in the top right corner of the UL.
2. Enter the following details:
a. The Current Password.
b. A new password for this user.
c. Confirm the Password by entering the same password.

3. Click Save.

| User Management Cambium cnMaestro On-Premises | User Guide



Figure 159 Changing Password Parameters

Change Password

Username

document

Current Password

Mew Password

Confirm Password

Discald

Authentication Servers
cnMaestro supports authentication and authorization with TACACS+, RADIUS, LDAP, and Active Directory servers,

a

nd is a cnMaestro X feature.

Authentication Server

Authentication Servers can be configured by cnMaestro Super Administrators. The following operations are

a

vailable:

List All Authentication Servers

Create New Authentication Server Configuration
Secondary Server Authentication

Edit an Existing Authentication Server Configuration
Delete an Existing Authentication Server Configuration
Verify the Role of the User

Show User Groups for Active Directory

List All Authentication Servers

To view all the Authentication servers which are configured in cnMaestro, navigate to Administration > Users >
Authentication Servers.

Figure 160 List of Authentication Servers

Adminisiration > Users

o Auherscation Servers ¥ %

Create New Authentication Server Configuration

1.

Navigate to Administration > Users > Authentication Servers.

2. Click Add New Authentication Server.
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Figure 161 Authentication Server

Administration > Add Authentication Server x

Server Settings

Authentication Server Name

Authentication Server Type

TACACS+ w
IP Address/Hostname”
Part

49

Shared Secret

Service Name*

2]

Role Mappings

Map TACACS+ Groups to cnMaestro Roles. Atleast one mapping must be completed in order for this feature to work correctly.
Super Administrator

Administrator

Operator

Monitor

Save Reset

TACACS+

The fields that are present when TACACS+ server is selected are listed below:

Table 46: TACACS+ Parameters

Parameter Description

Server Settings

Authentication Global name of the server
Server Name

IP Address/Host Enter the FQDN (Fully Qualified Domain Name) of the server or the IP address of the
name server.

Port TCP port of the server. (Default value is 49)

Shared Secret Shared secret key for communicating with the server.

Service Name Name defined in the service configuration table configured by TACACS+ server

administrator. This is used to configure service and corresponding user groups.

Role Mappings TACACS+ user groups should be mapped to one or more cnMaestro Roles. Refer
Role-Based Access section to view the supported Roles on cnMaestro.

Enter the role strings that are configured in the TACACS+ server. Atleast one mapping
must be completed for this feature to work correctly.
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o) NOTE:

configuration.

m TACACS+ server administrator should setup the service name and corresponding user group as per the

RADIUS

The fields present when RADIUS is selected are listed below:

Server Settings

Authentication Server Name
Authentication Server Type
RADIUS ~
IP Address/Hostname”
Port
1812

Shared Secret

Role Mappings

Super Administrator

Administrator

Operator

Maonitor

Administration > Add Authentication Server x

Map Radius Groups to cnMaestro Roles. Atleast one mapping must be completed in order for this feature to work correctly.

Table 47: RADIUS Parameters

Parameter Description

Server Settings

Authentication Server

Global name of the server.

Name

IP Address/Hostname Enter the FQDN (Fully Qualified Domain Name) of the server or the IP address of
the server.

Port UDP port of the server (Default is 1812).

Shared Secret

Shared secret key for communicating with the server.

Role Mappings

Radius user groups should be mapped to one or more cnMaestro Roles. Refer the
Role-Based Access section to view cnMaestro supported Roles.

Enter the role strings that are configured in the Active Directory server. At least
one mapping must be completed for this feature to work correctly.
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'(—c:\‘ NOTE:

m The RADIUS administrator should setup user group as per configuration. The RADIUS administrator can
choose a user group and the same should be configured on cnMaestro Authentication server
configuration.

Active Directory

The fields present when Active Directory is selected are listed below:

Administration > Add Authentication Server x

Server Settings

Authentication Server Name

Authentication Server Type

Active Directory +

IP Address/Hostname*

Part

636

Base DN’

For ex - de=EXAMPLE de=COM

SSLITLS Security

Certificate

Select File

Role Mappings

Map Acitve Directory Groups to cnMaestro Roles. Atleast one mapping must be completed in order for this feature to work correctly.
Super Administrator

Administrator

Operator

Monitor

Save Reset

Table 48: Active Directory Parameters

Parameter Description

Server Settings
Authentication Server Global name of the server.
Name
BASE DN Distinguished Name for Active Directory.
IP Address IP address of the server.
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Table 48: Active Directory Parameters

Parameter Description

Port TCP port of the server. (default 389). When SSL/TLS option is enabled, the port will
automatically change to 636.

SSL/TLS Select this check box if Active Directory connection should be secured over SSL/
TLS as LDAPS. Browse and select the Root certificate of the Active Directory server
in .PEM format.

Role Mappings Active Directory user groups should be mapped to one or more cnMaestro Roles.
Refer the Role-Based Access section to view cnMaestro supported Roles.

Enter the role strings that are configured in the Active Directory server. Atleast one
mapping must be completed in order for this feature to work correctly.

NOTE:

(o)

m The Active Directory administrator should setup user group as per configuration. The Active Directory
administrator can choose a user group and the same should be configured on cnMaestro Authentication
server configuration.

Examples:
CN=super-admin
CN=admin
CN=network

CN=operator

NOTE:

o) | NO

m If Role is not configured in TACACS+/RADIUS server or group is not configured in Active Directory, you
cannot login to cnMaestro.

NOTE:
o) | NO
m A user with valid credentials will not be to able to login if:

1. cnMaestro role to Authentication server’'s user group mapping is missing in Authentication server
configuration

2. User group of the user is not configured in Authentication server and is a required field for cnMaestro
login.

LDAP

The fields present when LDAP is selected are listed below:
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Administration > Add Authentication Server x

Server Settings

Authentication Server Name
Authentication Server Type
LDAP -

IP Address/Hostname®

LDAP Password*

Show
SSUTLS Security

Certificate

Salact File

Role Mappings

Map LDAP Groups to cnMaestro Roles. Atleast one mapping must be completed in order for this feature to work correctly.
Super Administrator

Administrator

Operator

Monitor

Table 49: LDAP Parameters

Parameter Description

Server Settings

Authentication Server Global name of the server.
Name
Base DN Base DN is generally the Admin DN used to log in to LDAP server. For example:

cn=admin,dc=xyz,dc=com.

Certificate Browse and update with root certificate in .PEM format.

IP Address/Hostname Provide IP address for LDAP and hostname of server if SSL/TLS is enabled.
LDAP Password LDAP Password is the admin password used by Admin DN to log in.

Port TCP port of the server. (Default for LDAP is 389 and for LDAPs is 636)
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Table 49: LDAP Parameters

Parameter Description

Suffix Suffix is the DNS name. For example: dc= xyz, dc=com.

SSL/TSL Security Select this check box LDAP connection should be secured over SSL/ TLS as
LDAPS. Browse and select the Root certificate of the Active Directory server in
.PEM format.
Note:

m If youenable SSL/TSL Security check box, the default port will appear as
636 in the Port text box.

» If youdisable SSL/TSL Security check box, the default port will appear as
389 in the Port text box.

Role Mappings RADIUS user groups should be mapped to one or more cnMaestro Roles. Refer the
Role-Based Access section to view cnMaestro supported Roles.

Enter the role strings that are configured in the Active Directory server.At least
one mapping must be completed for this feature to work correctly.

Secondary Server Authentication

In addition to the primary server authentication, cnMaestro On-Premises now supports configuration for secondary
external server for authentication. Secondary authentication and primary authentication servers should be different.

N NOTE:
@ Same authentication will not be shown on the server. For example, If we select primary as Test-TAC-IP,
then we cannot select the same in secondary authentication.

Tertiary authentication is always default to the local users. Local users logs in only when primary and secondary are
not reachable or when the services are not being run on authentication server. If the primary server is not reachable
then fallback happens to the secondary authentication server. If the secondary authentication server is not reachable
then fallback happens to tertiary authentication. If primary authentication server is running properly then users
belonging to primary authentication server can only be logged in. If secondary authentication server is running
properly then users belonging to secondary authentication server can only be logged in.

Figure 162 Secondary Server Authentication

Administration = Users
Local Users  Authentication Authentication Servers X Session Management X
Please select how users should authenticate to cnMaestro. Learn more

Primary Authentication®

Test-TAC-IP ~ | Add Authentication Server

Secondary Authentication

Lacal Users -

Edit an Existing Authentication Server Configuration

To edit an existing Authentication Server configuration:

441 User Management Cambium cnMaestro On-Premises | User Guide



1. Navigate to List all Authentication Servers page.

2. Click the name of the server or Edit icon(]).

{7le

Refer Create New Authentication Server Configuration section for explanation of fields on Edit page.

To delete an existing Authentication Server configuration:
1. Navigate to List all Authentication Servers.
2. Click delete.

Primary authentication order will change as Local Authentication if this server is setup as Primary Authentication
under Manage Authentication Server Authentication section.

To know and verify the role of the Active Directory user:
1. Navigate to List all Authentication Servers page.

2. Click the test icon (ﬁ ) next to any of the Active Directory type. The following window appears:

2]

Test Accounts (Test-AD-SSL)

Active Directory User ID*
Active Directory password”

Account to Verify™

| Test Cancel

3. Provide the following details:
Active Directory User ID
Active Directory Password
Account to Verify
4. Click Test.
To know and verify the role of the LDAP user:

1. Navigate to List all Authentication Servers page.

2. Click the test icon (ﬁ ) next to any of the LDAP type. The following window appears:
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Test Accounts (Test_LDAP)

Account to Verify™

5. Enter the name of the Account to Verify.
6. Click Test.

Show User Groups for Active Directory

cnMaestro administrator can view user groups for Active Directory server type configuration by providing valid user
credentials to login to Active Directory. The user details can then be viewed as shown below:

Test Accounts (Test-AD-No-S3L)

Active Directory User ID*
Active Directory password”

Account to Verify™

1. Enter Active Directory User ID. The User ID should be a valid string (Eg: user@example.com).

2. Enter Active Directory password.

3. Enter Account to Verify.

For searching the group of the user, the Users ID should follow the user@example.com format.

Session Management

View and optionally log out current cnMaestro administrator sessions. The users with Super Administrator Role can
logout all other users sessions and the users with Administrator Roles can log out Operator and Monitor accounts.

Sessions
Displays the detailed information on the user sessions.

Figure 163 Session Management > Sessions
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Server Management

This chapter provides the following details:

e Monitoring

e Settings

e Operations

e SSL Certificate
e Syslog

Monitoring
The Server tab provides monitoring and operations for the virtual machine instance.

Navigate to Administration > Server.

Figure 164 Monitoring cnMaestro Server Instance

Settings
This section provides the following details:

e Basic
e Configure NTP Server
e Configure Email Server

e Login Security Banner

Basic

The user can enter the System Name and enable the SSH access to cnMaestro server.

/O\. NOTE:
E‘l:l In High Availability (HA) enabled environment, it enables SSH access only to the primary server.
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Figure 165 System Name

Administration > Server

Monitoring Settings Operations Diagnostics 551 Certificates  Software Images

Basic

System Mame

cnMaestro-B4
It gives a unigue name to cnMaestro and « affect hostname
Enable S5H access to server
In High Availability (HA) enabled environment, it enables S5H access only to the primary server

Configure NTP Server
The user can configure the NTP Server to configure the time configuration of the server with hostname or IP address.
To configure the NTP server:

1. Navigate to Administration > Server > Settings> Configure NTP Server tab.
2. Enable the NTP Server.

3. Enter Host Name or IP Address. It displays Current System Time and Status of the server.

Administration > Server

Monitoring Settings Operations Diagnostics SSL Certificates  Software Images

Configure NTP Server

[v] Enable NTP Server

NTP Server 1

NTP Server 4

1921681151

Current System Time
Fri, 26 Mar 2021 07:12:59 UTC

Status
In Sync

Configure Email Server
The user can configure the email server to send and receive email messages.
To configure the email server:

1. Navigate to Administration > Server > Settings > Configure Email Server tab.
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Figure 166 Email Server

Configurs Ereall Servar

]

.......

Login Securky Denner

Select the Enable SMTP Server check box.
Enter the Port number.

Enter name of the Host.

Enter the Username.

Enter the Password.

Enter the Sender Email.

® NN NN

To send the email in an encrypted format, select any one of the following:
= None: Uses port number 587 for communication which is not secured.
= TLS: Uses port number 465 for encrypted communication. When this option is selected, upload CA certificate.

m STARTTLS: For encrypted communication on port number 587, choose STARTTLS option. When this option
is selected, upload CA certificate.

9. Select the Ignore Server Certificate Validation checkbox.
10. Click Send Test Email.

Figure 167 Specifying email address

Send Test Mail

Recipient Email

1. Enter the Recipient Email.
12. Click Send Now.

NOTE:
(o) | NO
m When user tries to disable SMTP configuration a warning message pops-up.
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Success

J Email server configuration saved
successfully.

Email Notifications

The Email Notifications feature allows the Super Administrator and the Administrator users to add subscribers (Email
IDs) for receiving different types of alerts by means of Emails.

o) NOTE:
t_lj Email Subscribers are limited to two per account.

The severity of alerts are classified as follows:
e Critical
e Major

e Minor

The content of the email alert is in JSON or HTML format. The subscriber gets an email alert only when the global
setting is enabled.

To receive email notifications, the user need to enable Notification checkbox. If SMTP settings are disabled, then
below notification message does not pop-up.

(&Notification X

The SMTP server is currently disabled. Please enable and
configure SMTP server at Application > Server > Settings
page before enabling email notification.

—

Figure 168 Email notifications

You can use the filter option for the following fields:
e Email

e Severity
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e Status

e Ignore Notification
You can use the sorting option for the following fields:

e Content Type
e Last Modified Date

Adding Recipient to Subscriber Table
1. Navigate to Administration > Settings > Notifications and click Add Recipient.

Figure 169 Adding Subscribers

A

Bl Cantent Type Saverity Stanen Scope Laat Mocities igproe Nosmicanon

The following window is displayed:

Add Email Subscriber

Active
Severity

Major -
All alarms of chosen severity or greater will be sent

Email

Content Type
® HTML @ JSON @
Managed Account
All Agcounts -
lgnore Notification
cnPilot Home Offline

ePMP SM Offline
PMP SM Offline

Add Cancel

/0\‘ NOTE:
tj:l Managed Account option will appear only if MSP feature is enabled.

Select the Severity level.

Enter Email.

Select the Content Type as HTML or JSON .

Select the Managed Account list.

Select the appropriate option (s) for Ignore Notification.
Click Add.

N o oos NN

All alarms of chosen severity and above are sent through email as explained below:
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o |If severity Critical is selected, then we receive only critical alarms.
o |If severity Major is selected, then we receive critical and major alarms.

e |If severity Minor is selected, then we receive critical, major, and minor alarms.

HTML Email Example

Notification Details

[Type Account Name [y ——
Time Tower/Site Type
IP Address

i Base Infrastructure cnPilot R201P12345678 Device is offline.
14:10 (UTC +05:30) Senpilot r201P

10.110.224.74

Notification Details

Type Account Name Message
Time Tower/Site Type
IP Address

] Base Infrastructure cnPilot R201P12345678 Device is offline.
14:02 (UTC +05:30) Ecnpilot 1201P

10.110.224.74

JSON Email Example

[ External ] enMaestro Notification

[
{

"acknowledged by": ™
"code”: "STATUS",
“duration™: 360122,
"id": "5bec030{3FEF840c12079He",
"mac”:
"message”: "Device is offline”,
*managed_account®: "Hase Infrastructure”,
"name"; "Stalus”,
"ip": "10.110.208.30",
"network”: "defaul”,
*severity™: "major®,
"sita”: "sid",
*source”: "PMP 450m AP,
"source_type": "pmp"®,
“status”: “actne®,
“time_raied”: 154219363529/,
“tovier"
"reSite™; null,

"mode”: "ap"

Login Security Banner

For security purpose, a banner will be displayed before the login window appears in cnMaestro On-Premises. If the
user needs to be aware of any critical information, it is displayed within the security banner.

To enable:

1. Navigate to Administration > Server > Settings > Security Banner.
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Figure 170 Enabling Security Banner

Legin Security Banner

Configure security banner to be displayed on login screen.
Enable Security Banner during Login

Enable User must accept security banner before login

Security Banner Motice
THIS IS A PRIVATE COMPUTER SYSTEM. It is for authorized use onky. Unauthorized or improper use of this system may result in Banner content (max 1024 characters)

administrative disciplinary action andfor civil and criminal penalties.

Save Discard

2. Enable the following options:
= Enable Security Banner during Login

m  User must accept security banner before Login (If enabled, the user should accept the banner before login else
the user can directly login, with the banner that is displayed.)

3. Enter the Security Banner Notice.
4. Click Save.

A sample security banner window is shown below:

Figure 171 Security Banner

0

“THIS IS A PRIVATE COMPUTER SYSTEM. It is for
authorized use only. Unauthorized or improper use
of this system may result in administrative
disciplinary action and/or civil and criminal
penalties.”

I have read, understood and accept the notice(s} shown

Click Accept. The login window is displayed.

Operations
This section provides the following details:

e Reboot Virtual Machine

e Update cnMaestro Software
e System Backup

e In-System Upgrade
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Warning:
All devices goes offline when the virtual devices is rebooted.

Update cnMaestro Software

cnMaestro On-Premises software is released in two forms:

OVA Image

The OVA image contains all software needed to run the cnMaestro application. It is installed on a virtual machine and
releases intermittently to update system software. Moving to a new OVA image requires an in-system upgrade of the
current OVA (no import and export of data is required after the 2.0 release). The OVA is approximately 3.0 GB in
size.

Package Upgrade

The package file is installed on top of an OVA image; and updates the cnMaestro application. Packages releases more
frequently and provide a faster upgrade path for enhancements. Packages can be installed by downloading them
from Cambium and uploading them through the Ul (at Administration > Server > Operations).

o) NOTE:
tJ:l 1. The general update flow will be an OVA file followed by package releases. For significant system-
level updates, a new OVA file will be generated.

2. Refer to Cloud connectivity page for download of software from cnMaestro Cloud.

System Backup

Cambium recommends customers periodically backup their system as a precautionary measure. To Backup navigate
to Server > Operations > System Backup and Restore. Backups can be done manually, in real-time, or scheduled to
execute daily or weekly. cnMaestro can also automatically transfer backup files off-box using FTP or SFTP (this
support is configured under Settings > Optional Features > Scheduled Jobs).

A System Backup stores the entire state of cnMaestro On-Premises as a file. This file can be downloaded to the local
hard drive through the Ul and imported into a new cnMaestro instance to recreate the application state. Only one
System Backup is available at any time, and a later entry overwrites an earlier one.

o) NOTE:

t.':' From 3.0.0 release, backup generated by on-premise instance will have only current month data. It is
suggested to take backup at the last day of the month if needed. Please refer to Data Backup for more
info.

The user can create a system backup through a system backup job at Administration > Server > System Backup and
Restore. The created backup file can be downloaded to the user’s local machine for archiving.

To generate the system backup job:

1. Navigate to Administration > Server > Operations > System Backup and Restore.
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2. Select any one of the following:

Daily Backup: You can set time exceeding the current system time. The backup files will be generated every data
at the scheduled time.

Weekly Backup: The backup files will be generated for a specified day and time on a weekly basis .
You can download the last backup file using the download icon in the table. The file transfer configuration is defined
at Administration > Settings > Optional Features > Scheduled Jobs and it is shared with Reports. If FTP is enabled,

then a copy of each backup file will be stored in the configured FTP/SFTP server. The FTP column table displays the
status of the upload to the FTP/SFTP server.

3. Click Generate Backup button.

N NOTE:

s]
m Only the latest backup is retained in the disk and available to download. The old backup is deleted once
the new backup is generated.

To view the system backup job:

Click View System Backup Jobs link in Operations > System Backup and Restore or navigate to Administration >
Jobs > System Backups.

The user can now restore the downloaded system backup file to the new cnMaestro instance to recreate the
application state under Manage > Server > Operations > System Backup and Restore.

Restore

To restore backup files, select the file from Restore From Backup option and click Restore.

Data migration to 3.0.3 from lower version takes some amount of time depending upon the size of backup file. During
migration, the below banner is displayed:

o m &
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@ Data Migration to 3.0.0 In Progress.

cnMaestro 3.0.0 has significant database changes that require data
migration. This process is done in the background, so regular
network management operations are not impacted. The duration
depends on the total number of devices: approximately 30 minutes
per 1,000 devices. System backups and data reports MUST NOT
be initiated while data migration is in progress.

In 3.0.3 release, when we import the backup data, the following banner displays in the top of cnMaestro On-Premises
Ul and it will be there until the indexing is completed.

(@ cambium Hetworks Masstro ~ X

o) NOTE:

tJ:l The indexing will happen whenever the user navigates to different Ul pages. For example, when the
user navigates to WLAN-AP group page, the respective indexing will be created and the banner will
be displayed in the top of the UL

Database indexing pauses during the database migration and emails once indexing the webhooks.

Do not Import data or Export data when the Migration banner is running.

Updating an OVA image can be managed through the following process (which assumes the hardware has enough
hard disk space for two instances of cnMaestro.

1. Export the cnMaestro Server data from the old instance.

2. Stop the old instance.

3. Start the new instance (using the directions presented above).
4. Import the data into the new instance.
5

Set the IP address of the new instance to that of the old instance.

Clone Virtual Machine

Cambium also recommends backing up (or cloning) the virtual machine prior to updating cnMaestro software.

In-System Upgrade

In-System Upgrade is the ability to update the cnMaestro software without performing a system export followed by
an import. Essentially all updates are performed within a single VM image. In-System Upgrade works in both
Standalone and High Availability environments. The mechanism of the upgrade should be transparent to the user:
they specify to upgrade the system on one instance, and the upgrade is propagated to both instances. The
coordination happens automatically.

The basic Ul allows the user to upload a new OVA, and install it. This process is used for both standalone and HA
installations. The Software Upgrade can be done through OVA or package.

Package Upgrade

1. Navigate to Administration > Server > Operations > Software Update.
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2. Click Package.
3. Browse and select the cnmaestro-package_2.5.0.tar.gz file.
4. Click Apply Update.

Figure 172 Package Upgrade

Software Update

[-] Package

cnMaestro updates can be performed through software packages.

m
w

Package Version

3.0.3-b39

Upload From

(®) Loca Download from cnMaestro Cloud

Package File

(5]
n
]
(=]
i
]

OVA Upgrade

D NOTE:

N

successfully.

Ensure to have minimum of 1 GB free RAM in the cnMaestro On-Premises server for the OVA to upgrade

1. Click OVA.
2. Select the “cnmaestro-on-premises_3.0.0-b30_amd64.ova” file.

3. Click Upload OVA. After upload it will progress with Staging.

[ ovA
Software Updates are performed using OVA files. To revert to an older cnMaestro image, make su

OVA Version

3.00-19

Partition 1

3.00r19 (active)

Partition 2

Upload From

(@) Loca Download from cnMaestro Cloud (Version: 3.1.0-a28)

OVA File

Upload OVA

re a backup file already exists for the image version

4. Click Apply to upgrade to higher version.

OVA Upgrade Using CLI
1. Copy the OVA file into the location “/srv/storage/tmp”

2. Execute the command sudo /srv/bin/sudo cnmaestro-image stage /srv/storage/tmp/<OVA file name>

3. Staging Status can be verified in Ul under Server > Operation > OVA.

In the CLlI, it can be verified by executing the command sudo /srv/bin/cnmaestro-image status
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455| Server Management

If you are unable to apply the upgrade OVA using the Ul, there is a command line mechanism that can be used as a
failsafe. See Appendix > Maintenance > Command Line Alternatives > Apply OVA Upgrade for more details.

Diagnostics
This section provides the following details:

e Server Technical Support Dump
e Logging Severity

e Services

Server Technical Support Dump

The technical support dump gathers important runtime information on the cnMaestro instance. It is accessed at
Administration > Server > Diagnostics and can be used by Cambium Networks Support to aid in resolving issues.

Figure 173 Technical Support Dump

Administration > Server
Dlagnostics  S5L Corlificas

Ganeral  °©

Technical Support Dump

Status Last Techdump Downiload

Y

Lagging Soverity

Logging Severity

Change the severity level of the messages logged by the cnMaestro system. These messages are not accessible
directly, but can be downloaded as part of the Technical Support Dump. The Log Level Severity can be changed at
runtime and it does not require reboot of server to take effect.

Figure 174 Logging Level

Administration > Server
Dlagnostics  S5L Corlificas

Ganeral  °©

Technical Support Dump

Status Last Techdump Downiload

Y

Lagging Severiry

Services

Real time display of the status of critical cnMaestro services.
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Figure 175 Services

!

Soricms

l.ltll.ltl;

Network Tools

The Network Tools page consolidates a number of operations that can be performed on cnMaestro On-Premises.
The operations are listed below:

Table 50: Network Tools

Tools Description

DNS Lookup Lists the DNS records for a domain in priority order.

Ping Network ping to a hostname or IP address.

Traceroute Lists the hosts or IP addresses showing the route of the test packets starting from the
selected monitoring location to the destination Domain or IP.

Figure 176 Network Tools

Administration > Server

Monitoring  Settings  Operations _Diagnostics  SSL Certificates

General  Senvices | Network Tools

est Type

IP Address or Hostname

Number of Packets (<)
5

Buffer Size ()

22

Start Ping

Result

Software Images

SSL Certificate

cnMaestro On-Premises generates a self-signed certificate when it boots the first time. Because the root CAis not
present in standard browsers, cnMaestro users (administrators or Captive Portal customers) receive an SSL error

message as shown below:
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Figure 177 SSL Error Message

% Your connection is not secure

The owemes of 1001100134, 134 has conligueed thedr website improperly. To profect your information from Being
stalen, Firelos has nol connected 1o This welsite,

Learn more..

Report evrors like this to help kMozifla identity and block malickous sites

Certificate Management

To fix the browser error, cnMaestro needs to host a certificate from a trusted certificate authority, and map the
FQDN (fully qualified domain name) used to access cnMaestro. This requires the administrator to export a CSR
(Certificate Signing Request) and import the signed Certificate back into cnMaestro.

The following options are available to manage the certificates:

e View Certificate

e Generate a Certificate Signing Request (CSR)
e |mport a Certificate

e Backup Management

e Reset

View Certificate

To view the certificate details, click View tab.

Administration > Server
Monitoring  Settings  Operations  Diagnostics SSL Certificates  Software Images
View Generate CSR Import Backup Reset
Organization {O)
Cambium Networks Ltd.
Serial Number
25:h0:7c:76:ab:b3:86:85:75:40:3c:1d:e8:f6:6b:bf ab:9d:B0:3b
Cambium Networks Ltd.
Begins On
Mon Jan 04 2021 21:02:02 UTC +0530
Expires On
Wed Jan 04 2023 21:02:02 UTC +0530

SHA-256 Fingerprint
2E:5F.DE:B9:SE9ZEEZD54:B1CT:46:06:36:B1BC.56:32:2CEB:ASAECZ2:0E:BE:89:93:83:3A 43.89:FB

Generate a Certificate Signing Request (CSR)

A certificate-signing request leverages the current Private Key and exports a CSR that can be forwarded to any
Certificate Authority.

To generate a CSR:

1. Navigate to Administration > Server > SSL Certificates.
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2. Select Generate CSR tab.

Administration > Server

Monitoring  Settings  Operations  Diagnostics  SSL

View Generate CSR Import Backup

Common Name (CH)

Organization (0)

Organization Unit (DU}

City/Locality (L)

State/Province (ST)

Subject Aternative Name [SAN)

DNS ~

ate CSR

Reset

Certificates  Software Images

toa FQDN {fully

g

FQDN (fully qualified domain name) here

3. Specify the parameters as in the below table:

Table 51: Configuring CSR Parameters

Parameter Description

Common Name

Enter FQDN name of the cnMaestro server. This is either the Domain Name or the
IP Address.

Organization (O)

Enter the name of the organization.

Organization Unit (OU)

Enter the name of the organization unit.

City/Locality (L)

Enter the name of the city.

State/Province (ST)

Enter the name of the state.

Subject Alternative
Name (SAN)

Enter DNS or IP Address.

Country (C)

Select the name of the country from the drop-down list.

4. Click Generate CSR., the user is prompted to save a cnMaestro .csr file to their hard drive. The CSR can then be
sent to a Certificate Authority and signed.

Import a Certificate

Once the CSR has been trans
cnMaestro. cnMaestro will va
incorrect. Alternatively, the u
certificate and key is generat

ferred to the Certificate Authority to create a certificate, it can be imported back into
lidate the certificate maps correctly to the stored Private Key, and disallow the import if
ser can append the Private Key to the Certificate file in PEM format and upload both if
ed outside cnMaestro. User can also provide password optionally if key is generated

with the password. This will replace both the Certificate and Key on cnMaestro.

To import a certificate:

1. Click Import tab.
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Administration > Server

Monitoring  Settings Operations  Dia

Import Backup Reset

ally enc ed) ease make sure all files (including Signe:
efore uploading. For ¢ hq bund e ARy G

bundle, the server cerificate must af

\__;_I Import Signed Certificate from CSR import Signed Certificate and New Key

Certificate and Key File

| Import

Salect File

2. Select any one of the below options:
a. Import signed Certificate from CSR
b. Import signed Certificate and new Key
3. Browse and upload the Certificate and Key file.

4. Click Import.

,/'0"\, The Certificate, and any optional intermediate certificates should be appended and stored in a single
m PEM-encoded file prior to submission. The signed Certificate should be positioned at the top of the file,
followed by any intermediate certificates.

,/'0"\, When importing a Certificate and Key, a single PEM-encoded file should be submitted with entries in the
m following order: Certificate, intermediate certificates, and Key. If the Key is encrypted, a password
should be provided in the textbox on the Ul at the time of import.

Backup Management

cnMaestro generates a 4096-bit Private Key when it boots up. This section allows the customer export this Key and
current Certificate for backup. These will be exported as a single file, and the Key can optionally be encrypted with a

password. To backup the certificate and the key:

1. Click Backup tab.

Administration > Server
Monitoring  Seftings  Operations  Diagnostics  S5L Certificates  Software Images

View Generate CSR Import Backup Reset

Key Password (optional)

Backup

2. Enter the password for the key in the Key Password texbox.

3. Click Backup.

Reset

It replaces the current Private Key and Certificate and recreates them from scratch. The Certificate is self-signed, and
it can be replaced using the Certificate import mechanism detailed above.

To generate a new private key:

1. Click Reset tab.
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Administration = Server
Monitoring  Seftings Operations Diagnostics  SSL Certificates  Software Images

View Generate CSR Import Backup Reset

2. Select the Replace the existing Key and Certificate checkbox.
3. Click Generate.

Manage Software Images
This section provides the following details:

e Overview

e Automatically Update Device Software

Overview

cnMaestro On-Premises allows one to add new device software images as they are released by the device teams.
Adding new device software is a manual process: one needs to first download the images from the Cambium Support
Center and then upload them into cnMaestro.

The steps are shown below:

1. Navigate to https://support.cambiumnetworks.com/files and download the device image to your laptop.
2. Inthe cnMaestro On-Premises Ul, navigate to Administration > Server > Software Images tab.
3. Select the image file and then click Import Software button.

4. Once file is successfully uploaded to the server, it will appear in the grid.

Figure 178 Managing Device Software Images

il g

O Ty Versin e g D St e Ui B P

o) | NOTE

m cnMaestro uses the name of the uploaded file to determine the version and device type. Please do not
change the file name during the upload or download process.

All the check box will be disabled by default.
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Add Images

Once the On-Premises server is synced with the cloud, the user can upload the software images from cloud directly

to the On-Premises.
To upload Software Image perform as follows:

1. Navigate to Administration > Server > Software Images.

2. Click Add Image.

3. Click Download from cnMaestro Cloud and select Device Type.

Add Software Image

(® Download from cnMaestro Cloud Local

Device Type
60 GHz cnWave(ZD ~

Available Images
Name Version Release Date
@ 60 GHz cnWave V1000 1.0 N/A
(0 60 GHz cnWave V3000/V5000 1.0 N/A
(0 60 GHz cnWave V1000 1.0.1-dev122 N/A
(0 60 GHz cnWave V3000/v5000 1.0.1-dev122 N/A
(060 GHz cnWave V3000/v5000 1.0.1-dev124 N/A
() 60 GHz cnWave V1000 1.0.1-betad N/A
(060 GHz cnWave V3000/v5000 1.0.1-beta4 N/A
1 F_Qecommended

Cancel

4. Select the Version and click Add Image.
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Delete Images
To delete Software Image perform as follows:

1. Navigate to Administration > Server > Software Images.

[T ——

5 0 30 EE B0 00U 0D BB
"o IS sEDDEs OB BDDw

2. Select the images to be deleted and Click Delete.

3. Click Yes in Please confirm window to delete the images.

Please Confirm

Are you sure you want to delete the selected images? Image
selected for auto-update (if any) will not be deleted.

4. It will display the Success message as shown below:

(¥ Success

Successfully deleted!

Update Recommended Version

Update recommended version allows the user to update the Version with the recommended version available from
the drop-down.

To update recommended version perform as follows:

1. Navigate to Administration > Server > Software Images.

[T —

CIE BB BB N B N B

2. Click Update Recommended Version and window pops-up.

Update Recommended Version

Version

2100514+

3. Select the Version from the drop-down and click Save.
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cnMaestro Cloud allows one to update the device software during onboarding and for managed devices.
Adding update device software is a manual process as follows:

1. Navigate to Administration > Server > Software Images > Automatically Update Device Software tab.

2. Select the version file and then click onboarding/Managed Devices.

D) NOTE:
Enable the onboarding check box, to avoid the failure of onboarding devices with minimum supported
version rather than the recommended version.

3. Enable the checkbox as follows:
Enable Managed Devices flag only for Wi-Fi devices (E series and R series).
Enable Sequential Site Update and Both Partitions flag only for only E-series devices.

4. Click Apply Settings.

’/—o\' NOTE:

m Once auto software update job for managed devices is triggered, it will automatically abort any
manually created running/scheduled software update jobs.

To avoid failures in onboarding devices having minimum supported version other than recommended
version enable the onboarding checkbox.

Figure 179 Automatically Update Device Software
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Webhooks

cnMaestro Webhooks provides real-time streaming for alarms using a push notification model. Webhooks data is
HTTPS posted to an external Web service. They enable the following benefits:

Benefit Details

Cloud Friendly Webhooks are a standard mechanism for Cloud alerts and inter-service
asynchronous communication.

Firewall Friendly HTTPS is generally amenable for outgoing and incoming firewall
connections.

Real-Time Alarms to be sent to third-party services in real-time.

Security All communication is over HTTPS, and the target domain is validated.
Optional security parameters are available for client authentication.

TCP Webhooks use TCP instead of UDP, so they can alert when the external
system is down, or the event was not received.

Third-Party Support Many Cloud and On-Premises services support Webhooks.

Integrations

Webhooks enable integration with external Cloud services, such as Slack, Twilio, Zapier, Datadog, PagerDuty,
etc. They can also be supported using a local HTTPS server and custom applications. Once configured,
cnMaestro streams alarms to these services over HTTPS to the configured URL. Some example services are
provided below:

Figure 180 Webhook Integration with External Cloud Services
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The Webhooks payload is sent ina JSON or a URL-encoded format, and the parameters are comparable to the
alarm details present in the RESTful APl and email notifications. In addition, cnMaestro also provides default and
custom Webhooks templates, so the data format can be tailored to specific services.
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Limits

Webhooks are limited to 2 entries per account. In a managed services environment, each managed account can have

two Webhooks.

chMaestro Webhooks Configuration

1. Navigate to Administration > Settings > Webhook.

Lo a— T - Mgt Bt

P |

P |

2. Click Add Webhook. The following window appears:

Figure 181 Configure: Add Webhook parameters Page

Add Webhook

Mame*

Label your Webhooks, only used for display.
URL*

hitps:#/

URL for HTTPS POST. It is required to use HTTPS
Managed Account

All Azcounts

Basic Authentication
Basic authentication will be used to send POST reguest.

Filters

Advanced Configuration

Add Cancel

3. Enter the parameters as shown in the below table.
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Table 52: Add Webhook parameters

Parameter Description

Advanced You can choose content-type as JSON or URL-Encoded Form.
Configuration -
Content type
and Template

cnMaestro supports default and custom templates for the payload. Custom templates allow
specialized payload formats. Enable the Custom checkbox and upload your own custom
payload JSON. Details on templates are presented later.

The Webhooks JSON payload follows the same format as the cnMaestro RESTful API, with a
few additional Webhook-specific variables/keys.

& Advanced Configuration
Content Type
applicationfx-www-form-urlencoded
(®) applicationjson
Template
(®) Default
Custom Add your own custom payload. Learn more

Add Cancel

Basic Optionally add HTTPS Basic Authentication to the Webhook POST request. By enabling Basic
Authentication Authentication, you can configure the username and password associated with your endpoint.
The Basic Authentication parameters are Base64 encoded and included in the header of HTTP
request.

'fca\‘ Note 1.

t,lj The username and password for Basic Authentication are different from
cnMaestro user credentials. These credentials are used at your endpoint, few
external integrations like Slack only require Webhooks URL, for integrations
where Basic Authentication is not required.

'fca\‘ Note 2:

t,lj Basic Authenticationis an HTTP standard which that adds an “Authorization:
Basic <credentials>” header to the HTTPS POST request. Credentials are Base64
encoded username and password, encoded the following way: Base64
(username:password)

Filters You can filter the alarms based on severity such as Minor, Major, or Critical. You can also select
multiple severities.

Device type allows to select the particular device from the drop-down.
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Parameter Description

= Filters

Severity

Critical Major Minor

Device Types
Y

Advanced Configuration

Add Cancel
Managed If cnMaestro is configured for MSP (Managed Service Provider), you can map the Webhooks to
Account a Managed Account.
,/'0“\ Note

m A maximum of two Webhooks can be configured per Managed Account.

Name and URL Webhooks label for display and filtering purposes. This will also be included in the default
payload as Webhook_name. The URL defines the endpoint for the HTTPS POST request. Only
HTTPS is supported.

Type Type of cnMaestro notification to configure Webhook.

(’O\, Note

m cnMaestro release 2.4.0 supports only alarms as the type for Webhooks
configuration.

For example, Configuration Sync Alarm from e500 Device default payload is as shown below:

{
"ip": "10.110.212.130",

"network": "FR",

"message": "Failed to push configuration to device",
"name": "Configuration Sync",

"severity": "minor",

"source type": "wifi-enterprise",

"Device Model": "cnPilot e500",

"status": "active",

"time raised": "2019-07-29T11:36:35+00:00",
"site": "lehavre",

"tower": "",

"duration": "0",

"id": "5d3eda434e222e0a28d14372",

"code": "CONFIG SYNC",

"mac": "00:04:56:BB:14:4E",

"acknowledged by": "",

"source": "E500-BB144E-Test-LAB-A",

"managed account": "",

"webhook retry count": "0",

"webhook timestamp": "2019-07-29T11:36:35+00:00",
"webhook name": "cnmaestro webhook"

}
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Types of Variables

The following variables can be used to specify your own payload within a custom template. The variables will be
replaced with actual values before sending to Webhooks endpoint.

Table 53: Types of Variables

Variable Description

$ACKNOWLEDGED_BY

Alert acknowledged by

$ALARM_DURATION

Alarm duration (seconds)

$ALARM_ID

Alarm ID (e.g. 9bd4Gc313a4d1e8fie2482df7b77628)

$ALARM_MSG

Alarm message (e.g.: “GPS Sync state changed to Synchronized”)

$ALARM_NAME

Alarm name (e.g.: Configuration Sync)

$ALARM_SEVERITY

Alarm severity (e.g. critical, major, minor)

$ALARM_STATUS

Alarm status (e.g. active)

$ALARM_TIME_RAISED

Alarm raised time (ISO 8601 Date format:'YYYY-MM-DDTHH:mm:ssZ")

$ALERT_CODE

Alert code (e.g. STATUS)

$DEVICE_MAC

Device MAC address (e.g: AA:BB:CC:DD:EE:FF)

$DEVICE_MODEL

Device Model (e.g: ePMP 1000, cnPilot r201)

$DEVICE_NAME

Device name

$DEVICE_IP

Device IP Address (e.g.192.168.0.1)

$DEVICE_TYPE

Device type (e.g.Wi-Fi-enterprise)

$MANAGED_ACCOUNT

Managed account name (absent if not mapped to an account)

$NETWORK_NAME

Network name

$SITE_NAME

Site name (note: value will be blank if the device is not under a Site)

$TOWER_NAME

Tower name (note: 'value will be blank if the device is not under a Tower")

$WEBHOOK_NAME

Webhook name

$WEBHOOK_RETRY_COUNT

Retry count (note: only present if Webhook is retried; default is O)

$WEBHOOK_TIMESTAMP

Webhook sent time (ISO 8601 Date format: 'YYYY-MM-DDTHH:mm:ssZ")
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Error and Retransmission

cnMaestro expects an HTTP status code 2XX reply from the Webhooks URL to confirm the alarm notification sent via
HTTPS POST that is successfully delivered. For any request, if status code 5XX is received, cnMaestro will keep
retrying the same payload at the interval of 1, 2, 5, 10 and every 15 minutes thereafter until the request succeeds. 3XX
or 4XX response will not be retried.

,fo"\, Note

t,lj If there are multiple Webhooks configured, a retry/error on the one Webhook will not affect the other.
For example, if you have Zapier and Twilio, a retry/error on the Twilio will not affect the Zapier, any new
alarm notification on Twilio will be discarded and a retry will happen only with the cached payload.

Viewing Configured Webhooks

To view the status of configured Webhooks, navigate to Administration > Settings page.

Figure 182 Viewing Configured Webhooks

cnMaestro Webhooks Configuration provide details on the parameters displayed:

Table 54: Webhook parameters

Parameter Description

Device Type The Device Type filter on Webhook.

Enable Select Enable checkbox to enable the Webhook.
Last Status Last status of Webhook

Last Status Last Webhook send time.

Time

Managed If the MSP Service is enabled, this is the type of account (E.g. All Accounts, Base Infrastructure, or
Account Managed Account Name).

Name Label to identify the Webhook.

Severity Alarm Severity filter on Webhook.

Type Type of notification. (e.g. Alarm).

URL The URL where HTTPS POST requests will be sent.
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Parameter Description

& Edit the Webhook.
v Send a test message. It can be used to test Webhook's reachability.
x Delete a Webhook.

Status Check
Click View Details to check the status of message sent last.

Figure 183 Status check view

View Details displays the response Code, Headers and Body of Webhooks endpoint.

Figure 184 Last response code

Last Response

Code
200

Headers

{
"content-type": "text/html",
"transfer-encoding": "chunked",
"connection": "close”,
"date": "Wed, 24 Jul 2019 06:51:19 GMT",
"server": "Apache”,
"vary": "Accept-Encoding”,

Body
"ok"

Custom Template Examples

Slack Configuration
Slack is a platform for team communication, offering instant messaging, document sharing, and knowledge search.
Following is a simple example of configuring Slack integration with cnMaestro Webhooks using a custom Template.

1. Onyour Slack Screen, click on your workspace name at the top of the left-hand menu and open Administration >
Manage apps.
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#cambium
! 81 ®0| & Addatopic

p cnmaestrositl

Set a status Ctrl+Shift+Y
Profile & account

Preferences

Set yourself to away

Help & feedback

C Cambium_cnMaestro
cambiumenmaestro.slack.con

== Get 60% off a paid plan, for a

limited time.
See upgrade options

Administration » Manage members @
Invite peaple __ Workspace seftings 2L
Customize Slack ] - — -

Shared channels NEW

Sign out of Cambium_cnMaestro

2. Inthe apps screen, click the Build and then the Start Building.
.i" Slﬂck App Directory Q, Search App Directory Manage | Build | - Cambium_cnM... +
iil' Sluck C]p| Documentation

Build
useful apps D

for just yo n, or Slack’s millions of users

3.

down. Click Create App.
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Create a Slack App X

App Name

cnMaestro Webhooks ‘

Development Slack Workspace

T Cambium_cnMaestro - ‘

orkspa eav this workspace w
By creating a Web API Application, you agree to the Slack APl Terms of

4. Inthe Basic Information tab, select Incoming Webhooks from the left menu and create a webhook, providing all
the permission and targeted Slack Channel details.

Service.

# emestowen. ~  Incoming Webhooks

Settings

Basic Infarmatian Activate Incoming Webhooks l [ o @) ‘
Callaboratore ncoming webhaoks are a simple way ta post messages from external sources info Siack,
Install App They make use of normal HTTE Fequests with a JSON payl
Manage Distribution message and a few other aptional detalls. You can include me
display richly-farmatted messages.
Features
Adding Incoming webhooks requires a bot user. If your app doesn't have a bot user, we'll
App Home k
[— - add ona for you.
Incoming Webhooks |
e Each time your app Is installed, a new Webhook URL will be generated.

$lash Commands Ifyou deactivate incoming welhooks, new Webhook URLS will not be generated when

OAuth & Permissions your app is instalied to your team. 1f you'd like to remove access to existing Webhook
Event Subscriptions URLs, you will need to Revoke All OAuth Tokens.
User 1D Translation
Where's Bot User @
Webhook URLSs for Your Workspace
lack w To d ages with your webhook URL. send your message in JSON as the body

son POST request.

Add this webhook to your warkspace balov to activate this curl example.

Sample curl request to post to a channel:

Webhook URL Channel Added By

enm

hittps: fhooks slack com/services/TUK Copy #cnmaestro Feb
&b 28,

Add New Webhook to Workspace

5. From the above screen copy the Webhook URLSs, which needs to be used as URL in cnMaestro Webhooks in the
next steps.

o\ | NOTE

m Learn more about Slack Webhook and expected JSON format at https://api.slack.com/incoming-
webhooks

6. Loginto cnMaestro and navigate to Administration > Settings > Webhook.
7. Click Add Webhook. Paste the URL from Slack and Expand Advanced Configuration.
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Edit Webhook

Name*
Slack
URL*
https:/f https://hooks.slack.com/services/ TUKEHGCAS/BU4UTTR4S
URL for HTTPS POST. It is required to use HTTPS

Managed Account

feb 13~ @#5%&()_ \D#5%-10== E

Basic Authentication

[1:]
L

Filters
= Advanced Configuration
Content Type
application/x-www-form-urlencoded
(@ application/json
Template
Default

(® Custom Add your own custom d. Learn more

1=
1]
=]
(7]

Select File

{
"text": "SDEVICE_IP has generated an alarm of severity

SALARM_SEVERITY"

!
I

Save Cancel

Slack expects a custom JSON payload ( https://api.slack.com/incoming-webhooks ), The simple one is as follows:
{

“text” : "<message>"

}

For this example, we are using the following custom template with variables $DEVICE_IP and $ALARM_SEVERITY in
the formatted message.

{
"text" : "SDEVICE IP has generated an alarm of severity $SALARM SEVERITY”

}

8. Once analarm occurs, the following message appears in the configured Slack channel. Notice the variables have
been replaced with actual values.

i cambium APP 12-44 pMm

10 110.224.3 has generated an alarm of severl

Datadog Configuration

Datadog is a service for IT, Operations and Development teams who write and run applications at scale.
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Following is an example of how to create Datadog events using cnMaestro Webhooks and custom templates.

Sign up to https://app.datadoghg.com/signup and set up your Datadog agent. The agent can also be set up outside
the cnMaestro Ul device.

1. Onyour Datadog dashboard, navigates to Integrations and open APIs > API keys.

DATADOG

Lists

@ Dazhboards

Preset Lists

Integrations

Embeds

2. Inthe APl keys, create a new API key and enter a name for the APl key created.

Add the APl key to https://api.datadoghqg.com/api/vl/events?api_key=<YOUR_API_KEY>, this URL is used as
cnMaestro Webhook URL.

3. Datadog expects a custom JSON payload, following is a simple Datadog specific payload format using cnMaestro
Webhook variables.
{

"title": "SDEVICE IP",
"text": “Alarm of severity SALARM SEVERITY SALARM STATUS",
"priority": "normal",
"tags": ["SWEBHOOK NAME"],
"alert type": "warning"
}
'fca\‘ Note

t,lj Learn more about Datadog Events and expected JSON format at
https://docs.datadoghg.com/api/?lang=bash#tevents.
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4. Loginto cnMaestro and navigate to Administration > Settings > Webhook.
5. Click Add Webhook. Paste the URL from Datadog and expand Advanced Configuration.

Edit Webhook

Name*

Datadog

URL*

api.datadoghg.com/api/vl/events?api_key=6

Managed Account
MSP2 -

Basic Authentication

@ Filters
B Advanced Configuration

Content Type
application/x-www-form-uriencoded
(® application/json
Template
Default
(® Custom Learn more

Select File

“ "SDEVICE_IP ",
alarm of severity SALARM_SEVERITY
SALARM_STATUS ",

‘DF Cl'ﬂ‘," " "normal”,

tags” [
WEBHOOK_NAME"

1

alert_type": "waming"

Save Cancel

6. Once an Alarm occurs, the following message appears to configure Datadog events. This can be checked in
Datadog dashboard at Events > My Apps.

10.110.212.130 #datadog

alarm of severity minor active
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PagerDuty is an incident management platform that provides reliable notifications, automatic escalations, on-call
scheduling, and other functionality to help teams detect and fix infrastructure problems quickly.

Following is a simple example of configuring PagerDuty integration with cnMaestro Webhooks. We can use both
default or custom templates in JSON and x-www-form-urlencoded content types.

To begin, login to PagerDuty or create a new account.

https://app.pagerduty.com/

To capture the cnMaestro alarms you need to add a new integration into PagerDuty using a Transformer tool.
After login to your PagerDuty account, to add an integration:

1. Navigate to Configuration > Services.

2. If you are creating a new service for your integration, click Add New Service. If you are adding your integration to
an existing service, click the Name of the service you want to add the integration, navigate to the Integrations
tab, then click New Integration.

3. Select the Integration Type as Custom Event Transformer. Complete the remaining incident settings as desired
and save by clicking the Add Service/Integration at the bottom.

Incidents Integrations Settings Alert Grouping

() Integrations create incidents by connecting to your monitoring toals. You can add multiple integrations to a service by moving one from ancther
service, or by greating a new ana. Want to learn more? Read our guide to adding multiple inte ns

=+ New Integration
Name Integration Key Type Actions
Webhook_cnmaestro 37— Custom Event Transformer o

4. Click onthe Name of your new integration to view the details.

All Teams

¥ Edit Intagration

Webhook_cnmaestro

Type® P Custom Event Transformer View PagerDuty AP| documentatior

tegrationKey @ 3

Integration URL  Configure your service to send

fhups:nmnns pagerduty.com,

The code you want to
execute.

Debug mode [sendan  Enabled
event to your service if
code produces errors)

Integration URL is used in configuration of cnMaestro Webhooks.
https://events.pagerduty.com/integration/<integartion_key>/enqueue

5. Loginto cnMaestro and navigate to Administration > Settings > Webhook.

6. Click Add Webhook. copy and paste the integration URL from PagerDuty and expand Advanced Configuration.
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Edit Webhook

Name*

URL™

events.pagerduty.com/integration/2ce0093eaf3943f79b7%e7

Managed Account

All Accounts -

Basic Authentication

B Filters

= Advanced Configuration

Content Type

(® application/x-www-form-urlencoded
application/json

Template
Default

(® Custom Learn more

Select File

r

d
"text™: "$DEVICE_IP has generated an alarm of severity

SALARM_SEVERITY"

}

Save Cancel

You can use the custom payload or default option in cnMaestro. For this example, we are using the following custom
template with variables $DEVICE_IP and $ALARM_SEVERITY in the formatted message.

{
"text" : "$DEVICE IP has generated an alarm of severity $ALARM SEVERITY”

}

lfﬂ‘\. Note
E-r::l Learn more about PagerDuty and different integrations at
https://support.pagerduty.com/docs/webhooks.

7. Once an Alarm occurs, the following message appears in configured service’s incidents. Notice the variables have
been replaced with actual values.

body

text
10.110.212.138 has generated an alarm of severity minor

Twilio is a developer platform for communications. Software teams use the Twilio APl to add capabilities like voice,
video, and messaging to their applications. Twilio is mainly used as an SMS service provider for websites and apps.

Twilio supports HTTP Basic Authentication. This allows you to protect the URLs on your web server so only you and
Twilio can access them.
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Following is an example of integrating Twilio with cnMaestro Webhooks using an application/x-www-form-
urlencoded custom template.

To send a cnMaestro alarm as an SMS directly to a phone, we are going to use the Twilio’s APl to programmatically
send text messages.

1. Loginto Twilio or create a new account. https://www.twilio.com/

2. After loginto your Twilio account, navigate to your console Dashboard.

(@l
I
P -
Billing
Usage @ Project Info
L
Settings
=
X 3 Phone Numbers

Make a note of the Account SID, Auth Token values on the main twilio.com/user/accountpage - you need it when you
configure the cnMaestro Webhooks with Basic Authentication username and password.

3. Addthe Account SID to Add the Account SID to https://api.twilio.com/2010-04-
O1/Accounts/ACX XXX XXX XXX XXX XXX XXX XXX XX KX XXX XXX /Messages.json, this URL will be used as
cnMaestro Webhook URL.

ACCOUNT SID

A=
AUTH TOKEN
Show

4. Go to Phone Numbers under All Products and Services in the console to get the phone number or click on the red
plus (+) icon to add a new number and note down the assigned number.

N 1
el Phone Numbers Ac’uve Numbers
Manage Numbers o
e Active Numbers
i Number v Voice URL
NI R RIENDLY N T
Buy a Number +1202 410 0491 (202) 410-0491 S B =
Verified Caller IDs
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5. Login to cnMaestro and navigate to Administration > Settings > Webhook.

6. Click Add Webhook. Fill the Account SID and Auth Token from Twilio for URL and Basic Authentication and
expand Advanced Configuration.

Edit Webhook

Name*

Twilio

URL*

api.twilio.com/2010-04-01/Accounts/ACb2bd1d5717fe490d2t

IManaged Account

All Accounts -

Basic Authentication

Usemame
ACb2bd1d5717fe420d2be513cd082f2foe
Password
................................ Show
[ Filters
2 Advanced Configuration

Content Type
@) application/x-www-form-uriencoded
application/json

Template
Default
(® Custom Learn more
Select File
{

Body VICE_IP —alarm of severity
SALARM_SEVERITY $ALARM_STATUS
SWEBHOOK_NAME $WEBHOOK_TIMESTAMP",

Erom™ " B

T "

}
Save Cancel

Using the custom payload option in cnMaestro, specify a custom payload adapted to Twilio’s format.

{

"Body": "<message>",

"From": "+<country code><Twilio number>",
"To": "+<country code><destination number>"

}

For this example, we are using the following custom template with variables $DEVICE_IP and $ALARM_SEVERITY in
the formatted message.

{
"Body": "$DEVICE IP has generated an alarm of severity $ALARM SEVERITY",
"From": "+12024100491",

"To": "+9l**********"

}

) | NOTE

K,I:I To configure Twilio to cnMaestro Webhooks you should use application/x-www-form-urlencoded as
content type.

Learn more about Twilio and expected JSON format at https://www.twilio.com/docs/usage/api

7. Once an Alarm occurs in cnMaestro, the following message will be sent to the destination number from the Twilio
number. Notice the variables have been replaced with actual values.
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TaAam 4. CHD

< HP-047015

Sent from your Twilko trial account - test
has generated an alarm of severity test

Sent from your Twilko trial account
10,1 has generated an
alarm of severity minor

Sent from your Twilio trial account
10,1 has generated an
alarm of severity minor

Zapier is an online platform that aims to connect various apps together to automate workflows.

With Zapier you can build Zaps that perform your automation for you. These automations are achieved by mixing a
Trigger with actions available on your favourite apps. Zapier supports hundreds of apps. You can mix and match
triggers and actions to automate.

Following is an example of configuring Zapier integration with cnMaestro Webhooks. For example, you could make a
Zap that would automatically save alarms from cnMaestro Webhooks to a new row on a Microsoft Excel. Zapier can
catch a Webhook POST from cnMaestro, automatically adding the information to a new row in Excel.

First, Login to Zapier or create a new account.
/https://zapier.com/
1. After login to your Zapier account, navigate to dashboard.

2. Onyour Zapier dashboard, click on Make a Zap at the top right-hand side.

zap'ier Q.  Home  Apps  Explore ps & Advice Upgrade Nowd m . 48

Dashboard

3. Choose Webhooks by Zapier and Catch Hook as the trigger app and trigger event.
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o When this happens ...
451 1. catch Hook W o

App & Event Selected
Choose App (required)

Webhooks by Zapier v

Choose Trigger Event (required)

Catch Hook v

4. To customize your webhook trigger, copy the given URL and configure it in your cnMaestro Webhook.

When this happens ...
- 1. Catch Hook o
@ App & Event Selected v

Hook Customized

Custorn Webhook URL

https://hooks.zapier.com/hooks/catch/5332515/obhkSty/ Copy

Silent Mode

Enable to respond with an empty body.

Pick off a Child Key (optional

Cr Refresh Fields

5. Click continue redirects to Test your connection page.

When this happens ...
1. Catch Hook i

@ App & Event Selected v

& Hook Customized v

Test Your Connection

Click "Find Hook" below and we'll test your connection by going out to see if we can
find a hook in Webhooks by Zapier.
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6. To test the connection, open cnMaestro Webhooks and configure the given custom URL from Zapier then can
customize and fill the Advanced Configuration.

Edit Webhook

Name*

URL*

hooks.zapier.com/hooks/catch/5332515/o0tvirx

Managed Account

Base Infrastructure -

Basic Authentication

@ Filters
B3 Advanced Configuration
Content Type
application/x-www-form-uriencoded
(® application/json
Template
Default
(® Custom Learn more

Select File

r
L

'text™ "SDEVICE_IP has generated an alarm of severity
SALARM_SEVERITY"
}

Save Cancel

You can use the custom payload or default option in cnMaestro. For this example, we are using the following custom
template with variables $DEVICE_IP and $ALARM_SEVERITY in the formatted message.

{
"text" : "S$DEVICE IP has generated an alarm of severity $ALARM SEVERITY”

}
7. Send a test webhook by clicking on the test icon on the right-hand side of the webhook table.

5 . i ) ) % >

8. Now go back to Zapier and click Find Hook to complete the testing.
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when this happens ...
&a [ 1. Catch Hook o
© App & Event Selected

© Hook Customized

@ Testing Completed

Here is a sample we've collected so far. Pick 1 to set up your zap. Learn more aboy

O[&] Heka A
Q

message: This is a test request.

Get More Samples

Done Editing

v Do this....
X g 2. Add Row in Microsoft Excel ©

& App & Event Selected

Choose App (required)

Microsoft Excel v
1}

Choose Action Event (required)

@i AddRow v

@ Account Selected

@ Row Customized

9. Set up Microsoft Excel as the action for your Zap, action event, connect your excel account and customize.

10. To check if your action works as expected. Click Send Test to run the action step. The next screen shows whether

Zapier has been able to successfully perform the action step or not.

& Testing Completed

* v Test was successful!

We'll use this as a sample for setting up the rest of your Zap.

We created a row! We were able to create a row in your Microseft Excel account.

Q Search..

id: 135

COLSA: test has generated a alarm of severity test on test
row: 135

Re-test This Step

A ATest rowwas sent to Microsoft Excel about 7 seconds ago.
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"rﬂ-\" Note

E.Ij Learn more about how Zapier supports different apps at https://zapier.com/help/.

11. Once an Alarm occurs, the following message appears in the configured excel sheet. Notice the variables replaces
with actual values.

1 10.110.208.138 has generated an alarm of severity minor
e
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Audit Logs

Audit Logs record administration activities through both the Web Ul and the RESTful API. Audit Log entries
usually include destination and source addresses, a timestamp and user login information. User can access Audit
Logs in the Administartion > Audit Logs page.

Figure 185 Audit Logs

[l

i e LTv. Dromas

L ELELLLE

The following table describes the Audit Logs parameters and their descriptions.

Table 55: Audit Log Parameters

Parameter Description

Action Displays the action performed by the user (create, delete, download, etc.).
Description Textual description of the task.
Export Enable export as CSV or PDF.
IP Address IP address of the Web browser or APl application.
Module Module generating entry (AAA, administrator, alarm).
Result The result of the audit log as Success or Failed.
Source Administrator or API client name.
Source Type Entity making the update: administrator or API client.
Type Type of the log entry (configuration, operation, onboarding, security).
Time The time when the action was performed.
Log Action

An action log contains a set of transactions. Each transaction contains one or more Actions. Each Action has a
name and input parameters. Some Actions have output parameters.

The following Actions will be supported for individual Audit Log entries. Each activity performed in the server is
detailed in this table.
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Table 56: Log Action Parameters

Parameter Description

Claim Claim a device in the network operator.
Create Create an object in the network device.
Delete Delete an object in the network device.
Download Download a file.

Edit Edit an existing device detail.

Link Test Perform a Link Test.

Login Login to a device.

Logout Logout from a device.

Mail Mail ID of a device.

Move Move a device from the server.

Reboot Reboot a device.

Reset To reset a device

Upload Upload a file on the server.

Audit Modules

Auditing activity is mapped to individual modules within cnMaestro. A breakdown of the available modules is listed

below.

Module Type (s) Description

ACL provisioning | Adding Editing Removing the ACL Entries

administrator | provisioning | User Management: Login, Users, Roles, Email, etc.
operations
security

alarm provisioning | Alarms and Alarm History.

api provisioning | API Management: API Clients and Webhooks

auditing provisioning | Auditing Infrastructure

auto- provisioning | Auto-Provisioning

provision

CBRS Services CBRS

data-tunnel provisioning | Data Tunneling
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Module

device

Type (s)

provisioning

operations

Description

Device management

guest-portal

provisioning

Guest Portal

infrastructure | provisioning | Site, Network, Tower Management
jobs provisioning | Jobs Infrastructure
operations
license licensing Update license details
MSP operations Operations covering Managed Services and Managed Account
onboard provisioning | Onboarding Queue
operations
report provisioning | Data Reports
operations
software- provisioning | Software Upgrade: device image import/export, upgrade device
upgrade operations
SIM provisioning | SIM claim and delete
system provisioning | System Services: VM management, change log level, system upgrade, system
operations monitoring, software images, system settings
security
template provisioning | Template-Based Configuration
tools provisioning | Technical support dump, networking operations, etc.
operations
webhooks provisioning | Webhooks configuration and management
Wi-Fi provisioning | AP Groups, WLANSs: edit W-Fi configuration objects

operations

security
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Syslog

cnMaestro supports Notification Syslog (Event Log) and Audit Syslog. The generated Event Logs and Audit Logs
are sent to the syslog server configured under Administartion > Settings page. Every syslog has a Facility and a
Severity level. Maximum of five entries can be added in Notification syslog and Audit syslog.

Figure 186 Syslog

The following table describes the parameters in Syslog server:

Table 57: Syslog Server Parameters

Field Description

< Enable the notification syslog or audit syslog.

Event Type The type of event (Infrastructure, Network, Operation, Security and Wireless). You
can select one or multiple events.

IP/Host The IP address provided to the server.

Name The username provided to the server.

New Facility The type of program logging the message. The allowed facilities are local O to local

7.

New Severity

The severity of the system log message.

Port

IP address or hostname provided to the server.

Severity

The initial severity of the generated syslog messages (i.e. Critical, Major, Minor or

Notify).

Event Syslog

Notification messages are filtered based upon Type (which may be slightly different between Events and Alarms)

and Severity.

Click Add to add a new Event Syslog window pops-up.
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Event Syslog

Name

IP/Host

Port
514

Event Type

Severity

New Facility
Locald
Locally used facilities
New Severity
Emergency

System is unusable

Infrastructure Network Registration Operations
Services Security Wireless

Cntical Major Minor

Notify

Add
NOTE:
(o)
At least one Event Type or Severity must be selected.
1. Enter Name.

Select Event Type.

NG I NI

Facility

Select Severity Type.

Enter the IP/Host address.
Enter the Port number. Port 514 is the default for syslog

Select the New Facility from the drop-down list.

Description

Local O-Local 7

It is the locally used facilities.

7. Inthe New Severity drop-down, select the type of Severity. Please refer to the below Severity table:

Value | Severity Description

0 Emergency System is unusable.

1 Alert Action must be taken immediately.

2 Critical Critical conditions of hard device errors.
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Value | Severity Description

3 Error Error conditions
4 Warning Warning conditions.
5 Notice Normal but significant conditions. Conditions that are not error conditions but

may require special handling.

6 Informational | Informational messages.

7 Debug Debug-level-messages.

8. Click [dto edit the Event Syslog. The dialog box appears:

Event Syslog

Name

SysLogs

IP/Host
10.110.209.60

Port
514
Event Type

Infrastructure Network Registration Operations
Services Security Wireless

Severity

Critical Major Minor Notify
New Facility
Local3 -
manage.account syslog.facility. 19
New Severity
Notice -

Normal but significant conditions

Update

9. Repeat the above steps to update an existing Notification Syslog.

Audit Syslog
The Audit Syslog separates messages based upon Audit Type.

Click Add a new Audit Syslog window pops-up.
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Audit Syslog

Name

|P/Host

514

Audit Type
Maintenance Onboarding Operations
Provisioning Security

New Facility

Local0 v
Locally used facilities
New Severity

Maotice v

MNormal but significant conditions

Add

I/'O"\. NOTE:
At least one Audit Type must be selected.

—_

Enter Name.

Enter the IP/Host address.

Enter the Port number. The port number 514 is the standard syslog port.
Filter by Audit Type.

(GINFNENREEN

Select New Facility from the drop-down list.

Facility Description

Local O-Local 7 | Available facilities.

6. Select the type of Severity.
7. Click Add.
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Cloud Connectivity

Overview

Starting in cnMaestro 3.0.0, On-Premises installations will be associated with a Cloud Anchor account. The Anchor
account is a new type of cnMaestro account which is only mapped to On-Premises instances. A single Anchor
account can support many independent On-Premises instances.

Cloud Connectivity reports the following details of On-Premises instances in the corresponding Anchor account:

e System level details of each On-Premises instance like Disk, Processor, RAM, Uptime, and Vendor
(VMWare VM, KVM, and Oracle Virtual Box).

e Total managed devices, device type distribution and count, On-Premises software version (OVA
and Package), user type distribution and count, Account type (Backhaul, Enterprise, and Industrial
Internet), and Country.

o On-Premises features enabled like Auto Provisioning, Auto Upgrade, CBRS, MSP, Lock Wi-Fi
AP/cnMatrix Configuration, SNMP, and Wi-Fi.

The Cloud Anchor account automatically pushes announcements of new device firmware and cnMaestro software
images to connected On-Premises instances.

In the future, Cloud connectivity will be used to manage cnMaestro X subscriptions for On-Premises instances. It will
also be extended to simplify the CBRS provisioning and billing by tying multiple On-Premises instances to a single
Cloud account.

Creation of Cloud Anchor Account

The Cloud Anchor Account is created in the same way one creates a standard Cloud NMS Account. A new Type
optionis added allowing one to choose between NMS and Anchor.

A Cloud Anchor Account should be created before installing cnMaestro On-Premises as shown below:

1. Navigate to the account page and click Create Account.

@ cambium Hetworis

cnMaestro”

Integrated. Intelligent. Easy.

* Monitor * Operate
+ Configure * Manage

Your Network

Documentation Community

2. Inaccount type, select Anchor.
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Cooud Account Hamss:
A riancity IS for this account, T, Couss B H RAmMa of 03 company

camEiumratOnE

Warew Dedo Progeam:
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I 1 ageve 10 Dhe Crlbavstro: T of S

Comaler Aotmurd

3. Once the Anchor Account is created, an Onboarding Key needs to be set, to allow On-Premises instances to
connect.

4. Navigate to the Manage Instances page as shown below and edit the Onboarding Key. This key needs to be
entered in the cnMaestro On-Premises Ul to connect to the Anchor account.

8 Gnanaprakash s =
(@ cambium Networks | crmaestro @ Gnanaprakashs

Manage Instances

Onboarding  On-Premises Instances

Cambium ID: ANC_PRI

Lowt Conmmaciod Orisared Ut S Sy St

Connecting cnMaestro On-Premises to Anchor Account

Perform the following steps to connect the cnMaestro On-Premises server with the Cloud Anchor Account:
1. Navigate to the Administration > Settings > Cloud Connectivity in the cnMaestro On-Premises Ul.

2. Enter the Cambium ID for the Cloud Anchor Account.

3. Enter the On-boarding Key created in the section above.

4. Enable HTTP Proxy if required by setting the IP address or Host Name.

o) NOTE:
tj:l Enable HTTP Proxy only when On-Premises server needs to connect with public network through proxy.

5. Click Save and Connect.
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D NOTE:
m During the retry time it will take 15 minutes to connect the On-Premises with Anchor Cloud account.

For every 1 hour it updates the periodic inventory status of On-Premises to Cloud.

Software Images

Once the On-Premises server is synced with the cloud, the user can upload the software images from cloud directly
to the On-Premises.

To upload Software Image perform as follows:

1. Navigate to Administration > Server > Software Images.

2. Click Add Image.

3. Click Download from cnMaestro Cloud and select Device Type.
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Add Software Image

Device Type
60 GHz cnWave([ZD) ~

Available Images
Name

@ 60 GHz cnWave V1000
(O 60 GHz cnWave V3000/V5000
() 60 GHz enWave V1000
(O 60 GHz cnWave V3000/V5000
(O 60 GHz cnWave V3000/V5000
() 60 GHz cnWave V1000

(0 60 GHz ecnWave V3000/V5000

S -Ta WY [ PR 1 W PR O o P Vol

Recommended

Add Image Cancel

(® Download from cnMaestro Cloud Local

Version

1.0

1.0

1.0.1-dev122

1.0.1-dev122

1.0.1-dev124

1.0.1-betad

1.0.1-betad

A A da . AAD

Release Date

N/A

N/A

N/A

N/A

N/A

N/A

N/A

MEPA

4. Select the Version and click Add Image.

chMaestro System Update

Once the Cloud is synced with the On-Premises, user can upload the package from Cloud to On-Premises.

To upload a Package, perform the following:

1. Navigate to Administration > Operations > Package.

2. Select option Download from cnMaestro Cloud under Upload From.

3. Click Apply Update.

g

=] B
=

Reost

2

e

5 Saftware Update
=

& Package

Versicn Reiease Date
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Once the Cloud is synced with the On-Premises user can upload the software package from Cloud to On-Premises.
To upload an OVA Image, perform the following:

1. Navigate to Administration > Server > Operations > OVA.

2. Select option Download from cnMaestro Cloud.

3. Select OVA listed in the table.

4. Click Upload OVA.

Upload From
@j Local Download from cnMaestro Cloud (Mersion: 31.0-a28)

OWA File

Select File
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Appendix

This section includes the following topics:
e Maintenance

e Deployments

e Windows DHCP

e Network Port Requirements

e Contacting Cambium Networks

Maintenance

This section provides the following details:
e Command Line Alternatives

e SSH Access

e Account Recovery

e Configure Network Time Protocol (NTP)
e Extending the Data Disk

e Application Account Recovery

Command Line Alternatives

Cambium Networks highly recommends using the cnMaestro Ul for all application operations; however, in case
the cnMaestro system is not executing correctly, a number of command-line alternatives exist. You can access
these by logging into the cnMaestro CLI (through the VM Console) and selecting the “Shell” option to launch a
Unix shell.

Export cnMaestro Data

Navigate to Manage > Server > Operations > System Backup to the Ul version of this command. From the
command line the data can be exported using the following:

sudo cnmaestro-export

The location of the exported data file is printed when the command completes. It can then be copied to an
external directory using SCP or FTP. From there it can be imported into a different cnMaestro instance.

Import cnMaestro Data

Navigate to Manage > Server > Operations > System Backup to the Ul version of this command. From the
command line the data can be imported using the following:

sudo cnmaestro-import <data file>

The data file needs to be copied to the cnMaestro instance prior to executing this command. This can be done
using either SCP or FTP.
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Technical Support Dump

The Ul version of this command is located at: Manage > Server > Diagnostics > Technical Support Dump. From the
command line the technical support dump can be exported using the following:

sudo cnmaestro-techdump

The location of the file will be printed when the command completes. It can then be copied to an external directory
using SCP or FTP and then sent to Cambium support personnel.

Apply OVA Upgrade

This section describes a failsafe mechanism to apply an OVA Upgrade using the Command Line. First make the image
accessible to the operating system either by downloading it through SCP (and storing in /srv/storage/tmp/) or
mounting a shared folder. Then execute the following commands:

e Extract and stage the image into the unused partition
sudo /srv/bin/cnmaestro-image stage <OVA Filename>

e View status of the extraction (wait until it completes/hits 100% -- about 10 minutes)
watch -n2 sudo /srv/bin/cnmaestro-image status

e Bootinto the new image. Use the inactive partition from the status command

sudo /srv/bin/cnmaestro-image upgrade <os2 or osl>

o) NOTE:
tj:l Above mentioned steps are only a failsafe if the Ul upgrade is unavailable. They should not be used for
downgrades, which are unsupported.

Apply Package Update

Navigate to Manage > Server > Operations > Apply cnMaestro Package to the Ul version of this command. From the
command line an update package can be applied using the following:

sudo /srv/bin/cnmaestro-image patch <package-file>

The upgrade file needs to be copied to the cnMaestro instance prior to executing this command. This can be done
using either SCP or FTP. The update file itself is downloaded from Cambium Networks and only updates the
cnMaestro application.

SSH Access

cnMaestro supports SSH access using the ‘cambium’ user account and password. Enabling this feature is not
recommended, due to the password security, but it is available if needed.

Enabling SSH Access

Follow the below steps to enable SSH access:

1. From the Operations page, select Maintenance.
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Dperations

Please make a selection

Information Display network settings

Network Conf igure network interface

HA Configure high availability (pro)
Settings Conf igure server settings

FPassword Set virtual machine user password

| aintenance] ﬂﬁﬁﬂﬂﬂ!ﬂﬂﬂﬁﬂﬂlﬂﬂﬂﬁﬁﬁﬁ

Halt Halt virtual machine for manual shutdown
Reboot Reboot virtual machine

Shell Exit to command line

Logout Logout of current session

<_OR )]

2. Select SSH for the SSH Server page.

System Haintenance

Please select a maintenance operation

Recovery Create a one—time recovery administrator
EnablesDisable SSH access for the 'cambium’ user

< DK > < Back »

3. Select Enable SSH option.

S5H Server

538H User: cambium
58H Status: disabled

Do you want to enable SSH password access?

<Enable SSH> ¢ Cancel >

4. Ascreen pops-up if SSH is enabled successfully.

Notice

Success?! 55H passuword access enabled.

You canthenlog into the cnMaestro system using the same ‘cambium’ account used to log in through the Console.

[# ssh cambium@192.168.127.51 |
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o) NOTE:
NS

The ‘cambium’ user has sudo access, so if using SSH, be sure to change the default password of this user
before enabling the feature.

The Windows application putty, by default, will not print the dialog correctly, and the customer needs to set the
Translation accordingly.

Welcome to cnMaestro On-FPremises!

Management Interface: enabled (IPv4)

IPv4 Address/prefix: 192.168.227.50/24 (static)
Default Gateway: 192.168.227.2

Name Server(s): 8.8.4.4, 8.8.8.8

Management URL: https://192.168.227.100

High Availability: enabled (2 nodes in cluster)
Status: primary, healthy (active and standby)

WARNING: The virtual machine user password is the default

N NOTE:
(o]
t‘lj When accessing the CLI from putty on Windows, you may need to change the Remote Character Set (
Window > Translation in the putty Configuration dialog) to “ISO-8859-11998 (Latin-1, West Europe)” to
correctly display the menu.
T — :
ﬂ PUTTY Configuration & !@
Catagory
— Session Options controlling character set trans|ation
Lagging Character set fransiation
—|- Tarminal
Keyboand Femate character set
Bell 0-8855-1:1958 [Latin-1. L
w.:dem:.lres (Codepages supported by Windows but not listed here,
e such as CPBEE on mamy systams, can be entered manually)
Appaarance
Behawiour "
Transiaion Treal CJK ambiguous characiers as wide
Selaechon Caps Lock acts as Cynllic switch
Colours % :
— Connaction Adjust how FuTTY handles line drawing characters
Data Handling of fine drewing characters
Prasy @ Usa Unicode line drawing code points
Telnet Poor man's line drawing (+. - and [)
Rlogin Font has XWindows encoding
i 55H Lise font in both ANS1 and OEM modes
Senal Use fontin OEM mode onby
Copy and paste line drawing characters as lgggk
About ”Heln [_ 61;1 | Conc:a.lu

After setting the configuration properly, the window appears as below:
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Information
Welcome to cnMaestro on-Premises!

Management Interface: enabled (IFvd)

IPvd Address/Prefix: 192.168.227.50/24 (static)
Default Gateway: 132.168.227.2

Name Server(s): B.8.4.4, 8.8.8.8

Management URL: https://192.168.227.100

High Availability: enabled (2 nodes in cluster)
Status: primarcy, healthy (active and standby}

WARMING: The virtual machine user password is the default

Data Backup

Overview

NOTE:

) o

m Data bacukp taken from On-Premises instance after 3.0.0 will have current month data collections in
which the data backup is generated and years collection from the day of upgrade to 3.0.0.

cnMaestro On-Premises recommends using a separate data disk for network data and using the snapshot
functionality of your Virtualization infrastructure to back up this data consistently.

User will be using a backup system connected to Virtualization infrastructure, so details may differ, but if the system
is based on snapshots of the disks it works. Guest-based backup agents are not supported, as consistent point-in-
time backups of the entire disk are needed. Serial agent-based backups may back up one part of the disk while
another is being written, and result in unusable backups.

Cambium Networks does not recommend relying only on persistent snapshots, as it may seriously degrade
performance. Users are recommended to use snapshots to ensure data consistency only, not as backup storage. The
recommended backup method is to create a snapshot, copy data, then delete the snapshot, and most backup
software is done automatically. It is not recommended keeping of snapshots for more than 24 hours.

NOTE:
o)
It is not recommended to use non-snapshot backup methods, as data is constantly being written, and
backups are likely to be inconsistent or unuseable.

Virtualization System Specific

Standard snapshot-based backups work with existing vmWare-supported backup tools, and are likely to work with
your existing backup solution. We do not recommend attempting to backup snapshot or disk files directly from
storage.
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Standard snapshot-based backups work with existing Hyper-V supported backup tools, and are likely to work with
your existing backup solution. We do not recommend attempting to backup snapshot or disk files directly from
storage.

For LVM and Ceph RBD, snapshots from the storage node should be taken and then copied to offsite storage. We
recommend backing up individual volumes if possible, and restoring these. While file-based recovery from within a
volume may be possible in some situations, it is not supported.

Account Recovery

cnMaestro has two types of accounts: the Virtual Machine (Console) account and the cnMaestro Application account.
Both of these can be recovered if you forget the administrator password.

Virtual Machine (Console) Account Recovery

cnMaestro is installed on Ubuntu Server and can leverage the Ubuntu Recovery Mode process to reset the "Cambium
Networks" Console login password. The steps are the following:

1.  When booting up cnMaestro in the VM Console after a full shutdown, quickly press and hold the Shift key after the
BIOS has finished loading. This will launch the GNU GRUB menu.

Ukt

efidvanced options for Ubuntu

2. Select Advanced Options and then Ubuntu Recovery Mode
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elbunty, with Linus 44n-31-ener-c FELOVErY mode

3. Onceinthe Recovery Menu, select the root option to enter a root shell

Recovery Henu (filesystem state: read-onlyd

FESUNE Hesume normal boot

clean Try to make [ree space
dpky Repair broken packages
fsck Check all File systems
grub Update grub bootloader
netuork Enable networking

oot lrop to root shell pronpt
systen—sunnary System summary

4. The shell will display a command parser along the bottom of the screen. Type the following (without the '#')to
reset the password of the cambium user.

# mount -o remount -rw /

# passwd cambium

# reboot
FESURE Resume normal boot
clean Try to make Free space
dpkg Repair broken packages
fsck Check all file systens
gruhb Update grub bootloader
netuork Enable netuorking

systen-sunnary dysten summary

<0k>

d suCc

5. You should now be able to login to the console using the new password.
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Ubuntu 14.84.5 LTS cnnae

cnmaestro login:

cnMaestro Application Account Recovery

Application Account recovery is useful if you are unable to log in to the cnMaestro UL It allows you to create a one-
time password through the command line, so you can access the Ul as a Super Administrator and update current
authentication settings.

Configure Network Time Protocol (NTP)

cnMaestro uses NTP for time synchronization. This is particularly important for HA environments. By default, NTP is
configured to use Google NTP services. NTP can be disabled, if one wants to leverage the NTP feature of VMware, or
changed to enable a customized group of NTP servers.

Disabling NTP Support

Follow the below steps to disable NTP Support:

1. From the Operations page, select Settings.

Dperations

Please make a selection

Information Display network settings

Hetwork Conf igure network interface

HA Conf igure high availability (pro)
Password Set virtual machine user password
Haintenance Perform maintenance operations

Halt Halt virtual machine for manual shutdoun
feboot Reboot wirtual machine

Shell Exit to command line

Logout Logout of current session

2. Select NTP to Manage Network Time Services.

Server Settings

Please select a configuration section

l | TP Manage network time services

< DK > < Back >

3. To disable NTP, select the Disable NTP Option.
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HIF Services

HTP Services are enabled. cnMaestro uses Google Public NTP by
default. To use different NTP servers, please add them below using
IPvd address or hostname.

NTP Server 1 (optional)
NTP Server £ (optiomal)
NTF Server 3 (optionall
NTP Server 4 (optional)

<Update NTP » <Disable NTP) ¢ Cancel b

4, Set custom NTP servers and Update NTP.

NIP Services

NIP Services are enabled. coMaestro uses Google Public HIP by
default. To wse different NTP servers, please add them below using
IPu4 address or hostname.

HIF Server 1 (optional)
NTF Server Z (optiomal)
NTP Server 3 (optional)
NIP Server 4 (optional)

{Update NHTF > {Disable NTP> < Cancel £

Extending the Data Disk

cnMaestro has two virtual disks, one for the operating system, and the second for data. If the data disk becomes
overloaded, it can be extended. This is done by increasing the disk size through the virtual machine, and then
following the command line instructions in this guide.

The process will have two phases:

e Phase 1: Expand the virtual disk (using the virtual machine infrastructure).

e Phase 2: Extend the cnMaestro partition and file system (using the command line instructions listed below).

o) NOTE:
Please take a backup copy of your virtual machine before performing any operations below.

VMware Workstation Disk Expansion

To expand the virtual disk in VMware Workstation, make sure the virtual machine has no VMware snapshots and is
currently turned off. You can then select Hard Disk 2 and click Expand to select a new disk size. Only expansion is
allowed (the data disk can grow but not shrink). An Expand Disk Capacity window launches to update the size. Once
a new disk size is chosen, restart cnMaestro. A similar mechanism is used for ESXi.
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Virtual Machine Sattings
Hardware | Ootions
Device Sumemany | Disk fila .
ey 28 Bxpand Disk Capacity =5
L Processors 2
i Hard Disk (SCST) 636G Specy e maximum size for the virual disk
g Hard Disk 2 (SCSI areca | =
i =D Maiemum disk sie (GR): L
J C0VDYD (IDE) Using urknown backend
[;l Natwork Adapler RAT j; Expand increases only the size of a virual disk, Sies of
B o=play it detect ¥ parvtoen and file Sriten e not aMted
Espand | | Cancel Help
Do wlotas:
Map fhis viriual machine disk to a local
volsre e L2
Dol agerirat Fikies e COrdolicat frie
i
Sk Dot
Expand dsk capacity Expand..
Comnpact disk 1o recksim unussd space Commpact
Acvanted. ..
Al Fifrone
o Cancel Help

VirtualBox Disk Expansion

VirtualBox requires command line expansion of the virtual disk. One also needs to convert the disk format from
VMDK to VDI before the transformation, and then back again when finished. The commands below are for the
Windows installation of VirtualBox. The steps are to convert to VDI; then resize the VDI disk; then convert back to
VMDK.

Once the resized.vmdk is created, replace the current Disk 2 in the VirtualBox Ul with the resized vmdk and restart
the virtual machine.

> "C:\Program Files\Oracle\VirtualBox\VBoxManage" clonehd source.vmdk clone.vdi --format wdi
> "C:\Program Files\Oracle\VirtualBox\VBoxManage" modifyhd clone.vdi --resize 120000
> "C:\Program Files\Oracle\VirtualBox\VBoxManage" clonehd clone.vdi resized.vmdk --format vmdk

Once the resized.vmdk is created, replace the current Disk 2 in the VirtualBox Ul with the resized vmdk and restart

the virtual machine.

Partition and File System Updates

cnMaestro will not recognize the additional disk space until the partition is extended. So after the reboot, launch the
cnMaestro CLI and select Shell to exit to the command line. There type the following commands to grow the partition
and file system disk; then convert back to VMDK.

S sudo growpart /dev/sdb 1
S sudo resize2fs /dev/sdbl

You can validate the command completed successfully by typing df -k and reviewing the size of /dev/sdb1
(/mnt/data).
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"ilesysten ) 1K-blocks Used fAwvailable Usex Mounted on
1003608 ( 1003608

tmpfs A 194528
dev/napperscanaes

106512
429028 125: 1 mnt-sdata
0 34 srunsuser/1000

Application Account Recovery

Console administrators can create a one-time password providing Super Administrator access to the cnMaestro
Ul for a single session (the password will expire in one hour or after a single use). This is a fail safe mechanism that
allows cnMaestro access to update current authentication settings.

To create a one-time password:

1. Log into the cnMaestro Console and following window pops-up:

Welcome to cnMaestro On-Premises!

Management Interface: enabled (IPv4)

IPv4 Address/Prefix: 10.110,209.46/24 (static)
Default Gateway: 10.110.209.254

Name Server(s): 10.110.12.110 (+1 more)
Management URL: https://10.116.209.46

WARNING: The virtual machine user password is the default

yext

2. Click Next.

3. Select Information and click Ok.

Please make a selection

Display network setting

letwork Configure network interface
tting Configure server settings
Set virtual machine user password
Perform maintenance operations
Halt virtual machine for manual shutdown
Reboot virtual machine
Exit to command line
Logout of current session

4. Select Recovery tab and click Ok.
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system Maintenance

Please select a maintenance operation

fecoverylillCreate a one-time recovery administrato

SSH Enable/Disable SSH access for the 'cambium' user

< UK > < Back >

5. Enter the password in the OneTime Password text box.

Recovery Administrator

Please enter the password for a one-time recovery administrator.
The password expires in 1 hour.

lUse rname

One-Time Password S

<Cancel>

o) NOTE:
t‘lj The username for temporary user login is chmaestrotemp. It cannot be changed.

6. Click OK. The following window is displayed:

One time Temporary User Login (cnmaestrotemp) created
for 1 hour successfully.

Statistics APl Response (vl Format)

API vlis replaced by v2 in cnMaestro 3.0.0 release. It will be supported from cnMaestro 3.2.0 release and no longer be
supported.

This section provides the Statistics APl response vl Format for the following devices:
e cnMatrix

e cnReach

e Fixed Wireless

e PTP

o Wi-Fi
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cnMatrix

General

Name Details

cpu

CPU utilization

config_version

Configuration version

last_sync

Last synchronization (UTC Unix time milliseconds)

mac

MAC address

managed_account

Managed account name

mode Device mode

name Device name

network Network

site Site name

site_id Site unique identifier

status Status [online, offline, claimed, waiting, onboarding]

status_time

Uptime/downtime interval (seconds)

tower Tower name
type Device type
Networks
Details
ip IP address
cnReach
General
NET ! Details Mode
config_version Configuration version All
connected_sms Connected SM count All
last_sync Last synchronization (UTC Unix time milliseconds) All
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Name Details Mode

mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
tower Tower name All
type Device type All
Networks
Name Details Mode
ip IP address All
ip_wan WAN IP All
Radios
Name Details Mode
radio.radiol.device_id Device ID Radios
radio.radiol.linked_with Linked with Radios
radio.radiol.mac Radio MAC Radios
radio.radiol.margin Margin Radios
radio.radiol.mode Radio mode [ap, ep, rep] Radios
radio.radiol.neighbors Radio neighbors Radios
radio.radiol.network__ Network address Radios
address
radio.radiol.noise Average noise (dB) Radios
radio.radiol.power Transmit power Radios
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Name Details Mode
radio.radiol.rssi RSSI value (dB) Radios
radio.radiol.rx_bytes Receive bytes Radios
radio.radiol.software_ Current software version. Radios
version

radio.radiol.temperature Radio temperature Radios
radio.radiol.tx_bytes Transmit bytes Radios
radio.radiol.type Radio type [ptp, ptmp] Radios
radio.radio2.device_id Device ID Radios
radio.radio2.linked_with Linked with Radios
radio.radio2.mac Radio MAC Radios
radio.radio2.margin Margin Radios
radio.radio2.mode Radio mode [ap, ep, rep] Radios
radio.radio2.neighbors Radio neighbors Radios
radio.radio2.network_ Network address Radios
address

radio.radio2.noise Average noise Radios
radio.radio2.power Transmit power Radios
radio.radio2.rssi RSSI value (dB) Radios
radio.radio2.rx_bytes Receive bytes Radios
radio.radio2.software__ Radio current software version. Radios
version

radio.radio2.temperature Radio temperature Radios
radio.radio2.tx_bytes Transmit bytes Radios
radio.radio2.type Radio type [ptp, ptmp] Radios
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Fixed Wireless

General
Name Details ePMP PMP
ap_mac AP MAC SM SM
config_version Configuration version AP/SM AP/SM
connected_sms Connected SM count AP AP
distance SM distance (KM) SM SM
gain Antenna gain (dBi) AP/SM AP/SM
gps_sync_state GPS synchronization state AP/SM
last_sync Last synchronization (UTC Unix time milliseconds) AP/SM AP/SM
mac MAC address AP/SM AP/SM
managed_account Managed account name AP/SM AP/SM
mode Device mode AP/SM AP/SM
name Device name AP/SM AP/SM
network Network AP/SM AP/SM
reboots Reboot count AP/SM
status Status [online, offline, claimed, waiting, onboarding] AP/SM AP/SM
status_time Uptime/downtime interval (seconds) AP/SM AP/SM
temperature Temperature AP/SM
tower Tower name AP AP
vlan VLAN AP/SM

Networks
Name Details ePMP PMP
default_gateway Default gateway AP/SM | AP/SM
ip IP address AP/SM | AP/SM
ipv6 IPv6 address AP/SM
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Name Details ePMP PMP

ip_dns DNS AP/SM | AP/SM
ip_dns_secondary Secondary DNS AP/SM
ip_wan WAN [P AP/SM
lan_mode_status LAN mode status [no-data, half, full] AP/SM
lan_mtu MTU size SM
lan_speed_status LAN speed status AP/SM
lan_status LAN status [down, up] AP/SM | AP/SM
netmask Network mask AP/SM | AP/SM
Radios
Name Details ePMP PMP
radio.auth_mode Authentication mode SM
radio.auth_type Authentication type ePMP [open, wpal, eap- ttis] AP/SM | AP/SM

PMP [disabled, enabled]

radio.channel_width Channel width ePMP [5 MHz, 10 MHz, 20 MHz, 40 AP/SM | AP/SM
MHZz]
PMP [...]
radio.color_code Color code AP/SM
radio.dfs_status DFS status ePMP: AP/SM | AP/SM

[not-applicable, channel- availability-check, in-
service, radar- signal-detected, alternate-channel-
monitoring, not-in- service]

PMP: [Status String]

radio.dl_err_drop_pkts Downlink error drop packets SM
radio.dl_err_drop_pkts_percentage Downlink error drop packets percentage SM
radio.frequency RF frequency AP/SM | AP/SM
radio.frame_period Frame period AP
radio.dl_frame_utilization Downlink frame utilization AP
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Name Details ePMP PMP
radio.dl_lqi Downlink Link Quality Indicator SM
radio.dl_mcs Downlink MCS SM
radio.dl_modulation Downlink Modulation SM
radio.dl_pkts Downlink packet count AP/SM | AP/SM
radio.dl_pkts_loss Downlink packet loss AP/SM
radio.dl_retransmits Downlink Retransmission AP/SM
radio.dl_retransmits_pct Downlink Retransmission percentage AP/SM
radio.dl_rssi Downlink RSSI SM SM
radio.dl_rssi_imbalance Downlink RSSIimbalance AP
radio.dl_snr Downlink SNR (dB) SM
radio.dl_snr_h Downlink SNR (dB) horizontal SM
radio.dl_snr_v Downlink SNR (dB) vertical SM
radio.dl_throughput Downlink throughput AP/SM | AP/SM
radio.mac Wireless MAC AP/SM
radio.mode Radio mode

[eptp-master, eptp- slave, tdd, tdd-ptp, ap/sm] AP/SM
radio.sessions_dropped Session drops AP AP/SM
radio.software_key_throughput Software key - max throughput SM
radio.ssid SSID AP/SM
radio.sync_source Synchronization source AP
radio.sync_state Synchronization state AP
radio.tdd_ratio TDD ratio ePMP [75/25, 50/50, 30/70, flexible] AP AP

PMP [...]
radio.tx_capacity SM transmit capacity SM
radio.tx_power Radio transmit power AP/SM | AP/SM
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Name Details ePMP PMP
radio.tx_quality SM transmit quality SM
radio.ul_err_drop_pkts Uplink error drop packets SM
radio.ul_err_drop_pkts_percentage Uplink error drop packets percentage SM
radio.ul_frame_utilization Uplink frame utilization AP
radio.ul_mcs Uplink MCS AP/SM
radio.ul_modulation Uplink Modulation example [2X MIMO-B)] SM
radio.ul_lqi Uplink Link Quality Indicator SM
radio.ul_pkts Uplink packet count AP/SM | AP/SM
radio.ul_pkts_loss Uplink packet loss AP/SM
radio.ul_retransmits Uplink Retransmission SM
radio.ul_retransmits_pct Uplink Retransmission percentage AP/SM
radio.ul_rssi Uplink RSSI SM SM
radio.ul_snr Uplink SNR (dB) SM
radio.ul_snr_h Uplink SNR (dB) horizontal SM
radio.ul_snr_v Uplink SNR (dB) vertical SM
radio.ul_throughput Uplink throughput AP/SM | AP/SM
radio.wlan_status WLAN status [down, up] AP/SM

PTP

General
NET I Details Mode
config_version Configuration version All
connected_sms Connected SM count Master
gain Antenna gain (dBi) All
last_sync Last synchronization (UTC Unix time milliseconds) All
mac MAC address All
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Name Details Mode

managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
temperature Temperature All
tower Tower name All
type Device type All
vlan VLAN All
Networks
Name Details Mode
default_gateway Default gateway All
ip IP address All
ip_dns DNS All
ip_dns_secondary Secondary DNS All
lan_status LAN status [down, up] All
netmask Network mask All
Radios
Name Details Mode
ethernet.aux_interface.rx_ | Aux Rx Frames Oversize All
frames
ethernet.aux_interface.tx_ | Aux Tx Bandwidth Utiliization All
util
ethernet.aux_interface.rx_ | Aux Rx Bandwidth Utiliization All
util
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Name Details Mode
ethernet.aux_ Aux speed and duplex All
interface.speed
ethernet.main_psu_ Main PSU Rx Frames Oversize All
interface.rx_frames
ethernet.main_psu_ Main PSU Rx Bandwidth Utiliization All
interface.rx_util
ethernet.main_psu_ Main PSU speed and duplex All
interface.speed
ethernet.main_psu_ Main PSU Tx Bandwidth Utiliization All
interface.tx_util
ethernet.sfp_interface.rx_ SFP Rx Frames Oversize All
frames
ethernet.sfp_interface.rx_ SFP Rx Bandwidth Utiliization All
util
ethernet.sfp_ SFP speed and duplex All
interface.speed
ethernet.sfp_interface.tx_ SFP Tx Bandwidth Utiliization All
util
radio.byte_error_ratio Byte Error Ratio All
radio.channel_width Channel width All
ePMP: [5 MHz, 10 MHz, 20 MHz, 40 MHZz]
PMP: [...]
radio.color_code Color code All
radio.rx_frequency Receive frequency All
radio.tx_frequency Transmit frequency All
radio.tx_power Radio transmit power All

Wi-Fi

D NOTE:

Mode is Enterprise, Home, or All.
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General

Name Details Mode
config_version Configuration version All
cpu CPU utilization All
mac MAC address All
managed_account Managed account name All
mode Device mode [AP, SM] All
memory Available memory All
name Device name All
network Network All
parent_mac Parent MAC All
site Site name All
site_id Site unique identifier All
status Status [online, offline, claimed, waiting, onboarding] All
status_time Uptime/downtime interval (seconds) All
type Device type All
Network
Name Details Mode
ip IP address All
ipvoe IPv6 address All
ip_dns DNS All
ip_dns_secondary Secondary DNS All
ip_wan WAN IP All
lan_mode_status LAN mode status Enterprise
[no-data, half, full]
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Name Details Mode
lan_speed_status LAN speed status All
lan_status LAN status [down, up] Home
netmask Network mask All
Radios

Name Details Mode
radio.24ghz.airtime Airtime All
radio.24ghz.bssid Radio mac Enterprise
radio.24ghz.channel Channel All
radio.24ghz.multicast_rate | Multicast rate All
radio.24ghz.noise_floor Noise floor All
radio.24ghz.num_clients Number of clients All
radio.24ghz.num_wlans Number of WLANs Enterprise
radio.24ghz.power Transmit power All
radio.24ghz.quality RF Quality description Enterprise
radio.24ghz.radio_state Radio state Enterprise
radio.24ghz.rx_bps Receive bits/second Enterprise
radio.24ghz.rx_bytes Receive bytes All
radio.24ghz.tx_bps Transmit bits/second Enterprise
radio.24ghz.tx_bytes Transmit bytes All
radio.24ghz.unicast_rates Unicast rates All
radio.24ghz.utilization Radio utilization Enterprise
radio.5ghz.airtime Airtime All
radio.5ghz.bssid Radio mac Enterprise
radio.5ghz.channel Channel Enterprise
radio.5ghz.multicast_rate Multicast rate All
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Name Details Mode

radio.5ghz.noise_floor Noise floor All
radio.5ghz.num_clients Number of clients Enterprise
radio.5ghz.num_wlans Number of WLANSs Enterprise
radio.5ghz.power Transmit power All
radio.5ghz.quality RF quality description Enterprise
radio.5ghz.radio_state Radio state Enterprise
radio.5ghz.rx_bps Receive bits/second Enterprise
radio.5ghz.rx_bytes Receive bytes All
radio.5ghz.tx_bps Transmit bits/second Enterprise
radio.5ghz.tx_bytes Transmit bytes All
radio.5ghz.unicast_rates Unicast rates All
radio.5ghz.utilization Radio utilization Enterprise

Performance API Response (vl Format)

This section provides the performance API response vl Format for the following devices:
e cnMatrix
e cnReach

e Fixed Wireless

e PTP
e Wi-Fi
cnMatrix
General
mac MAC address
managed_account Managed account name
mode Device mode
name Device name
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Name Details

network Network
site Site
timestamp Timestamp
tower Tower
type Device type
Switch
switch.rx.broadcast_pkts Receive broadcast packets
switch.dl_kbits Downlink usage (in kbits on hour or minute basis)
switch.dl_throughput Downlink throughput (Kbps)
switch.ul_kbits Uplink (in Kbits on hour or minute basis)
switch.rx.multicast_pkts Receive multicast packets
switch.ul_throughput Uplink throughput (Kbps)
switch.rx.pkts_err Receive Packet error
switch.rx.unicast_pkts Receive unicast packets
switch.tx.broadcast_pkts Transmit broadcast packets
switch.tx.multicast_pkts Transmit multicast packets
switch.tx.pkts_err Transmit packet error
switch.tx.unicast_pkts Transmit unicast packets
cnReach
General
NET Details Mode
mac MAC address All
managed_account Managed account name All
mode Device mode All
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Name Details Mode
name Device name All
network Network All
online_duration Duration of device connection with server ( seconds) All

site Site All
sm_count Connected SM count All
timestamp Timestamp All
tower Tower All

type Device type All
uptime Device online time (seconds) All

Radios

Name Details Mode
radio.radiol.neighbors Radio neighbors Radios
radio.radiol.noise Average noise Radios
radio.radiol.power Transmit power Radios
radio.radiol.rssi RSSI value Radios
radio.radiol.rx_bytes Receive bytes Radios
radio.radiol.throughput Total throughput Radios
radio.radiol.tx_bytes Transmit bytes Radios
radio.radio2.neighbors Radio neighbors Radios
radio.radio2.noise Average noise Radios
radio.radio2.power Transmit power Radios
radio.radio2.rssi RSSI value Radios
radio.radio2.rx_bytes Receive bytes Radios
radio.radio2.throughput Total throughput Radios
radio.radio2.tx_bytes Transmit bytes Radios
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Fixed Wireless

General
Name Details ePMP PMP
mac MAC address AP/SM AP/SM
managed_account Managed account name AP/SM AP/SM
mode Device mode AP/SM AP/SM
name Device name AP/SM AP/SM
network Network AP/SM AP/SM
online_duration Duration of device connection with server (seconds) AP/SM AP/SM
sm_count Connected SM count AP AP
sm_drops Session drops AP/SM AP
timestamp Timestamp AP/SM AP/SM
tower Tower AP/SM AP/SM
type Device type AP/SM AP/SM
uptime Device online time ( seconds ) AP/SM AP/SM

Radios
Name Details ePMP PMP
radio.dl_frame_utilization Downlink frame utilization AP
radio.dl_kbits Downlink usage (in Kbits on hour or minute basis) AP/SM
radio.dl_mcs Downlink MCS SM
radio.dl_modulation Downlink modulation SM
radio.dl_pkts Downlink packet count AP/SM
radio.dl_pkts_loss Downlink packet loss AP/SM
radio.dl_retransmits_pct Downlink retransmission percentage AP/SM
radio.dl_rssi Downlink RSSI SM SM
radio.dl_rssi_imbalance Downlink RSSI imbalance SM
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Name Details ePMP PMP

radio.dl_snr Downlink SNR SM
radio.dl_snr_h Downlink SNR (dB) horizontal SM
radio.dl_snr_v Downlink SNR (dB) vertical SM
radio.dl_throughput Downlink Throughput (Kbps) AP/SM AP/SM
radio.ul_frame_utilization Uplink frame utilization AP
radio.ul.kbits Uplink usage (in Kbits on hour or minute basis) AP/SM
radio.ul_mcs Uplink MCS SM
radio.ul_modulation Uplink modulation SM
radio.ul_pkts Uplink packet count AP/SM
radio.ul_pkts_loss Uplink packet loss AP/SM
radio.ul_retransmits_pct Uplink Retransmission percentage AP/SM
radio.ul_rssi Uplink RSSI SM SM
radio.ul_snr Uplink SNR SM
radio.ul_snr_h Uplink SNR (dB) horizontal SM
radio.ul_snr_v Uplink SNR (dB) vertical SM
radio.ul_throughput Uplink Throughput (Kbps) AP/SM AP/SM
PTP
General
Name Details Mode
mac MAC address All
managed_account Managed account name All
mode Device mode All
name Device name All
network Network All
sm_count Connected SM count Master
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Name Details Mode

timestamp Timestamp All

tower Tower All

type Device type All
Ethernet

Name Details Mode

ethernet.aux_ AUX maximum receive bytes All

interface.max_rx

ethernet.aux_ AUX maximum transmit bytes All

interface.max_tx

ethernet.aux_ AUX minimum receive bytes All

interface.min_rx

ethernet.aux_ AUX minimum transmit bytes All

interface.min_tx

ethernet.aux_ AUX packet error All

interface.pkt_error

ethernet.aux_interface.rx AUX receive bytes All

ethernet.aux_interface.tx AUX transmit bytes All

ethernet.link_loss Link loss All

ethernet.main_psu_ Main PSU maximum receive bytes All

interface.max_rx

ethernet.main_psu_ Main PSU maximum transmit bytes All

interface.max_tx

ethernet.main_psu_ Main PSU minimum receive bytes All

interface.min_rx

ethernet.main_psu_ Main PSU minimum transmit bytes All

interface.min_tx

ethernet.main_psu_ Main PSU packet error All

interface.pkt_error

ethernet.main_psu_ Main PSU receive bytes All

interface.rx
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Name Details Mode
ethernet.main_psu_ Main PSU transmit bytes All
interface.tx

ethernet.pcb_ PCB temperature All
temperature

ethernet.rx_channel_util Receive channel utilization All
ethernet.rx_capacity Receive capacity All
ethernet.ssr Signal strength ratio All
ethernet.rx_power Receive power All
ethernet.rx_throughput Receive throughput All
ethernet.sfp_ SFP maximum receive bytes All
interface.max_rx

ethernet.sfp_ SFP maximum transmit bytes All
interface.max_tx

ethernet.sfp_ SFP minimum receive bytes All
interface.min_rx

ethernet.sfp_ SFP minimum transmit bytes All
interface.min_tx

ethernet.sfp_ SFP packet error All
interface.pkt_error

ethernet.sfp_interface.rx SFP receive bytes All
ethernet.sfp_interface.tx SFP transmit bytes All
ethernet.tx_channel_util Transmit channel utilization All
ethernet.tx_capacity Transmit capacity All
ethernet.tx_power Transmit power All
ethernet.tx_throughput Transmit throughput All
ethernet.vector_error Vector error All
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Wi-Fi

General

Name Details Mode

mac MAC address All
managed_account Managed account name All

mode Device mode All

name Device name All
network Network All
online_duration Duration of device connection with server (seconds) All

site Site All
timestamp Timestamp All

type Device type All

uptime Device online time (seconds) All

Radios

NET Details Mode
radio.24ghz.clients Number of clients All
radio.24ghz.rx_bps Receive bits/second Enterprise
radio.24ghz.throughput Total throughput All
radio.24ghz.tx_bps Transmit bits/second Enterprise
radio.5ghz.clients Number of clients All
radio.5ghz.rx_bps Receive bits/second Enterprise
radio.5ghz.throughput Total throughput All
radio.5ghz.tx_bps Transmit bits/second Enterprise
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Deployments

VMware ESXi Installation

_,fo\ NOTE:

Deploying ESXi is an involved process. The steps below assume you have VMware ESXi version
6.0.0 Update 3 (Build 7967664) or higher already installed on hardware. If you don’t have an ESXi
hypervisor available, you can download it from VMware website. VMware provides directions for
installing the ESXi ISO on a server.

chMaestro VM Deployment

1. Logininto ESXi host.
2. Click Virtual Machines.
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3. Click Create/Register VM.

41 New virtual machine

< CETCISSEITN  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements N X
e Create a new virkial machine - Th»s option g_luudes you through the process of creating a
oy virtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete
i Register an existing virtual machine

Back Next Finish | Cancel |

4, Click Next.
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Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

Entier a namae for the virual maching.

2.1_NOC_SERVER

Virual machine names can contam up to 80 characters and they mus! be unigue within each ESXI instance

x @B enmaestro-on-premises_2.1.0-r17_amdé4.ova

oo J[ v J| pown [ oo ] |

4. Select datastore which has more space

T New virtual machine - 2.1_NOC_SERVER

Select storage

Select the datastore in which to store the configuration and disk files.

Tha following datastores are accessible fnom the destination rasource that you selected. Salect the destination datastore for
the virtual machine configuration Mles and all of the virtual disks

Name ~  Capacity +~ | Free ~ . Type ~ | Thinpro...~ | Access  ~
dstastocet (2) 27278 M4418GB  VMFS5 Supporied  Single
1 items
Back || mext || Fnisn || cance

5. Click Next.

ﬁ:mwmazumc SERVER

THIS EMD USER LICENSE AGREEMENT (THIS “AGREEMENT") IS A LEGAL AGREEMENT
BETWEEM ¥YOU {"CUSTOMER™) AND CAMBIUM METMORXS, LTD. ("CAMBILM
NETWORES™}. BY CLICKING THE "I ACCEPT™ BUTTON, OR INSTALLING, COPYING
OR OTHERNTSE USING THIS CAMBIUM METWORKS CHMAESTRD ON-PREMISES SDFTWARE
("OPAESTRO™) A0 ITS ASSOCTATED USER DOCUMENTATION, CUSTOMER
ACEHOMLEDGES THAT CUSTOMER HAS REVINWED AND ACCEPTS THIS AGREEMENT AND
AGREES TO BE BOUND 0¥ ALL OF ITS TERMS. IF YOU ARE AGREEING TO
AGREEMENT &5 AN THOTVIDUAL, "CUSTOMER™ REFERS TO YOU INDIVIDUALLY. IF
YOU ARE AGREEING TO THIS AGREEMEMT AS A REPAESENTATIVE OF AN ENTITY,
YOU REPRESENT THAT YOU HAVE THE AUTHORETY TO BIND THAT ENTITY AN
"CUSTOFER"™ REFERS TO THAT ENTITY AMD ALL THE USERS ACCESSIMG THE
SOFTWARE 3Y, THROUGH OR ON BEWALF OF THE CUSTOMER.. IF CUSTOMER DOES
MNOT AGREE MITH ALL OF THE TERMS OF THIS AGRETMENT, DO NOT INSTALL, COPY
O OTHERWISE USE CNMAESTRO DR ITS DOCUMEMTATION.

1. DEFIMITIONS.

1.1 “gegestro® means the cnfsestro On-Pranlses wireless nitwock
manageennt ioftware provided by Casbiun Metworks purcusnt to this
Agreement .

6. Click | Agree the license agreements and click Next.
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11 Now wirtual machine - 2.1_NOC_SERVER

¥ 1 Select creation type Deployment options

+" 2 Select OVF and VMQ B ek bt

" 1 Select Horage

" 4 License

v Hatvor: mappings nat | WM Network v
Diisk prowvisioning ® Thin ' Thick
Powes on autormalically -

Mt
7. Select the network and click Next.
T New virtual machine - 2.1_NOC_SERVER
1 Select creation type Ready to complete
2 Select OVF and VMQ Review your seffings selection before fintshing the wizard
Prod o
S
Dusik ¥ ) disk1 vmdk
T _a fisk2 vimdk
' Do nal (eFesh your Browsss whie M i Being deploye
Back Fir Cancel

8. Verify the details and click Finish to complete deployment.

9. When the loading is complete, a virtual machine with the name chosen will appear. Choose the VM and click power

on button.
. -
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10. Enter the default credentials (cambium/cnmaestro) in the console tab.

Oracle VirtualBox 5 Installation

Deployment

The steps to import cnMaestro On-Premises into Oracle VirtualBox are below. VirtualBox is not recommended for a
production environment.

1. Open Oracle VirtualBox Manager, and select File > Import Appliance.

2. Browse and select CnMaestro On-Premises release OVA file and click Next to continue.

3. Configure the resources required for the VM.

II'S% Oracie VM VirtuaiBox Manager = B =B

Appliance settings

These are the virtuad machings contained in the apphiance and the suggested settings of the
imiported VirtuadBox machines. Yoo can change manmy of the propertes shown by double-
eheking o the iterms and dissble sthers using the check bomes helow,
" Description Configuration =] |
o Virtual System 1 | 3
% Name vm_1
J = Guest 05 Type =4 Upunitu (64-bit)
@ cv 2
B ram 2048 MB
il = DVD "
| & 1SR Controllar ¥ it
Runitiahze the MAC address of 8B network cards |I
i
Restore Defouks| | gt | | cocel |
- Audio =
3]

4. Click Import.
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i Owacle VM VirtuaiBon Manages

.\_.f. ey (;'l'::n. 1 Wirhusd Apphan

[rdmitainti
New  Semng
(Y | Appliance setlings
. 1
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Frate i e B vbasl miched oifardd O T ipphaids aod M iugdeded MsSng of the
AT Imparting Applance _® Importing appliance Tl e
d h Wy Te] vl el FRAE D _Abe- el vl T}
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TERF e b
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5. The new VM will appear on the left panel. Select the VM and click start VM and navigates to the configuration

screen.

The new virtual machine appears in the left panel. After the VM is started, customer gets the login screen, and

continue to configure cnMaestro and access the Ul.

VMWare Workstation

1. Open VMware workstation player. Navigate to Player > File > Open Menu and select CnMaestro On-Premises

release OVA file.
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2. Accept the cnMaestro EULA, once the EULA is accepted, cnMaestro will be imported into the VM environment and
it could take a couple minutes.

License Agreement for cnmaestro-on-premises_1.6.1-r10_amdad x

To import “enmaestro-on-pramises_1.6.1-r10_amdé4" you must read and accept the following license
Bgreement(s):

CAMEIUM NETWORKS, LTD. CHMAESTRO END USER, LICENSE AGREEMENT Y

THIS END USER LICENSE AGREEMENT (THIS "AGREEMENT™) IS A LEGAL AGREEMENT
BETWEEN YOU ("CUSTOMER™) AND CAMBIUM NETWORKS, LTD. ("CAMBIUM
HETWORKS™). BY CLICKING THE "] ACCEFT™ BUTTON, OR INSTALLING, COPYING
OR OTHERWISE USING THIS CAMBIUM NETWORKS CNMAESTRO ON-PREMISES SOFTWARE
("CNMAESTRO™) AND ITS ASSOCIATED USER DOCUMENTATION, CUSTOMER
ACKNOWLEDGES THAT CUSTOMER HAS REVIEWED AND ACCEFTS THIS AGREEMENT AND
(AGREES TO BE BOUND BY ALL OF TTS TERMS. IF YOU ARE AGREEING TO THIS
(AGREEMENT AS AN INDIVIDUAL, "CUSTOMER® REFERS TO YOU INDIVIDUALLY. IF
YOU ARE AGREEING TO THIS AGREEMENT AS A REPRESENTATIVE OF AN ENTITY,

YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND THAT ENTITY AND
"CUSTOMER" REFERS TO THAT ENTITY AND ALL THE USERS ACCESSING THE
SOFTWARE B8Y, THROUGH OR ON BEHALF OF THE CUSTOMER. IF CUSTOMER DOES
NOT AGREE WITH ALL OF THE TERMS OF THIS AGREEMENT, DO NOT INSTALL, COPY
OR OTHERWISE USE CNMAESTRO OR ITS DOCUMENTATION,

1. DEFINITIONS.
1.1 "cnMaestro™ means the cnMaestro On-Premises wireless network
management software provided by Cambium Networks pursuant to this
Agreement.
1.2 "Customer Data" means all data submitted, stored, posted,
displayed, or othervise transmitted by or on behalf of Customer or any
User and receved, processed or analyzed by or through onMaastro,
1.3 "Customer System” means Customer's internal website(s), servers and
other equipment and software used in the conduct of Customer's business.
1.4 "Device™ means the hardware device that Customer recehves either bt

[ ]| ono

3. Click Import to start the deployment.
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Player ~ O,
Store the new Virtual Machine ¥
I D cnmaestro-on-prem Provide a name and local storage path for the new virtual machine.

[D CNMestro-on-prem  ame for the new virtual machine:

Storage path for the new virtual machine:
C:\Users\Administrator\Documents\Virtual Machines\cnmaestro Browse... he

Help < Back Cancel

Machine
ich will then be added to

which will then be added

Norkstation Pro
apshots, virtual network

4. Once the file is loaded, click Play and wait for the configuration screen.

Viiware Workstabion 1. Player (Mon-commerncial use only) N W T

Player = | =~ s

3 -

I'-_F cnmistro-nos_L.1. 1-a10_amdéd

cnmaestro-noc_1.1.1-a10_amd6&4

Stabe: Powered OFFf
0%: Uburdu 64-bt
Version: Workstaton 9.% vitual maching
RAM: 2 GE

'- Play virtual machine

‘?]IJ Edit virtual machine settings
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KVM Installation

/o) | NOTE:

KVM is not officially recommended for cnMaestro deployment. The directions below are for customers
who want to evaluate the system ina KVM 0.9.5 or later environment.

Deployment

After installing KVM on the hardware, follow the below steps to import cnMaestro On-Premises into KVM:

1. Extract cnMaestro On-Premise OVA

$ tar xvf cnmaestro-on-premises_1.2.1-b19_amd64.ova
cnmaestro-on-premises_1.2.1-b19_amd64.ovf
cnmaestro-on-premises_1.2.1-b19_amd64.mf

cnmaestro-on-premises_1.2.1-b19_amd64-diskl.vmd

2. Convert vmdk image to gcow2

$ gemu-img convert -O gcow2 cnmaestro-on-premises_1.2.1-b19_amd64-diskl.vmdk cnmaestro-on-premises_1.2.1-

b19_amd64.qcow

3. Create New VM

a. Launch Virtual Machine manager.

b. Create new VM.
c. Choose import existing disk image.
d. Click Forward.

Dﬂ Create a niew virtual machine

Ember your wirtual machine detals
B |-.n~‘.a¢-tr.|¢_1"n-l'-"ﬁw-f.:-
Cornection: locaihast (QEMUSNM)

Chacse how yong would Boe (o insTell (e operaling System
(0 Local install media (150 image or COROM)
D) Metwork nstall (HTTR, FTR, of NFS)
) Metwork Boot (PRE]
(= Import gxdsting disk image

Howee | & o Eorward

4, Select disk image file

a. Choose qcow2 image that is created in earlier steps.

b. Select OS type as Linux

c. Click Forward.
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O MNaw VM

m Crisate a niew virtual machine

Pronide the exisling siofage path

I.*'-'Vl'-!.'l!"-‘-I'bql“.{'-“fi='.I}§l.'<M'-l¢5."-r<l-<-"-¢I'i.‘l'l'=‘.-r'*_| ] H-[ﬁ-'SI'I

Choose an operating system bype and version
05 ppe: Lnux -
Yersion: Ut 14,04 LTS [fusty Tahel =|

Hooncel | msck | o porwen |

5. Configure Memory and CPU

Configure Memory and CPU settings as per the requirements.

m Create a new virteal machine

Chocse Memony snd CPU settngs
Hersany (RAME: 1048 |7 MB
Lip 15 144 I avelaliy on tha hast

cevs:| BI:

Up e 4 awakable

Boorcel | qumeck | 5 porwen |

6. Customize other VM Configuration

a. Select Customize Configuration before install check box
b. Click Finish.

Haw WM

m Create a nesw virtual machine

Aeack to Degin instalation of cnMaestro_On-Premise
05 Lisunty 14,04 LTS (Trusty Tahr)
nstal. Import extsting O5 image
Memon: 2048 MB
CPUs: 2
Storsje: 5.9 GO Somel renggaDeskspiormasstirn-onpremses 1.2
[l Customize configuration before sstal

b Advanced options

Rowcol | _wmack | o |

7. Set Disk format to qcow2

Select Disk from the options on the left side.
Expand Advance options section.

Choose Storage format: as “gcow?2”.

Click Apply.

o 0 T o
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8. Configure Network Adapter

a. Select NIC from the left pane.

b. Select the appropriate source device. Default: NAT.

c. Click Apply.

9. Begin Installation

a. Click Begin installation on the top left. It would take few minutes to complete.

b. After installation console may show blank for some time. Wait for 10-15 minutes. Restart VM if cnmaestro login:
prompt is not shown.

Feamus Wirtyal Maching
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Windows DHCP

This section details how to configure a Microsoft Windows-based DHCP server to send DHCP Options to
Cambium Networks devices such as ePMP, ePMP 1000 Hotspot, and cnPilot Enterprises and Home devices.

Following settings has to be configured:

e Configuring Option 60

e Configuring Option 43

e Configuring Option 15

e Configuring Vendor Class Identifiers

e Defining DHCP Policies

DHCP servers are a popular way to configure clients with basic networking information such as an IP address,
default gateway, network mask, and DNS server. Most DHCP servers have the ability to also send a variety of
optional information, including the Vendor-Specific Option Code Option 43. When a Cambium device requests

Option 43 Vendor Specific Information, the DHCP server responds with values configured by the DHCP
administrator.

Configuring Option 60

This section describes how to configure the Vendor Class Identifier Code (option 60) on a Microsoft Windows-
based DHCP server. As mentioned in the overview section, option 60 identifies and associates a DHCP client with
a particular vendor. Since option 60 is not a predefined option on a Windows DHCP server, you must add it to
the option list.

Windows DHCP Server Configuration

1. Onthe DHCP server, open the DHCP server administration tool by clicking Start > Administrative Tools >
DHCP.

2. Find your server and right-click on the scope to be configured under the server name. Select Set Predefined
Options.

3. Inthe Predefined Options and Values dialog box, click Add.

4. Inthe Option Type dialog box, enter the following information and click OK to save.

Field Information

Name CambiumOption60

Code 60

Data Type String (select the Array check box also)
Description Cambium AP vendor class identifier

5. Inthe Predefined Options and Values dialog box, make sure 060 CambiumOption60 is selected from the
Option Name drop-down list.

6. Inthe Value field, enter the following information: String: Cambium, Cambium-WiFi-AP, Cambium-cnPilot
r200P, Cambium-cnPilot R201P

7. Click OK to save this information.
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8. Under the server, select the scope you want to configure and expand it. Select Scope Options, then select
Configure Options.

9. Inthe Scope Options dialog box, scroll down and select 060 CambiumOption60. Confirm the value is set as
mentioned in point 7 above and click OK.

o) NOTE:

t.lj The Data type should be string. If only one device type is to be onboarded to the cnMaestro server, then
there is no need to select the Array option. If multiple device types need to be onboarded, then please
select the Array option, so the value can contain multiple option 60 entries.

Configuring Option 43

Option 43 returns the cnMaestro URL to the Cambium Devices.

Windows DHCP Server Configuration

1. Onthe DHCP server, open the server administration tool by clicking Start > Administration Tools > DHCP.

2. Find your server and right-click on the scope to be configured under the server name. Select Set Predefined
options

3. Inthe Predefined Options and Values dialog box, click Add.

4. Inthe Option Type dialog box, enter the following information:

Field Information

Name CambiumOption43
Code 43

Data Type String

Description Cambium AP Option 43

Click OK to save this information.

6. Inthe Predefined Options and Values dialog box, make sure 043 CambiumOption43 is selected from the Option
Name drop-down list.

In the Value field, enter the following information: String: https://<NOC Server Hostname/IP>

8. Click OK to save this information.

o\ NOTE:

m If Option 43 is already in predefined options with the data type as Binary, then it cannot be changed to
string. If this is the case, while defining the policies, specify the values in the ASCIl column in the Actions
tab of the policy after selecting Option 43. This will be detailed in the Policies section later in the
document.

Configuring Option 15

Option 15 returns the domain name to the Cambium Devices.
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Windows DHCP Server Configuration

1. Onthe DHCP server, open the server administration tool by clicking Start > Administration Tools > DHCP.

2. Find your server and right-click on the scope to be configured under the server name. Click on Set Predefined
Options

3. Inthe Predefined Options and Values dialog box, click Add.

4. Inthe Option Type dialog box, enter the following information:

Field Information

Name CambiumOptionl5
Code 15
Data Type String
Description Cambium AP Option 15
5. Click OK to save this information.
6. Inthe Predefined Options and Values dialog box, make sure 015 CambiumOption15 is selected from the Option
Name drop-down list.
7. Inthe Value field, enter the following information: String: <companyname.com>
8. Click OK to save this information.
Predefined Options and Values |2 =]
Option class [DHCP Standard Opticns =]
Option name: [015 DNS Doemain Name _v_J
saa . | Option Type K|
Diescriotion |DNS [lomain name for chert resalutions Class: Global
Walus Hama |0um15
Sing Data type Sting | [ Amey
|mwn
Code 015
[ok | concs
oK Cancel
NOTE:
(o) | NO

In the DNS Server, the user needs to map the cnMaestro hostname to the IP address of the cnMaestro
On-Premises server.

Configuring Vendor Class Identifiers

1. Onthe DHCP server, open the server administration tool by clicking Start > Administration Tools > DHCP.

2. Find your server and right-click on the scope to be configured under the server name. Click on the Define Vendor
Classes and click the Add button in the dialog box that appears.
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3. Provide the Display name, Description and then click in the ASCIl column and enter the value as Cambium as

shown in the below figure, and then click OK.

[EZEES|

Awalaben clmae

DHCP Vendor Classes

o)

Messsach Windiows 53
Meech Oobors
b WA-AP
Cambaiom-oniPict RI00P
Cambuige-onPict FIT1P
Carbim

1D
Mersach Windiws 20 |

eriPie AP
#PUP 1000

New Class L
Ot it
Eatam
Depcrption
[ePHP Dmece VT
o o AscH
@000 &) &1 6D &2 &% 7% D Canbaus

[ Cancel ]

The above example is for an ePMP device. In order to create the VCI for other device types, please follow the same
steps, and in the ASCII column provide the following values:

Product

cnPilot R200P

VCI (DHCP Option 60)

Cambium-cnPilot r200P

cnPilot R201P

Cambium-cnPilot R201P

cnPilot R190

Cambium-cnPilot R190

cnPilot Enterprise

Cambium-WiFi-AP

ePMP

Cambium

ePMP 1000 hotspot

Cambium-WiFi-AP

Configuring the Policies at the SCOPE Level

Once Options 43, 60, 15, and Vendor Classes are created, one needs to create policies at scope level. This allows the
DHCP server to send the Option 43 and 60 to the Cambium Devices -- based on their VCI for that device. The policy
will make sure these options are only sent if the VCI matches that provided by the device.

1. Select the scope in which you want to create the policy, and then right click on the Policies option. Select New

Policy.
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2. Inthe pop-up, enter the Policy Name and Description and click Next button.
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3. The Policy consists of Matching conditions based on Vendor Class, user class, MAC Address, Client Identifiers,
FQDN and Relay Agent Information. For Cambium Devices we need Vendor Class based match conditions only.

a. Inthe dialog, click on the Add button and in the pops-up select the Criteria as Vendor Class, the Operator as
Equals, and the Value as the VClI created for the Cambium Device type.

b. For example, for cnPilot R201P device the Vendor Class selection is “Cambium-cnPilot R201P”.

c. Click Add and then OK in the pop-up. Click Next in the Policy Configuration Wizard.
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4. Inthe policy configuration settings wizard, select the option No and click Next.
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Then select the vendor class as DHCP standard options and Select the options 43 and 60 from the available options
and specify the values that need to be sent to the device. Click Next once the options are selected and values are

specified.
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5. Click Finish in the final settings page. The policy is displayed in the RHS pane.
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The above Policy is a generic one. For all the device types, the policies should be created in a similar way --, with the

match conditions and action as follows:

Also the Policies can be created at the Scope level or Server level. If separate scope is defined for Cambium devices,
it is better to define scope level policies; otherwise the policies can be defined at the Server level in the similar way.
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Device Type Match Condition Actions

cnPilot E-Series Vendor Class for Cambium option 43 and
E400/E410/E425H/E500/E501S/E502S/E505/E600 60 selected and values
specified

cnPilot Home Vendor Class for cnPilot R190/R195/R200/R201 Cambium option 43 and
60 selected and values
specified

ePMP Vendor Class for ePMP Cambium option 43 and
60 selected and values
specified

ePMP 1000 Hotspot Vendor Class for Hotspot Cambium option 43 and
60 selected and values
specified
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Network Requirements

Inbound Ports

The following table provides information about network port requirements for inbound:

Table 58: Inbound Port Details

Zirri::oer Port Type Purpose

1 443 TCP HTTPs Web Access and device communication
2 18301 TCP/UDP Wi-Fi Performance Test

3 161 UbP SNMP Communication

4 22 TCP Data Replication (High Availability)

5 8300 TCP Distribution Synchronization (High Availability)
6 8301 TCP/UDP Distribution Synchronization (High Availability)
7 3799 UDP RADIUS CoA for RADIUS Proxy feature

Outbound Ports

The following table provides information about network port requirements for outbound:

Table 59: Outbound Port Details

ilir::lber Zﬁﬁber Port Type Purpose

1 18301 TCP/UDP Wi-Fi Performance Test

2 162 UDP SNMP Trap Receiver

3 465and 587 | TCP SMTP Server communication

4 20 and 21 TCP FTP and SFTP communication

5 49 TCP/UDP TACAC Server communication

6 1812 UDP Free Radius Server Authentication communication

7 1813 ubP RADIUS Server Accounting communication

8 389 and 636 TCP/UDP LDAP or Active Directory (AD) server communication
9 514 UDP Syslog server
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Custom Network Scripts

If your network requirements are more complex than cnMaestro configuration, you can script custom networking
commands, so they are executed after cnMaestro initializes networking. The commands are added to the file
/srv/files/etc/cnmaestro-network.override, which also contains directions and a sample static route.
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Contact cambium Networks

Support Website http://www.cambiumnetworks.com/support

Main Website http://www.cambiumnetworks.com

cambium Community http://community.cambiumnetworks.com

Sales Enquiries solutions@cambiumnetworks.com

Support Enquiries https://www.cambiumnetworks.com/support/contact-support/

Telephone Number List http://www.cambiumnetworks.com/support/contact-support

Address Cambium Networks Limited,

3800 Golf Road, Suite 360,
Rolling Meadows, IL60008 USA.
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